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Preface
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The REST API Programming Guide for Lenovo CNOS 10.8 describes how to configure
and use the Cloud Network Operating System 10.8 software on the following
Lenovo RackSwitches:

Lenovo RackSwitch G8272. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8272 Installation Guide.

Lenovo RackSwitch G8296. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8296 Installation Guide.

Lenovo RackSwitch G8332. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8332 Installation Guide.

Lenovo ThinkSystem NE1032 RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE1032 RackSwitch Installation
Guide.

Lenovo ThinkSystem NE1032T RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE1032T RackSwitch Installation
Guide.

Lenovo ThinkSystem NE1072T RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE1072T RackSwitch Installation
Guide.

Lenovo ThinkSystem NE10032 RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystemn NE10032 RackSwitch Installation
Guide.

Lenovo ThinkSystem NE2572 RackSwitch. For documentation on installing the
switch physically, see the Lenovo ThinkSystem NE2572 RackSwitch Installation
Guide.
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Who Should Use This Guide

This guide is intended for network installers and system administrators engaged in
configuring and maintaining a network. The administrator should be familiar with
Ethernet concepts, IP addressing, Spanning Tree Protocol, and SNMP configuration
parameters.
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What You’ll Find in This Guide

© Copyright Lenovo 2018

This guide will help you plan, implement, and administer Cloud NOS software.
Where possible, each section provides feature overviews, usage examples, and
configuration instructions. The following material is included:

This book contains the following chapters:

e Chapter 1, “Introduction,” gives an overview of the Lenovo REST API and how
to start the server.

e Chapter 2, “REST Server JSON Calls,” describes the URIs and functions
available in the REST APL

e Appendix A, “Getting Help and Technical Assistance,” describes where to get
help with your product.

e Appendix B, “Notices,” contains legal notices.
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Additional References

Additional information about installing and configuring the switch is available in
the following guides:

e Lenovo Network Application Guide for Lenovo Cloud Network Operating System 10.8

e Lenovo Network Command Reference for Lenovo Cloud Network Operating
System 10.8

o Lenovo Network Release Notes for Lenovo Cloud network Operating System 10.8
® Lenovo Python Programming Guide for Lenovo Cloud Network Operating System 10.8
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Typographic Conventions
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The following table describes the typographic styles used in this book.

Table 1. Typographic Conventions

Typeface or
Symbol

Meaning

Example

ABC123

This type is used for names of
commands, files, and

directories used within the text.

It also depicts on-screen

computer output and prompts.

View the readme. txt file.

Switch#

ABC123

This bold type appears in
command examples. It shows
text that must be typed in
exactly as shown.

Switch# ping

<ABC123>

This italicized type appears in
command examples as a
parameter placeholder.
Replace the indicated text with
the appropriate real name or
value when using the
command. Do not type the
brackets.

This also shows book titles,
special terms, or words to be
emphasized.

To establish a Telnet session,
enter:
Switch# telnet <IP address>

Read your User’s Guide
thoroughly.

{:

Command items shown inside
brackets are mandatory and
cannot be excluded. Do not
type the brackets.

Switch# cp {ftp|sftp}

[1

Command items shown inside
brackets are optional and can
be used or excluded as the
situation demands. Do not
type the brackets.

Switch# configure [device]

The vertical bar (]) is used in
command examples to
separate choices where
multiple options exist. Select
only one of the listed options.
Do not type the vertical bar.

Switch# cp {ftp|sftp}

<AaBb123>

This block type depicts menus,
buttons, and other controls
that appear in graphical
interfaces.

Click the <Save> button.
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Chapter 1. Introduction
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The Lenovo REST Application Programming Interface (API) enables you to
remotely configure and manage a Lenovo switch using REST, HyperText Transfer
Protocol (HTTP), and Hyper Text Transfer Protocol over SSL (HTTPS).

The REST (REpresentational State Transfer) architecture has six constraints:

e Uniform Interface

Stateless

Cacheable

Client-Server

Layered Systems

e Code on Demand

The REST APl is a JavaScript Object Notation-based (JSON) wrapper around
Lenovo’s Python On-Box Scripting interface. It is a component of Configuration,
Management, and Reporting (CMR) on CNOS.

Note: The Lenovo REST API calls have been tested with:
e The Advanced Rest Client extension (version 6.19.17.118 or earlier) in Chrome
e The RESTClient extension in Firefox

e The Python3 http.client module

23



REST APl Components
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The following figure shows components of the REST API and JSON:
Figure 1. REST/JSON Components

Python-SMI
binding

The cherrypy server interprets the REST JSON code. When the cherrypy server
receives a REST API request, it executes the appropriate Python code on Cloud
NOS and translates it into a series of Simple Management Interface (SMI) calls. For
each CLI connection through the console, SSH, or Telnet, a separate Cloud NOS
process is spawned to service CLI commands.

HTTP
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Using the REST Server

This section discusses starting, stopping, and communicating with the REST
server.

Starting and Stopping the REST Server

Use the CNOS CLI to start or stop the REST server.

Starting the REST Server

To start the REST server listening on the HTTPS port (443), in Global Configuration
Mode on the switch, enter:

Switch(config)# feature restApi

To start the REST server listening in HTTP mode on port 8090, in Global
Configuration Mode on the switch, enter:

Switch(config)# feature restApi http

This starts the REST server (cherrypy) listening on the specified port (443 or 8090)
and writes the Process ID to the following PID file:

/var/run/restfib<VRF ID>.pid

where:
e VRF ID = 0 for the default Virtual Routing and Forwarding (VRF) ID
e VRF ID =1 for the management Virtual Routing and Forwarding (VRF) ID

A separate REST server instance is created for each VRF ID created (one default,
one management).

Stopping the REST Server

To stop the REST server, in Global Configuration Mode on the switch, enter:

‘ Switch(config)# no feature restApi

This stops the REST server from listening on all ports for all VRF IDs.
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Communicating with the REST Server

To log onto the REST server, use the URL:
http://<management switch IP address><port>/nos/api/login
The default port is 443.

Confirm adding a security exception. Enter your username and password.

Note: You must be a “network-admin” user to use the REST API. Requests from
users with other roles will be rejected.

The REST API uses the following types of HTTP methods:
e POST

o GET

e PUT

e DELETE

Request Formats

26

The format of a URI or URL for a resource depends upon which type of request is
being sent.

Table 2. REST API URI/URL Conventions

Request |URI Format
Type

POST http://<switch address>: <port>/nos/api/ctg/<resource>
[parameters={<parameters>}]

GET http://<switch address>: <port>/nos/api/ctg/<resource>/<ID>

http://<switch address>:<port>/nos/api/info/<resource>/<ID>

PUT http://<switch address>: <port>/nos/api/ctg/<resource>
[parameters={<parameters>}]

DELETE |http://<switch address>:<port>/nos/api/cfg/<resource>/<ID>

where:

Parameter |Description

switch The switch IP address and port where the REST server is installed.
address:port

resoutrce Any network or switch resource, such as an interface or a VLAN.

parameters | Additional parameters related to the request, presented in JSON
format.
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The following example shows a PUT request for interface ethernet1/1:

PUT /nos/api/cfg/interface/Ethernet1%2F1

"duplex": "full",
"mtu": 1500,

"admin_state": "up",

Note: When a port or other parameter in the URI has a slash (/) in it, such as
ethernet1/1, you need to substitute the hexadecimal code for the slash (%2F, as
in ethernet1%2F1) so the slash is not read as a directory delimiter. Slash
characters are allowed in the JSON Request.

The following example shows the response to the previous PUT request:

PUT /nos/api/cfg/interface/Ethernet1%2F1

"duplex": "full",

"if_name": "Etherneti1/1",
"mtu": 1500,

"admin_state": "up",
"mac_addr": "a897.dcf8.1101",
"ifindex": "9",

"oper_state": "up",

"speed": "10000"

}

Getting the REST Server Status

To get the current status of the REST server, including the listening port number,
from the CLI, enter:

‘ Switch# display restApi server

Authenticating Users on the REST Server

© Copyright Lenovo 2018

To log onto the switch via the REST server, use the following URL:
https://<IP address>/nos/api/login
where IP address is the management IP address of the switch you are accessing.

Your user session expires based on the switch timeout value, which defaults to 10
minutes.

To log out of the switch via the REST server, use the following URL:

https://<IP address>/nos/api/logout
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Server Security

The REST API uses the local user database in CNOS on the switch for
authentication. All REST requests must be issued by a “network-admin” user.
Requests made by any other type of user will be rejected by the REST API server.

The REST server uses cookies to identify sessions. Specifically, a cookie is assigned
for each session, and its passback will be requested by the REST server. A REST
API client must first issue a “Set-Cookie” request and then must pass the cookie
back on all subsequent REST requests.
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HTTPS Support

When REST API via HTTPS is enabled by default, a self-signed certificate is
generated automatically.

Note: Lenovo recommends using CSR or CA signed certificates rather than
self-signed certificate. For more information on how to generate CSR or CA
certificates, see the CNOS Application Guide.

To refresh a self-signed certificate, use the following steps:

1. Disable the REST server:

Switch(config)# no feature restApi

To verify that the REST server is not running, enter:

Switch(config)# display restApi server
rest server disabled port: 8090(HTTP)

2. Enter the Public Key Infrastructure (PKI) configuration mode.

Switch(config)# pki rest_mgmt
Switch(config-pki)#

3. Create the certificate:

Switch(config-pki)#host-cert generate

Country Name (2 letter code) [US]:

State or Province Name (full name) [California]:

Locality Name (eg, city) [Santa Clara]:

Organization Name (eg, company) [Lenovo Networking Operating System]:
Organizational Unit Name (eg, section) [Network Engineering]:

Common Name (eg, FQDN or YOUR name) []: netuser

Email (eg, email address) []: netuser@lenovo.com

Confirm generate certificate? (y/n) [n] vy

Host certificate generation succeeded

Note: The default values are in square brackets ([text]); press Enter to use the
default values.

4. Re-enable the REST server:

Switch(config)# feature restApi

5. Make sure the REST server is running:

Switch(config)# display restApi server
rest server enabled port: 443

restApi pki rest_mgmt vrf management
restApi pki rest_default vrf default

6. The REST PKI profiles are automatically generated.
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To display host certificate information, use the following commands: :

Switch(config)#display pki rest_mgmt host-certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: sha512withRSAEncryption
Issuer: C=US, ST=California, L=Santa Clara, O=Lenovo Networking
Operating System, OU=Network Engineering,
CN=acomsa/emailAddress=netuser@lenovo.com
Validity
Not Before: May 3 14:49:49 2017 GMT
Not After : May 3 14:49:49 2018 GMT
Subject: C=US, ST=California, L=Santa Clara, O=Lenovo Networking
Operating System, OU=Network Engineering,
CN=acomsa/emailAddress=netuser@lenovo.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:d2:e6:5d:11:c1:0c:f0:5e:75:09:ac:ab:77:2b:
a2:c2:ca:fd:33:79:f9:58:6c:c6:d9:89:87:a4:d8:
94:79:ab:ca:f2:15:f3:ab:43:66:27:2f:87:40:76:
7f:ed:4c:5a:€2:23:18:98:68:fe:4b:51:bf:4a:6b:
64:08:4f:00:90:0e:df:71:d7:c4:db:48:99:4f:3d:
47:4b:ae:0a:9a:ba:d8:f0:15:93:4e:c0:6d:2c:64:
a9:1f:c0:a7:6f:7f:4f:87:2d:b5:c7:8a:d5:09:37:
5c:8b:6f:14:b5:e7:8c:5d:99:da:ae:20:2c:0d:94:
b3:c3:f8:4c:5f:04:8f:71:4f:19:b2:18:11:64:¢e4:
9a:96:41:2b:bf:de:9a:87:32:6b:a5:22:f3:eb:32:
da:c5:ac:c8:d4:cf:83:14:6a:39:23:b9:49:2e:bc:
ec:84:e6:5c:f9:d6:df:2d:97:e7:f3:dd:cb:6d:c0O:
94:el:al:9a:94:ea:3a:65:04:e7:63:45:fa:70:7d:
f6:89:2d:af:7d:bf:d4:7d:f2:f1:45:b7:a4:11:16:
29:c4:4a:56:58:63:6e:b6:4d:6a:aa:c8:2e:c0:7b:
15:b5:7b:bf:00:00:f6:9c:75:6a:cd:50:2d:6e:68:
24:74:77:dc:29:dc:7e:35:b0:4a:02:f9:76:b0:7cC:
65:23
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Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:

51:7A:5E:95:9D:0E:23:17:57:DF:13:63:D1:07:A6:05:07:B3:38:7F

Signature Algorithm: sha512WithRSAEncryption
74:b4:16:bf:06:a9:69:8f:dc:8f:de:cf:5d:18:f8:ba:82:71:
b4:8b:8c:22:b4:1e:66:55:d3:3f:al:71:cc:7b:1a:bd:fd:5b:
56:d7:c8:4c:4c:32:09:47:1c:7e:8a:f1:f6:f4:67:95:d6:88:
7f:f5:ad:af:09:e8:5c:ca:46:54:93:71:38:b6:00:e8:b3:fa:
cc:71:e7:cbh:67:ac:8f:ec:22:01:3e:da:54:04:f8:77:3d:2c:
78:80:a1:01:6e:d6:19:23:1a:f2:d0:8e:af:71:e3:1a:b0:a5:
9b:fa:53:04:eb:92:2b:b0:b5:c2:51:d0:e0:85:b5:04:f7:24:
5b:20:58:76:f8:e3:bc:a6:c4:15:2a:5a:ee:60:bb:eb:f5:96:
ce:2d:9a:78:bd:5b:c5:68:a3:c7:5a:41:a4:48:43:5d:f6:8a:
ee:9f:cf:e8:8c:48:b6:2a:9a:93:aa:ed:00:87:2b:12:92:b6:
2f:1d:9b:70:43:57:98:a2:70:16:8e:0c:7d:ac:b2:9e:d0:99:
2d:76:2f:20:f7:49:c9:ac:08:e2:cc:ab6:4e:10:12:bd:c0:15:
a3:e6:1c:6e:5d:96:8f:31:ab:19:92:42:70:e7:c0:3a:f7:cb:
43:a0:c4:db:99:68:37:ca:69:e7:€0:35:52:7d:6c:ec:9e:0a:
56:25:4b:09

Switch(config)#display pki rest_default host-certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
95:22:0b:f1:2b:b8:96:69
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=California, L=Santa Clara, O=Lenovo Network
Operating System CNOS, OU=Network Engineering, CN=0.0.0.0
Validity
Not Before: Mar 7 12:53:02 2017 GMT
Not After : Mar 7 12:53:02 2018 GMT
Subject: C=US, ST=California, L=Santa Clara, O=Lenovo Network
Operating System CNOS, OU=Network Engineering, CN=0.0.0.0
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:e3:81:8f:dd:a2:d9:ef:9b:3e:50:4f:f6:79:e2:
d2:07:06:3e:db:46:fd:05:7b:ea:84:f0:34:al1:b7:
e7:4c:f0:3d:c3:b0:c0:82:1d:60:85:b5:ec:82:ea:
e2:65:a3:a3:6b:27:f5:17:b1:fe:52:cl:ea:4c:40:
55:0a:c0:2f:6f:4c:42:ef:74:72:ef:a4:5b:b2:4d:
90:74:97:48:51:bd:d8:9b:56:2c:ee:e4:41:5e:4fF:
b9:0a:31:91:¢c6:08:94:cbh:21:6e:d2:69:0d:db:12:
56:2a:33:2c:1b:de:53:93:2d:f4:00:74:38:65:e3:
£5:2d:09:13:14:36:63:23:33:d8:9d:1b:d6:ba:4c:
8f:0c:de:e7:3e:56:d4:4e:ab:3c:cc:27:a1:0f:15:
e5:8c:a8:f0:cf:84:7¢:3f:3d:23:19:71:25:7d:19:
26:b6:79:47:a1:f6:6c:ee:91:2f:db:55:3e:17:7a:
89:ab:43:6e€:73:9b:bc:b7:54:b6:83:d7:a5:9a:5c:
8f:d0:a6:d1:65:f0:d2:6a:70:25:ce:9b:9a:06:49:
4e:5a:cd:d5:4c:96:1f:84:f1:b9:97:ea:a9:de:c5:
26:80:ee:48:3b:aa:bh8:4c:fd:bc:71:0e:96:40:64:
38:20:da:0e:a4:42:a9:95:ae:43:de:14:2b:2a:4c:
3e:a9
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ea

bl:
16:
42:
18:
72:
ef:
df:
da:
e8:
76:
fb:
da:

23:
77:

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:

D5:FC:6B:30:CD:D9:7B:4D:57:30:80:6A:AD:96:E6:02:27:

X509v3 Authority Key Identifier:

keyid:D5:FC:6B:30:CD:D9:7B:4D:57:30:80:6A:AD:96:E6:

X509v3 Basic Constraints:

e5:
b7:
76:
8e:
5d:
le:
cl:
48:
3f:
97:
33:
2d:
:b2:
f3:
2d:

CA:FALSE

Signature Algorithm: sha256WithRSAEncryption

ad:cb:9c:c9:fe:7a:8f:2f:73:2a:eb:76:
c6:5b:aa:84:30:37:b2:8c:f3:5a:71:2e:
6c:fa:8c:ef:53:4d:db:34:3d:1c:45:c1:
79:8b:d7:92:55:13:89:ad:d4:d0:47:€0:
a2:45:f8:7d:ed:fd:18:f7:04:¢c8:64:98:
33:¢8:05:63:10:cf:db:28:e5:8d:c1:6d:
96:34:6f:3a:64:18:13:97:7f:2a:58:6b:
1d:58:47:9d:5d:26:44:22:d6:10:ce:11:
l1la:5c:d0:33:2b:92:23:f5:44:de:43:32:
b7:65:b4:f2:f5:a9:d4:7e:1a:3d:fb:f3:
98:a4:5c:9a:44:9f:10:81:24:78:d5:36:
6C:7a:48:8b:a3:4c:0a:2b:99:1f:23:ef:
41:dc:20:54:d2:06:6f:b9:10:7a:58:55:
11:ec:32:11:71:4d:70:5a:2a:6c:07:c2:

f2:af

06:

02:

cc:
77:
80:
d4:
2d:
4b:
f2:
68:
de6:
ce:
7d:
la:
f3:
od:

EF:

27:

ad:
28:
64:
10:
c5:
2e:
8e:
21:
b7:
co:
3c:
4e:
ba:
75:

DA

06:

f2:
56:
1c:
db:
76:
2a:
ee:
db:
fc:
2f:
b5:
3d:
ba:
25:

EF:DA

41:
1c:
04:
37:
43:
54:
10:
ea:
ef:
8a:
3c:
b7:
72:
aa:
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REST Server Limitations

The following limitations apply to the REST server:
e Authentication via RADIUS or TACACS+ is not supported.

e REST API calls can only be made by a “network-admin” user. Requests made
by any other type of user will be rejected by the REST API server.

e The only MIME type supported is “application/json”. Any other values,
including no MIME type, will be rejected.

e Each request from a client must contain all information necessary for the REST
server to fulfill the request. Requests with partial information will be ignored.
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Chapter 2. REST Server JSON Calls
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This chapter contains the JavaScript Object Notation (JSON) calls you can make to

the REST server on the switch.

e “AAA” on page 39 - lists URIs and functions with regards to Authentication,

Authorization and Accounting (AAA)

“ARP” on page 57 - lists URIs and functions with regards to Address Resolution
Protocol (ARP)

“BGP” on page 71 - lists URIs and functions with regards to Border Gateway
Protocol (BGP)

“CEE” on page 137 - lists URIs and functions with regards to Converged
Enhanced Ethernet (CEE)

“DCI” on page 169 - lists URIs and functions with regards to Data Center
Interconnection (DCI)

“DHCP” on page 191 - lists URIs and functions with regards to Dynamic Host
Configuration Protocol (DHCP)

“DNS” on page 219 - lists URIs and functions with regards to Domain Name
System (DNS)

“ECMP” on page 231 - lists URIs and functions with regards to Equal Cost
Multiple Paths (ECMP)

“FDB” on page 241 - lists URIs and functions with regards to Forwarding
Database (FDB)

“HSC” on page 255 - lists URIs and functions with regards to NSX Gateway
(NSX-GW)

“IGMP” on page 287 - lists URIs and functions with regards to Internet Group
Management Protocol (IGMP)

“Interface” on page 301 - lists URIs and functions with regards to switch
interfaces, such ethernet ports or loopback interfaces

“IP Interface” on page 313 - lists URIs and functions with regards to routed
switch interfaces

“LACP” on page 319 - lists URIs and functions with regards to Link
Aggregation Control Protocol (LACP)

“LAG” on page 323 - lists URIs and functions with regards to Link Aggregation
Groups (LAGs)

“LDAP” on page 337 - lists URIs and functions with regards to Lightweight
Directory Access Protocol (LDAP)

“LLDP” on page 359 - lists URIs and functions with regards to Link Layer
Discovery Protocol (LLDP)

“MSTP” on page 369 - lists URIs and functions with regards to Multiple
Spanning Tree Protocol (MSTP)

“Nexthophealth” on page 379 - lists URIs and functions with regards to
Nexthophealth information and configuration
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“NOS Copy” on page 381 - lists URIs and functions with regards to copying
NOS images and configuration files

“NPA” on page 395 - lists URIs and functions with regards to Network Policy
Agent (NPA)

“NTP” on page 441 - lists URIs and functions with regards to Network Time
Protocol (NTP)

“OSPF” on page 449 - lists URIs and functions with regards to Open Shortest
Path First (OSPF)

“PKA” on page 513 - lists URIs and functions with regards to Public Key
Authentication (PKA)

“PKI” on page 521 - lists URIs and functions with regards to Private Key
Infrastructure (PKI)

“Private VLAN” on page 541 - lists URIs and functions with regards to private
virtual LANs information and configuration

“QoS over L3” on page 555 - lists URIs and functions with regards to QoS over
L3 information and configuration

“RADIUS” on page 557 - lists URIs and functions with regards to Remote
Authentication Dial-In User Service (RADIUS)

“REST” on page 573 - lists URIs and functions with regards to REST information
and configuration

“Route Maps” on page 577 - lists URIs and functions with regards to route maps
information and configuration

“Security Mode” on page 579 - lists URIs and functions with regards to the
switch security mode

“sFlow” on page 583 - lists URIs and functions with regards to sampled flow
(sFlow)

“SNMP” on page 591 - lists URIs and functions with regards to Simple Network
Management Protocol (SNMP)

“SSH” on page 601 - lists URIs and functions with regards to Secure Shell (SSH)
management

“Startup Information” on page 605 - lists URIs and functions with regards to
startup information, such as the current startup image or Zero Touch
Provisioning (ZTP) settings

“STP” on page 611 - lists URIs and functions with regards to Spanning Tree
Protocol (STP)

“System” on page 623 - lists URIs and functions with regards to system
properties

“System Configuration” on page 625 - lists URIs and functions with regards to
system configuration, such as hostname or switch clock settings

“System Information” on page 643 - lists URIs and functions with regards to
system information, such as the status of system resources

“Telemetry” on page 655 - lists URIs and functions with regards to telemetry
information and configuration
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“Telnet” on page 691 - lists URIs and functions with regards to telnet
information and configuration

“TACACS+” on page 695 - lists URIs and functions with regards to Terminal
Access Controller Access-Control System Plus (TACACS+)

“vLAG” on page 707 - lists URIs and functions with regards to Virtual Link
Aggregation Group (VLAG)

“VLAN” on page 723 - lists URIs and functions with regards to virtual LANs

“VLAN Interface Properties” on page 735 - lists URIs and functions with regards
to Switch Virtual Interfaces (SVIs)

“VRE” on page 743 - lists URIs and functions with regards to Virtual Routing
and Forwarding (VRF)

“VRRP” on page 749 - lists URIs and functions with regards to Virtual Router
Redundancy Protocol (VRRP)
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AAA

The following Authentication, Authorization and Accounting (AAA) URIs are

available:
® /nos/api/cfg/aaa/accounting/default GET, PUT
® /nos/api/cfg/aaa/authorization/commands/default GET, PUT

® /nos/api/cfg/aaa/authorization/config-commands/default GET, PUT

e /nos/api/cfg/aaa/authentication/login/console GET, PUT
® /nos/api/cfg/aaa/authentication/login/default GET, PUT
® /nos/api/cfg/aaa/authentication/login/error-enable GET, PUT
® /nos/api/cfg/aaa/local/authentication/ GET, PUT
® /nos/api/cfg/aaa/user/default-role GET, PUT
® /nos/api/info/aaa/groups GET

The following AAA commands are available:

® Get AAA Accounting Configuration

e Update AAA Accounting Configuration

o Get AAA User EXEC Commands Authorization Setting

e Update AAA User EXEC Commands Authorization Settings

e Get AAA Configuration Commands Authorization Settings

e Update AAA Configuration Commands Authorization Settings
e Get AAA Console User Login Authentication Configuration

e Update AAA Console User Login Authentication Configuration
e Get AAA Remote User Login Authentication Configuration

e Update AAA Remote User Login Authentication Configuration
o Get AAA Authentication Login Error Message Status

e Update AAA Authentication Login Error Message Status

® Get AAA Local Authentication Configuration

e Update AAA Local Authentication Configuration

o Get AAA User Default Role Status

e Update AAA User Default Role Status

o Get AAA Groups
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Get AAA Accounting Configuration

Gets the AAA accounting configuration.

Request

Method Type |GET

Request URI |/nos/api/cfg/aaa/accounting/default

Request

Body (JSON)
Response

Response {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local).

40 REST API Programming Guide for Lenovo CNOS 10.8




Update AAA Accounting Configuration

Request

Response
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Updates the AAA accounting configuration.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/accounting/default

Request {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local).

Response {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local).
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Get AAA User EXEC Commands Authorization Setting

Gets the current User EXEC command mode authorization settings.

Request

Method Type |GET

Request URI |/nos/api/cfg/aaa/authorization/commands/default

Request

Body (JSON)
Response

Response {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local).
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Update AAA User EXEC Commands Authorization Settings

Request

Response
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Updates the AAA User EXEC command mode authorization settings.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/authorization/commands/default

Request {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local).

Response {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local).
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Get AAA Configuration Commands Authorization Settings

Gets the current configuration command mode authorization settings.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authorization/config-commands/default
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local).
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Update AAA Configuration Commands Authorization Settings

Request

Response
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Updates the AAA User EXEC command mode authorization settings.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/authorization/config-commands/default

Request {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local).

Response {

Body (JSON) "methods":"[group {group_name}+] [local]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local).
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Get AAA Console User Login Authentication Configuration

Gets the current console user login authentication configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authentication/login/console
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
where:
Element Description
methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local),
none.
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Update AAA Console User Login Authentication Configuration

Request

Response
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Updates the console user login authentication configuration.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/authentication/login/console

Request {

Body (JSON) "methods":"[group {group_name}+] [local] [none]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local),
none.

Response {

Body (JSON) "methods":"[group {group_name}+] [local] [none]"
}

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local),
none.
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Get AAA Remote User Login Authentication Configuration

Gets the current remote user login authentication configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authentication/login/default
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
where:
Element Description
methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local),
none.
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Update AAA Remote User Login Authentication Configuration

Request

Response
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Updates the remote user login authentication configuration.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/authentication/login/default

Request {

Body (JSON) "methods":"[group {group_name}+] [local] [none]"

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list
of maximum 8 AAA groups (optionally followed by local),
none.

Response {

Body (JSON) "methods":"[group {group_name}+] [local] [none]"
}

where:

Element Description

methods The AAA accounting methods; one of group - followed by a list

of maximum 8 AAA groups (optionally followed by local),
none.
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Get AAA Authentication Login Error Message Status

Checks if error messages are displayed when users fail to authenticate.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authentication/login/error-enable
Request
Body (JSON)
Response
Response {
Body (]SON) "status":"{enable|disable}"
where:
Element Description
status The status of authentication login error messages;
one of enable, disable.
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Update AAA Authentication Login Error Message Status

Request

Response
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Updates the status of authentication login error messages.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/authentication/login/error-enable

Request {

Body (JSON) "status":"{enable|disable}"

where:

Element Description

status The status of authentication login error messages;
one of enable, disable.

Response {

Body (JSON) "status":"{enable|disable}"

where:

Element Description

status The status of authentication login error messages;

one of enable, disable.
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Get AAA Local Authentication Configuration

Gets the AAA local authentication configuration, such as the maximum number of
unsuccessful authentication attempts before a user is locked out.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa//local/authentication
Request
Body (JSON)
Response
Response {
Body (JSON) "maxfail attempts": {maxfail_attempts}
where:
Element Description
maxfail_ The maximum number of unsuccessful authentication attempts
attempts before a user is locked out; an integer from 1-25. Default value: 3.
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Update AAA Local Authentication Configuration

Request

Response
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Updates the AAA local authentication configuration, such as the maximum
number of unsuccessful authentication attempts before a user is locked out.

Method Type |PUT
Request URI |/nos/api/cfg/aaa/local/authentication
Request
Body (JSON)
where:
Element Description
maxfail_ The maximum number of unsuccessful authentication attempts
attempts before a user is locked out; an integer from 1-25. Default value: 3.
Response {
Body (JSON) "maxfail_attempts": {maxfail_attempts}
b
where:
Element Description
maxfail_ |The maximum number of unsuccessful authentication attempts
attempts before a user is locked out; an integer from 1-25. Default value: 3.
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Get AAA User Default Role Status

Checks if users are allowed to login even if the TACACS+ server does not provide
a default role. The default role is network-operator.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/user/default-role
Request
Body (JSON)
Response
Response {

Body (JSON) ) "status":"{enable|disable}"

where:

Element Description

status The status of allowing users to login even if the TACACS+ server
does not provide a role; one of enable, disable.
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Update AAA User Default Role Status

Request

Response
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Updates the status of allowing users to login even if the TACACS+ server does not
provide a role. The default role is network-operator.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/user/default-role

Request {

Body (JSON) "status":"{enable|disable}"

where:

Element Description

status The status of allowing users to login even if the TACACS+ server
does not provide a role; one of enable, disable.

Response {

Body (JSON) "status":"{enable|disable}"
}

where:

Element Description

status The status of allowing users to login even if the TACACS+ server

does not provide a role; one of enable, disable.
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Get AAA Groups

Gets AAA group information.

Request
Method Type |GET
Request URI |/nos/api/info/aaa/groups
Request
Body (JSON)
Response
Response [
Body (JSON) {
"group_name": "{group_name}",
"type": "{TACACS+}"
}
]
where:
Element Description
group_name |The name of the AAA group (string).
type The type of the AAA group; for example TACACS+.

Note: Currently, the only supported AAA group type is TACACS+.
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ARP
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The following ARP URIs are available:

® /nos/api/cfg/arp

® /nos/api/cfg/arp_interface

® /nos/api/cfg/arp_interface/<if name>

® /nos/api/cfg/arp_entry

® /nos/api/cfg/arp_entry/<if name>

® /nos/api/cfg/arp_entry/<if name>/<ip_addr>
® /nos/api/cfg/arp_refresh

The following ARP commands are available:
o Get ARP System Properties

e Update ARP System Properties

o Get ARP Properties of All Interfaces

e Get ARP Interface Properties

e Update ARP Interface Properties

o Get Static ARP Entries of All Interfaces
o Get Static ARP Entries of One Interface
e Create Static ARP Entry

o Get Static ARP Entry

e Update Static ARP Entry

® Delete Static ARP Entry

o Get ARP Refresh Configuration

e Update ARP Refresh Configuration

GET, PUT

GET

GET, PUT

GET

GET, POST

GET, PUT, DELETE
GET, PUT
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Get ARP System Properties

Request

Response

Gets global ARP properties of the system.

Method Type

GET

Request URI

/nos/api/ctg/arp

Request
Body

(JSON)

Response
Body

(JSON)

{

"ageout_time": "<ageout_time>"

where:

Element

Description

ageout_time

The global ARP entry age-out time, in seconds; an integer from
60-28800. Default value: 1500 seconds.
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Update ARP System Properties

Request

Response
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Updates the global ARP properties of the system.

Method Type |PUT

Request URI |/nos/api/cfg/arp

Request {

Body ) "ageout_time": "<ageout_time>"
(JSON)

where:

Element Description

ageout_time

The global ARP entry age-out time, in seconds; an integer from
60-28800. Default value: 1500 seconds.

Response
Body

(JSON)

{

"ageout_time": "<ageout_time>"
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Get ARP Properties of All Interfaces

Request

Response

Gets ARP properties of all interfaces.

Method Type |GET
Request URI |/nos/api/cfg/arp_interface
Request
Body
(JSON)
Response [
Body t ,
"if_name": "<if name>",
(]SON) "ageout_time": "<ageout_time>"
}
1
where:
Element Description
if_name IP interface name (string).

Note: The interface must exist.

ageout_time

The global ARP entry age-out time, in seconds; an integer from
60-28800. Default value: 1500 seconds.
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Get ARP Interface Properties

Request

Response
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Gets ARP properties of one interface.

Method Type |GET
Request URI |/nos/api/ctg/arp_interface/<if_name>
Request
Body
(JSON)
Response [
Body e '
"if_name": "<if name>",
(]SON) "ageout_time": "<ageout_time>"
}
1
where:
Element Description
if_name IP interface name (string).

Note: The interface must exist.

ageout_time

The global ARP entry age-out time, in seconds; an integer from

60-28800. Default value: 1500 seconds.
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Update ARP Interface Properties

Request

Response

Updates the ARP properties of one interface.

Method Type |PUT
Request URI |/nos/api/cfg/arp_interface/<if_name>
Request
Body
(JSON)
where:
Element Description
if_name The IP interface name (string).

Note: The interface must exist.
ageout_time The global ARP entry age-out time, in seconds; an integer from

60-28800. Default value: 1500 seconds.
Response [
Body t ,

"if_name": "<if name>",

(JSON) "ageout_time": "<ageout_time>"

3

]
where:
Element Description
if_name The IP interface name (string).
ageout_time |The global ARP entry age-out time, in seconds; an integer
from 60-28800. Default value: 1500 seconds.
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Get Static ARP Entries of All Interfaces

Gets all static ARP entries of all interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/arp_entry
Request
Body
(JSON)
Response
Response [
Body e '
"if_name": "<if name>",
(]SON) "ip_addr": "<ip_addr>",
"mac_addr": "<mac_addr>"
3
1
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address in the following format: XXxx.XXXX.XXXX.
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Get Static ARP Entries of One Interface

Gets all static ARP entries under the specified interface.

Request
Method Type |GET
Request URI |/nos/api/cfg/arp_entry/<if_name>
Request
Body
(JSON)
Response
Response [
Body t ,
"if_name": "<if name>",
(JSON) "ip_addr": "<ip_addr>",
"mac_addr": "<mac_addr>"
3
]
where:
Element Description
if_name Interface name.

Note: The interface must exist.

ip_addr The IP address.

mac_addr The MAC address in the following format: Xxxx.xxxx.Xxxx.
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Create Static ARP Entry

Creates a static ARP entry under the specified interface.

Request
Method Type |POST
Request URI |/nos/api/cfg/arp_entry/<if_name>
Request {
Body "if_name": "<if name>",
"ip_addr": "<ip_addr>",
(]SON) "mac_addr": "<mac_addr>"
}
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address in the following format: Xxxx.xXXX.XXXX.
Response
Response [
Body e ,
"if_name": "<if name>",
(]SON) "ip_addr": "<ip_addr>",
"mac_addr": "<mac_addr>"
}
1
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Get Static ARP Entry

Gets one static ARP entry under the specified interface.

Request
Method Type |GET
Request URI |/nos/api/cfg/arp_entry/<if name>/<ip_addr>
Request
Body
(JSON)
Response
Response {
Body "if_name": "<if name>",
"ip_addr": "<ip_addr>",
(]SON) "mac_addr": "<mac_addr>"
3
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address in the following format: XXxx.XXXX.XXXX.
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Update Static ARP Entry

Updates properties of one static ARP entry under the specified interface.

Request

Response
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Method Type |PUT
Request URI |/nos/api/cfg/arp_entry/<if name>/<ip_addr>
Request {
Body "if_name": "<if name>",
llipiaddrll : "<ip_ﬂdd'r>",
(]SON) "mac_addr": "<mac_addr>"
3
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address in the following format: Xxxx.XXXX.XXXX.
Response {
Body "if_name": "<if name>",
"ip_addr": "<ip_addr>",
(]SON) "mac_addr": "<mac_addr>"
3
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Delete Static ARP Entry

Deletes a static ARP entry under the specified interface.

Note: If the specified ip_addris all, all static ARP entries under specified interface
will be deleted.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/arp_entry/<if_name>/<ip_addr>

Request
Body

(JSON)
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Get ARP Refresh Configuration

Request

Response
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Gets the ARP refresh configuration.

Method Type |GET

Request URI |/nos/api/cfg/arp_refresh

Request

Body (JSON)

Response {

Body (JSON) |  "state":"{enabled|disabled}"

where:

Element Description

state The status of ARP refresh on the switchl one of enabled, disabled.
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Update ARP Refresh Configuration

Request

Response

Updates the ARP refresh configuration.

Method Type |PUT

Request URI |/nos/api/cfg/arp_refresh

Request {

Body (JSON) | "state":"{enabled|disabled}"

where:

Element Description

state The status of ARP refresh on the switchl one of enabled, disabled.
Response {

Body (JSON) | "state”:"{enabled|disabled}"

where:

Element Description

state The status of ARP refresh on the switchl one of enabled, disabled.
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BGP
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The following BGP URIs are available:

e /nos/api/cfg/bgp/global/stats

® /nos/api/info/bgp/neighbor/adj_rib_in

® /nos/api/info/bgp/neighbor/adj_rib_out

® /nos/api/cfg/bgp/global

® /nos/api/cfg/bgp/bestpath

e /nos/api/cfg/bgp/confed

e /nos/api/cfg/bgp/graceful-restart

® /nos/api/cfg/bgp/route-reflector/<vrf_name>/
® /nos/api/info/bgp/global/rib

® /nos/api/info/bgp/global/rib/details/[2vpn/
® /nos/api/info/bgp/global/rib/network

e /nos/api/info/bgp/neighbor/summary

e /nos/api/info/bgp/neighbor/details/

® /nos/api/info/bgp/neighbor/stats

® /nos/api/cfg/bgp/distance/<af_name>/<saf_name>/<vrf_name>
® /nos/api/ctfg/bgp/af

® /nos/api/cfg/bgp/af/maximum_paths

e /nos/api/cfg/bgp/af/nht_delay

® /nos/api/cfg/bgp/af/aggregate

® /nos/api/cfg/bgp/af/dampening

® /nos/api/info/bgp/dampening/dampened_path
® /nos/api/cfg/bgp/af/network

® /nos/api/cfg/bgp/af/redistribute

e /nos/api/cfg/bgp/neighbor/details

® /nos/api/cfg/bgp/unnumbered

® /nos/api/cfg/interface/bgp_unnumbered/<if_name>

The following BGP interface property commands are available:

o Get BGP Global Statistics

e Clear BGP Global Statistics

® Get BGP Neighbor Received RIB Information

o Get BGP Neighbor RIB Advertised Information

GET, DELETE
GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET, PUT
GET, PUT
PUT

PUT

4l



e Get BGP Global Configuration

e Get BGP Best Path Configuration

e Get BGP Confederation Configuration

e Get BGP Graceful-Restart Configuration

o Get BGP Route Reflector Information

e Get BGP RIB Information

e Get BGP RIB Information for EVPN Routes

o Get BGP Detailed RIB Information

e Get BGP Summary Information

e Get BGP Neighbor Details

o Get BGP Neighbor Statistics

e Get BGP Distance Configuration

e Get BGP Address Family Global Configuration
e Get BGP Multipath ECMP Numbers Configuration
e Get BGP Nexthop Trigger-Delay Configuration
o Get BGP Aggregate Configuration

e Get BGP Dampening Parameters Configuration
e Get BGP Dampened Path Configuration

e Get BGP Network Configuration

e Get BGP Redistribute Configuration

e Set BGP Redistribute Configuration

e Get BGP Neighbor Configuration

e Set BGP Neighbor Configuration

e Update BGP Neighbor Configuration

e Update Global BGP Unnumbered Configuration
e Update BGP Unnumbered Interface Configuration
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Get BGP Global Statistics

Gets global BGP statistics.

Request

Method Type |GET

Request URI |/nos/api/cfg/bgp/stats/<vrf_name>

Request

Body

(JSON)

where:

Element Description

vrf_name Virtual Routing and Forwarding name; one of the VRF name,

“default,” “all”. Default value: default.
Response
Response [
Body {
"vrf_name":"<orf_name>",

(JSON) "stats": {
"in_msgs": "<in_msgs>",
"out_msgs ": '"<sent_ msg>",
"bytes_in": "<bytes_in>",
"bytes_out": "<bytes_out>",
"open_in ": "<open_in>",
"open_out": "<open_out>",
"update_in": "<update_in>",
"update_out": "<update_out>",
"keepalive_in": "<keepalive_in>",
"keepalive_out": "<keepalive_out>",
"notify_in": "<notify_in>",
"notify_out": "<notify_out>",
"refresh_in": "<refresh_in>",
"refresh_out": "<refresh_out>",
"dynamic_cap_in": "<dynamic_cap_in>",
"dynamic_cap_out": "<dynamic_cap_out>",

}
3
1

where:

Element Description

vrf_name VRF name (string).

in_msgs Received message number; a positive integer.

out_msgs Send messge number; a positive integer.
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Element

Description

bytes_in Bytes received; a positive integer.

bytes_out Bytes sent; a positive integer.

open_in Open message input count; a positive integer.
open_out Open message output count; a positive integer.
update_in Update message input count; a positive integer.

update_out

Update message ouput count; a positive integer.

keepalive_in

Keepalive input count; a positive integer.

keepalive_out

Keepalive output count; a positive integer.

notify_in

Notify input count; a positive integer.

notify_out

Notify output count; a positive integer.

refresh_in

Route Refresh input count; a positive integer.

refresh_out

Route Refresh output count; a positive integer.

dynamic_cap_in

Dynamic Capability input count.; a positive integer.

dynamic_cap_out

Dynamic Capability output count; a positive integer.
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Clear BGP Global Statistics

Clears global BGP statistics.

Request

Response
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Method Type |DELETE

Request URI |/nos/api/ctg/bgp/stats/<vrf_name>

Request

Body

(JSON)

where:

Element Description

vrf_name Virtual Routing and Forwarding name; one of the VRF name,
“default,” “all”. Default value: default.

Response

Body

(JSON)
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Get BGP Neighbor Received RIB Information

Gets the BGP neighbor received Routing Information Base information.

Request

76

Method Type

GET

Request URI

/nos/api/info/bgp/neighbor/adj_rib_in/<neighbor_ip>/<af_name>/
<vrf_name>/<subaf_name>

Request
Body

(JSON)

where:

Element

Description

neighbor_ip

Neighbor IP address; a valid IPv4 or IPv6 address.

vrf_name

(Optional) Address family name; one of ipv4 or ipvém.
Default value: ipv4.

af_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

subaf_name

(Optional) Subaddress family name; one of unicast,
multicast. Default value: unicast.
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Response
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Response [
Body {
"routes":
(JSON) [ c
"origin": "<origin>",
"network": "<network>",
"mask_len": "<mask_len>",
"weight": "<attr_weight>",
"Metric": "<metric>",
"nexthop": "<nexthop>",
"aspath4B": '"<aspath4B>",
"status": "<falg>",
"local_pref": "<local_pref>",
"aspath": "<aspath>",
}
1
}
]
where:
Element Description
origin Route origin attribute; one of:
e i-IGP
e e-EGP
e ?-incomplete
network Route destination IP address; a valid IPv4 or IPv6 address.
mask_len Route mask length; an integer from 0-32.
weight Route weight attribute; an integer from 0-65535.
metric Route Multi-Exit Discriminator attribute;
an integer from 0~4294967295.
nexthop Route next hop; a valid IP address.
aspath4B Route 4B AS path; an AS path VTY string.
status Router status; one of:
® s -suppressed
e d-damped
e h-history
e *-valid
® >-Dbest
e i-internal
local_pref |Route local preference attribute; an integer from 0-4294967295.
aspath Route AS path attribute; an AS path VTY string.
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Get BGP Neighbor RIB Advertised Information

Gets information about the advertised BGP neighbor Routing Information Base.

Request

Method Type |GET

Request URI |/nos/api/info/bgp/neighbor/adj_rib_out/<neighbor>/<af_name>/
[<vrf_name>{<subaf_name>

Request

Body

(JSON)

where:

Element Description

neighbor Neighbor IP address; a valid IPv4 or IPv6 address.

af_name (Optional) Address family name; one of ipv4 or ipveém.
Default value: ipv4.

vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.

subaf_name (Optional) Subaddress family name; one of unicast,
multicast. Default value: unicast.
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Response
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Response [
Body {
"routes":
(JSON) [ c
"origin": "<origin>",
"network": "<prefix_addr>",
"mask_len": "<mask_len>",
"weight": "<weight>",
"Metric": "<metric>",
"nexthop": "<nexthop>",
"aspath4B": '"<aspath4B>",
"status ": "<status>",
"local_pref": "<local_pref>",
"aspath": "<aspath>",
3
]
}
1
where:
Element Description
origin Route origin attribute; one of:
e i-IGP
e e-EGP
e ?-incomplete
network Route destination IP address; a valid IPv4 or IPv6 address.
mask_len Route mask length; an integer from 0-32.
weight Route weight attribute; an integer from 0-65535.
metric Route med attribute; an integer from 0-4294967295.
nexthop Route nexthop address; a valid IPv4 or IPv6 address.
aspath4B Route 4B AS path; an AS path VTY string.
status Router status; one of:
® s -suppressed
e d-damped
e h-history
e *-valid
® > -best
e 1-internal
local_pref |Route local preference attribute; an integer from 0-4294967295.
aspath Route AS path attribute; a valid AS path VTY string.
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Get BGP Global Configuration

Gets the BGP global configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/global/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
urf_name VRF name; one of the VRF name, default, all.
Default value: default.
Response
Response [
Body {
"vrf_name": "<vrf_name>",
(]S()PJ) "status": '"<status>",
"router_id": "<router_id>",
"as_number": "<as_number>",
"keep-alive timer": "<keep-alive timer>",
"hold-down timer": "<hold-down timer>",
"as-local-count ": "<as-local-count>",
"enforce-first-as ": "<enforce-first-as>",
"fast-external-failover ": "<fast-external-failover>",
"log-neighbor-changes ": "<log-neighbor-changes>",
"maxas-limit ": "<maxas-limit>",
"synchronization ": "<synchronization>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
status BGP global status; one of disable, enable.
router_id BGP router ID; a valid IPv4 or IPv6 address.
as_number BGP AS number; an integer from 1-4294967295.
keep-alive timer |Keep alive interval, in seconds; an integer from 0-3600.
hold-down timer Hold time, in seconds; an integer from 0-3600.
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Element

Description

as-local-count

Number of times the local AS is to be prepended;
an integer from 1-64.

enforce-first-as

Enforce the first AS for EBGP routes;
one of enable, disable

fast-external-
failover

Immediately reset session if a link to a directly
connected external peer goes down;
one of enable, disable

log-neighbor -
changes

Log reasons for neighbor going up, down, and
resetting; one of enable, disable.

maxas-limit

Allow the AS-PATH attribute from EBGP neighbor to
impose a limit on the number of ASes;
an integer from 0-2000.

synchronization

Perform IGP synchronization;
one of enable, disable
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Get BGP Best Path Configuration

Gets the BGP best path configuration.

Request

Method Type |GET

Request URI |/nos/api/cfg/bgp/bestpath/<vrf_name>/

Request

Body

(JSON)

where:
Element Description
urf_name VRF name; one of the VRF name, default, all.
Default value: default.
Response

Response [

Body
"vrf_name": "<uvrf_name>",

(JSON) "always- compare- med ": "falwuys—compare—medy' ,
"as-path-ignore": "<as-path-ignore>",
"as-path-multipath-relax": "<as-path-multipath-relax>",
"compare-confed-aspath": "<compare-confed-aspath>",
"compare-routerid ": "<compare-routerid>",
"dont-compare-originator-id": "<dont-compare-originator-id>",
"med-confed ": "<med-confed>",
"med-missing-as-worst": "<med-missing-as-worst>",
"med-non-deterministic": "<med-non-deterministic>",
"med-remove-recv-med ": "<med-remove-recv-med>",
"med-remove-send-med ": "<med-remove-send-med>",
"tie-break-on-age": "<tie-break-on-age>"

1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.

always-compare- Allow comparing MED from different neighbors;

med one of enable, disable.

as-path-ignore Ignore as-path length in selecting a route;

one of enable, disable.

as-path Relax AS-Path restriction when choosing multipaths;

multipath-relax one of enable, disable.
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Element

Description

compare-confed-as
path

Allow comparing confederation AS path length;
one of enable, disable.

compare-routerid

Compare router IDs for identical EBGP paths;
one of enable, disable.

dont-compare-
originator-id

Don't compare originator IDs for BGP;
one of enable, disable.

med-confed

Compare MED among confederation paths;
one of enable, disable.

med-missing-

Treat missing MED as the least preferred one;

as-worst one of enable, disable.
med-non- Best MED path among paths not selected from same
deterministic AS; one of enable, disable.

med-remove-
recv-med

Whether to remove received MED attribute;
one of enable, disable.

med-remove -
send-med

Whether to remove send MED attribute;
one of enable, disable.

tie-break-on-age

Whether to prefer the old route when
compare-route-id is not set;
one of enable, disable.

83



Get BGP Confederation Configuration

Request

Response

Gets the BGP confederation configuration.

Method Type |GET
Request URI |/nos/api/cfg/bgp/confed/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
urf_name VRF name; one of the VRF name, default, all.

Default value: default.
Response [
Body {

"vrf_name": "<uvrf_name>",
(JSON) "identifier ": "<identifier>",
"peers": "<peers>",
}

1
where:
Element Description
vrf_name VREF name; one of the VRF name, default, all.

Default value: default.
identifier |Routing domain confederation AS; an integer from 0-65535.
peers Peer ASes in BGP confederation; an integer from 1-65535.
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Get BGP Graceful-Restart Configuration

Request

Response
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Gets the BGP graceful-restart configuration.

Method Type |GET
Request URI |/nos/api/ctg/bgp/graceful-restart/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name": "<uvrf_name>",
(JSON) "stalepath-time ": "<stalepath-time>",
"helper-status": "<helper-status>",
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
stalepath- |The delay value, in seconds, to remove routes marked as stale;
time an integer from 1-3600.
helper - Status of Graceful Restart Helper Mode functionality;
status one of enabled, disabled.
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Get BGP Route Reflector Information

Request

Response

Gets BGP route reflector information.

Method Type |GET
Request URI |/nos/api/cfg/bgp/rr/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
urf_name VRF name; one of the VRF name, default, all.

Default value: default.
Response [
Body {

"vrf_name": "<uvrf_name>",
(]SON) "cluster-id ": "<cluster-id>",
}

]
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.

Default value: default.

cluster-id

Route reflector cluster ID; a valid IP address.
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Get BGP RIB Information

Gets BGP Routing Information Base Information.

Request

Method Type |GET

Request URI |/nos/api/info/bgp/global/rib/<af_name>/<vrf_name>/

Request

Body

(JSON)

where:

Element Description

af_name (Optional) Address family name; one of ipv4, ipv6,12vpn.

Default value; both.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response

Response [

Body {
"status": "{status code}",

(]SON) "network": "{network}",
"nextHopGlobal": "{global next-hop}",
"nextHopLocal": "{local next-hop}",
"Metric": "{metric}",
"local pref": "{local preference}",
"weight": "{weight}",
"pathInfo": "{path infofmation}",
"medvalue": "{med value}",
Ilmedll : Il{med}",
"aspath": "{as path string}",
"aspath4B": "{4B as path string}",
"origin": "{route origin}"

H

where:

Element Description

status Router status code; one of:
® s -suppressed
e d-damped
e h-history
e *-valid
® >-Dbest
e i-internal
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Element Description

network Route destination IP address; a valid IPv4 or IPv6 address.

For 12vpn:

e EVPN type-1 prefix: [1]:[ESI]:[EthTag]

e EVPN type-2 prefix:
[2]:[ESI]:[EthTag]:[MAClen]:[MAC]

nextHopGlobal Route nexthop IPv6 address. Not used for IPv4.

nextHoplLocal Route nexthop; a valid IPv4 or IPv6 address.

weight Route weight attribute; an integer from 0-65535.
pathInfo Route path information; a valid AS path VTY string.
medvalue Multi-exit discriminator value if the MED attribute is

missing and missing-as-worst is set;
an integer from 0-4294967294.

med Multi-exit discriminator value;
an integer from 0-4294967294.

aspath Route AS path attribute; a valid AS path VTY string.
aspath4B Route 4B AS path; a valid AS path VTY string.
origin Route origin attribute; one of the following:

e i-IGP

e e-EGP

e ?-incomplete
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Get BGP RIB Information for EVPN Routes

Request
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Gets BGP Routing Information Base Information.

Method Type |GET

Request URI  |nos/api/info/bgp/global/rib/details/12vpn/<keyword>/<value>/
<oni>/<rd>

Request

Body

(JSON)

where:

Element Description

keyword (Mandatory) A string describing the route type; one of esi, mac.

value (Mandatory) A MAC or Ethernet segment ID in the following
format: EEEE . EEEE . EEEE/ESI.

oni (Mandatory) The virtual network identifier;
an integer from 1 -16777216.

rd (Optional) The route distinguisher, in the following format:

IP_address:nn.
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Response

Response [
Body

(JSON)

iy

"table entry for":"{prefix}"
"paths":"{count}"
"best":"{prefix}"

"no advertise":"{prefix}"

no export":"{prefix}"

" local as":"{prefix}"

suppress":"{prefix}"

"adv non peer-group":"{ non_peer_group}"
"adv peer-group":"{peer_group}"
"no peer adv":"{peer_no_val}"

{

"as path str":"{as_path_str}"
"aggregator as":"{aggregator_as}"
"aggregator as4":"{aggregator_as4}"
"aggregator address":"{aggregator_addr}"
"Rec from RR-client":"{af_flag}"
"suppressed (damp)":"{rt_state_is_damp}"
"history entry":"{ rt_state_is_history}"
" nexthop address":"{nexthop}"
"peer":"{peer}"

"inaccessible":"{flag}"
"igpmetric":"{igpmetric}"

"from peer":"{peer_su_str}"

"orig id":"{org_id}"

"next-hop local ip":"{nexthop_local_ipv6}"
"metric removed":"{metric_removed}"
"local pref":"{local_pref}"
"weight":"{weight}"

"label":"{label}"

"valid":"{valid}"

"stale":"{stale}"
"multipath-candidate":"{flag_misc}"
"installed":"{flag_misc}"
"synchronized":"{flag_misc}"

"atomic aggregate":"{flags_atomic_agg}"
nbestn:n{flag}n
"commnunity":"{community}"

"extended community":"{ecommunity}"
"originator":"{originator_id}"

"cluster id":"{cluster_id}"

"reuse info":"{reuse_info}"

"last update":"{curr_time}"

where:

Element

Description

table entry
for

Route IP address/mask; a valid IP address and net mask.

paths

The number of paths to destination.

best

Whether this is the best path; one of Yes, No.
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Element

Description

no advertise

Not advertised to any peers; one of Yes, No.

no export Not advertised to EBGP peers; one of Yes, No.

local as The local AS number, from 1-4294967295.

suppress Whether advertisements are suppressed by an aggregate;
one of Yes, No.

adv non The non-peer group name.

peer-group

adv
peer-group

The peer group name.

no peer adv

Not advertised to any peer; one of Yes, No.

as path str

Route AS path attribute; a valid AS path VTY string.

aggregator as

Aggregator AS number.

aggregator Aggregator 4-byte AS number.

as4

aggregator Aggregator address.

address

rec from Received from RR-client; one of Yes, No.
RR-client

suppressed Suppressed due to dampening; one of Yes, No.
(damp)

history entry

History entry; one of Yes, No.

nexthop Route nexthop; a valid IP address.

address

peer Peer address

inaccessible |Whether the RIB is can be accessed; one of Yes, No.
igpmetric IGP metric value.

from peer The peer address.

orig id The originator ID.

next-hop The nexthop IP address, a valid IP address.
local ip

metric Whether the metric is removed; one of Yes, No.
removed

local pref Local preference value.

weight Route weight attribute; an integer from 0-65535.
label The label.
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Element

Description

valid Whether the path is valid; one of Yes, No.

stale Whether the state is stale; one of Yes, No.
multipath- Whether this is a multipath candidate; one of Yes, No.
candidate

installed Whether installed; one of Yes, No.

synchronized |Whether synchronized; one of Yes, No.

atomic Whether this is as atomic aggregate; one of Yes, No.
aggregate

best Whether this is the best path; one of Yes, No.
community The community string.

extended The extended community string.

community

originator Originator ID.

cluster id Cluster ID.

reuse info

Reuse information.

last update

Last update time.
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Get BGP Detailed RIB Information

Gets detailed BGP Routing Information Base information.

Request
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Method Type |GET

Request URI |/nos/api/info/bgp/global/rib/network/<af_name>/<route>/
<network_mask>/<vrf_name>/

Request

Body

(JSON)

where:

Element Description

af_name (Optional) Address family name; one or both of ipv4, ipv6.
Default value: both.

route Route; a valid IPv4 or IPv6 address.

network_mask

Network mask:

e [Pv4: An integer from 0-32.
e [Pv6: An integer from 0-128.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.
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Response

Response
Body

(JSON)

"table entry for": "<table entry for>"
"paths": [
{
"as path str": "<aspathstr>"
"aggregator as": '<aggregator as>"
"aggregator as4": "<aggregator as4>"
"aggregator address": '"<aggregator address>"
"Rec from RR-client": "<Rec from RR-client>"
"suppressed (damp)": "<suppressed (damp)>"
"history entry": "<history entry>"
"nexthop address": "<nexthop address>"
Ilpeerll : ”<ll€€?’>”
"inaccessible": "<inaccessible>"
"igpmetric": "<igpmetric>"
"from peer": "<from peer>"
"orig id": "<origid>"
"next-hop local ip": "<next-hop local ip>"

"origin": "<origin>"
"metric": "<metric>"
"local pref": "<local pref>"
"weight": "<weight>"
"label": "<Iabel>"
"valid": "<ovalid>"
"stale": "<stale>"
"type": "<type>"
"multipath-candidate": "<multipath-candidate>"
"installed": "<installed>"
"synchronized": "<synchronized>"
"atomic aggregate": "<atomic aggregate>"
"best": "<best>"
"commnunity": "<community>"
"extended community": "<extended community>"
"originator": "<originator>"
"cluster-id": "<cluster-id>"
"reuse info": "<reuse info>"
"last update": "<last update>"
b
1,
"best is no.": "<best is no.>"
"advertised to any peer": "<advertised to any peer>"
"advertised to EBGP peer": "<advertised to EBGP peer>"
"advertised outside local AS ": "<Yes/No>"
"advertisements suppressed by an aggregate":
"<advertisements suppressed by an aggregate>""

"advertised to non peer-group peers": "<advertised to non
peer-group peers>"

"advertised to peer-groups": "<advertised to peer-groups>"

"not advertised": "<notadvertised>"

iy
]

94 REST API Programming Guide for Lenovo CNOS 10.8




© Copyright Lenovo 2018

where:

Element

Description

table entry
for

Route IP address/mask; a valid IP address and net mask.

paths

Dictionary; marks the beginning of path table for specific
route entry.

as path str

Route path information; a valid AS path VTY string.

aggregator as

Aggregator AS number.

aggregator Aggregator 4-byte AS number.

as4

aggregator Aggregator address.

address

Rec from Received from RR-client; Yes.

RR-client Note: This value only appears if it has been set.
suppressed Suppressed due to dampening; Yes.

(damp)

Note: This value only appears if it has been set.

history entry

History entry; Yes.
Note: This value only appears if it has been set.

nexthop Route nexthop; a valid IPv4 or IPv6 address.
address
peer Peer address.
inaccessible |Whether the RIB is can be accessed; one of Yes, No.
igpmetric IGP metric value; No.
Note: This value only appears if it is No.
from peer Whether the from peer address can be accessed, No.
Note: This value only appears if it is No.
orig id Whether the originator ID can be accessed; No.
next-hop Whether the next-hop IP address can be accessed; a valid IP
local ip address or No.
Note: The value No only appears if it is inaccessible.
metric Metric; one of the metric value, removed.
local pref Local preference value; only appears if set.
weight Route weight attribute; an integer from 0-65535.
Note: This value only appears if it is set.
label Label; only appears if set.
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Element

Description

valid Whether the path is valid; Yes.

Note: This value only appears if the path is valid.
stale Whether the state is stale; Yes.

Note: This value only appears if the state is stale.
multipath- Whether this is a multipath candidate; one of Yes, No.
candidate
installed Whether installed; one of Yes, No.
synchronized Whether synchronized; one of Yes, No.
atomic Whether this is an atomic aggregate; Yes.
aggregate Note: This value only appears if it is Yes.
best Whether this is the best path; one of Yes, No.
community Community string.
extended Extended community string.
community
originator Originator ID.
cluster-id Cluster ID.

reuse info

Reuse information.

last update

Last update time.

best is no.

Which path number is best; the maximum number of paths
for this destination.

advertised to
any peer

Whether this is advertised to any peers; one of Yes, No.

advertised to
EBGP peer

Whether this is advertised to an EBGP peer; one of Yes, No.

advertised
outside local
AS

Whether this is advertised outside the local AS;
one of Yes, No.

advertisement
S suppressed
by an
agregate

Whether advertisements are suppressed by an aggregate;
one of Yes, No.

advertised to
non
peer-group
peers

IP address advertised to non peer-group peers.

advertised to
peer-groups

IP address advertised to peer groups.
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Element

Description

not
advertised

Not advertised to any peer.

Note: This value only appears if true.
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Get BGP Summary Information

Gets BGP summary information.

Request

98

Method Type

GET

Request URI

/nos/api/info/bgp/neighbor/summary/<vrf_name>/<af_name>
[<subaf_name>/

Request
Body

(JSON)

where:

Element

Description

urf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

af_name

(Optional) Address family name; one of ipv4, ipv6,12vpn.
Default value: ipv4.

subaf_name

Subsequent Address Family Identifier name; unicast,epvn.
Default value: unicast.
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Response
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Response [

Body { . .
"router id":"{router_id}"

(]S()PJ) "table version":"{table_version}"
"path count":"{aspath_count}"
"conf max ebgp paths":"{cfg_maxpath_ebgp}"
"max ebgp paths":"{maxpath_ebgp}"
"conf max ibgp paths":"{cfg_maxpath_ibgp}"
"max ibgp paths":"{maxpath_ibgp}"
"local AS count":"{local_as_count}"
"peer":"{host_name}"
"peer version":"{version}"
"peer AS":"{peer_as}"
"open in":"{open_in}"
"update in":"{update_in}"
"keepalive in":"{keepalive_in}"
"refresh in":"{refresh_in}"
"dynamic cap in":"{dynamic_cap_in}"
"open out":"{open_out}"
"update out":"{update_out}"
"keepalive out":"{keepalive_out}"
"refresh out":"{refresh_out}"
"dynamic cap out":"{dynamic_cap_out}"

+
]

where:

Element Description

router id Router ID; a valid IPv4 or IPv6 address.

table version

The table version.

path count

The path number.

conf max ebgp
paths

The maximum configured EBGP paths.

max ebgp paths

The maximum EBGP paths.

conf max ibgp
paths

The maximum configured IBGP paths.

max ibgp paths

The maximum IBGP paths.

local AS count

The local AS count.

peer

Peer address; a valid IPv4 or IPv6 address.

peer version

Peer version.

peer AS Peer AS.
open in Number of received open messages.
update in Number of received updates.

keepalive in

Number of received keepalives.




Element Description

refresh in Number of received route refresh.

dynamic cap in |Dynamic capabilities input count.

open out Number of sent open messages.
update out Number of sent updates.

keepalive out Number of sent keepalive messages.
refresh out Number of sent route refresh messages.

dynamic cap out |Dynamic capabilities output count.
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Get BGP Neighbor Details

Gets BGP neighbor detailed information.

Request

Method Type

GET

Request URI

/nos/api/info/bgp/neighbor/details/<nbr-ip>/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

nbr-ip

(Optional) Neighbor IP address; a valid IPv4 or IPv6 address.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

Response

Response
Body

(JSON)

"neighbor": "<neighbor>"

"vrfname": "<vrfname>"

"remote AS": "<remote AS>"

"local AS": "<local AS>"

"address family": "<address family>"
"table version": "<table version>"
"neighbor version": "<neighbor version>"
"index val": "<index val>"

"index offset": "<index offset>"
"index mask": "<index mask>"

"link type": "<link type>"

"version": "<wversion>"
"description": "<description>"
"remote router-ID": "<remote router-ID>"
"admin": "<admin>"

"ifbound": "<ifbound>"

"state": "<state>"

"dyncap_adv": "<dyncap_adv>"
"dyncap_rec": "<dyncap_rec>"
"refresh_adv": "<refresh_adv>"
"refresh_new_rec": "<refresh_new_rec>"
"refresh_old_rec": "<refresh_old_rec>"
"ext_asn_adv": "<ext_asn_adv>"
"ext_asn_rec": "<ext_asn_rec>"
"afc_adv": "<afc_adv>"

"afc_recv": "<afc_recv>"
"afc_VPN_adv": "<afc_VPN_adv>"
"afc_VPN_recv": "<afc_VPN_recv>"
"afc_mcast_adv": "<afc_mcast_adv>"
"afc_mcast_recv": "<afc_mcast_recv>"
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Response "uptime": "<uptime>"

Body "peer-group name": "<peer-group name>"
"holdtime": "<holdtime>"
(]SON— ::keepalive"s "ikee}lalalive>" o
continued) conf holdtlr.ne : <confholdtzm?>
"conf keepalive": "<confkeepalive>"
"recvMsg": "<recvMsg>"
"recvNotf": "<recuNotf>"
"recvQueue": "<recvQueue>"

"sentMsg": "<sentMsg>"
"sentNotf": "<sentNotf>"

"sentQueue": "<sentQueue>"
"refresh_in": "<refresh_in>"
"refresh_out": "<refresh_out>"
"routeadv": "<routeadv>"
"update_if": "<update_if>"
"update_source": "<update_source>"
"established": "<established>"
"dropped": "<dropped>"

"prefix overflow": "<prefix overflow>"
Ilttlll : "<ttl>"

"local address": "<local address>"
"local port": "<local port>"
"remote address": "<remote address>"
"remote port": "<remote port>"

"nextHopAddress": "<nextHopAddress>"
"nextHopLocalV6": "<nextHopLocalV6>"
"nextHopGlobalVvée": "<nextHopGlobalV6>"

"shared_network": "<shared_network>"
"next conn retry": "<nextconn retry>"
"err notif": "<err notif>"
"last_reset_time": "<last_reset_time>"
"error code": "<error code>"
"error subcode": "<errorsubcode>"
"rmap_map": "<rmap_map>"
i
1

where:

Element Description

neighbor Neighbor address.

vrfname VRF name.

remote AS AS number.

local AS Local AS number.

address family Address family.

table version Table version.

neighbor version |Neighbor index value.

index val Index offset.
index offset Index mask.
index mask Link type; one of internal, external.

102 REST API Programming Guide for Lenovo CNOS 10.8



© Copyright Lenovo 2018

Element

Description

link type Link type; one of internal, external.
version Version.
description Description.

remote router-ID

Remote router ID.

admin Admin state.

ifbound Whether the interface is bound; one of No interface
binding, Interface bound.

state Neighbor state.

dyncap_adv Dynamic capability advertised, only if advertised.

dyncap_rec

Dynamic capability received, only if received.

refresh_adv

Refresh capability advertised, only if advertised.

refresh_new_rec

Refresh New received, only if received.

refresh_old_rec

Refresh Old received, only if received.

ext_asn_adv

Extended ASN capability advertised.

ext_asn_rec

Extended ASN capability received.

afc_adv

Address family unicast sent.

afc_recv

Address family unicast received.

afc_VPN_adv

Address family VPN sent.

afc_VPN_recv

Address family VPN received.

afc_mcast_adv

Address family multicast sent.

afc_mcast_recv

Address family multicast received.

uptime Uptime.
peer-group name Peer IP address.
holdtime Holdtime.
keepalive Keepalive time.

conf holdtime

Configured holdtime.

conf keepalive

Configured keepalive time.

recvMsg Number of received messages.
recvNotf Number of received notifications.
recvQueue Received messages queue count.
sentMsg Number of sent messages.
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Element

Description

sentNotf

Number of sent notifications.

sentQueue

Sent messages queue count.

refresh_in

Number of route refresh messages received.

refresh_out

Number of route refresh messages sent.

routeadv

Number of router advertisements.

update_if

Update interface.

update_source

Update source address.

established

Established count.

dropped

Dropped count.

prefix overflow

Whether there is a prefix overflow; one of Yes, No.

ttl

Time to live value.

local address

Local neighbor IP address.

local port

Local port number.

remote address

Remote peer IP address.

remote port

Remote port number.

nextHopAddress Next-hop address.
nextHopLocalVé Next-hop address (link local).
nextHopGlobalVv6 Next-hop address (global).

shared network

Shared network.

next conn retry

Number of retries.

err notif

Whether there was an error notification;
one of sent, received.

last_reset_time

Last reset time.

err code

Code string.

err subcode

Subcode string.

rmap_name

Default originating route map.
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Get BGP Neighbor Statistics

Gets BGP neighbor detailed statistics.

Request

Response
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Method Type |GET

Request URI |/nos/api/info/bgp/neighbor/stats/<nbr-ip>/<item>/<vrf_name>

Request

Body

(JSON)

where:

Element Description

nbr-ip IP address; one or more valid IPv4 or IPv6 addresses.
Default; all neighbor IP addresses.

item The type of statistics; one or more of keepalive,
notification, open, update, recv_msgs, sent_msgs.
Default; show all items.

vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.

Response [

Body { I o

"statistic type": "<statistic>"
(]SON) "received": "<received>"
"sent": "<sent>"
}

1

where:

Element Description

statistic [Statistic type; one or more of keepalive, notification, open, update,

type recv_msgs, sent_msgs.

received Number of received messages of the specified type or types.

sent Number of sent messages of the specified type or types.
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Get BGP Distance Configuration

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/distance/<af_name>/<saf _name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipvé.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response
Response [
Body {
"vrf_name": "<vrf_name>"
(JSON) "distance_ebgp": "<distance_ebgp>"
"distance_ibgp": "<distance_ibgp>"
"distance_local": "<distance_local>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
distance_ebgp Distance for routes external to the AS;
an integer from 0-255.
distance_ibgp Distance for routes internal to the AS;
an integer from 0-255.
distance_local Distance for routes local to the AS; an integer from 0-255.
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Get BGP Address Family Global Configuration

Gets the BGP address family global configuration.

Request

Response
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Method Type |GET
Request URI |/nos/api/cfg/bgp/at/<af_name>/<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name": "<vrf_name>"
(JSON) "cc_reflection": "<cc_reflection>"
"synchronization": "<synchronization>"
"network_synchronization": "<network_synchronization>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
cc_reflection Client-to-client reflect; one of enable, disable.
synchronization Perform IGP synchronization;
one of enable, disable.
network_ Perform IGP synchronization on network routes;
synchronization one of enable, disable.
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Get BGP Multipath ECMP Numbers Configuration

Gets the BGP multipath maximum ECMP numbers configuration.

Request

Response

Method Type |GET
Request URI |/nos/api/cfg/bgp/af/maximum_paths/<af_name>/<saf _name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipvé.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name": "<vrf_name>"
(JSON) "ibgp_max_number": "<ibgp_max_number>"
"ebgp_max_number": "<ebgp_max_number>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
ibgp_max_ |IBGP multipath maximum ECMP number; an integer from 1-32.
number
ebgp_max_ |EBGP multipath maximum ECMP number; an integer from 1-32.
number
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Get BGP Nexthop Trigger-Delay Configuration

Gets the BGP nexthop trigger-delay configuration.

Request
Method Type |GET
Request URI |/nos/api/ctg/bgp/af/nht_delay/<af_name>/<saf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
Response
Response [
Body { . .
"critical": "<critical>"
(JSON) "non-critical": "<noncritical>"
3
1
where:
Element Description
critical Nexthop changes affecting reachability;
an integer from 1-4294967295.
non-critical Nexthop changes affecting metric;
an integer from 1-4294967295.
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Get BGP Aggregate Configuration

Gets the BGP aggregate configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/at/aggregate/<af_name>/<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipvé.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response
Response [
Body {
"vrf_name": "<vrf_name>"
(JSON) "prefix": "<prefix>"
Iltypell : |I<type>ll
b
]
where:
Element Description

vrf_name VRF name; one of the VRF name, default, all.
Default value: default.

prefix Aggregate prefix; an IP address in one of the following forms:
e AB.CD/M
o X:XuX:X/M.

type Aggregate type; one of the following;:

® gs_set - Generate AS set path information.
o summary_only - Filter more specific routes from updates.
e gs_set_summary_only - Both as-set and summary-only.
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Get BGP Dampening Parameters Configuration

Request

Response
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Gets the BGP dampening parameters configuration.

Method Type |GET
Request URI |/nos/api/cfg/bgp/af/dampening/<af name>/<saf_name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name ": "<vrf_name>",
(JSON) "half_life ": "<half life>",
"reuse_penalty ": ‘'<reuse_penalty>",
"suppress_penalty ": ‘'<suppress_penalty>",
"max_suppress ": "<max_suppress>",
"unreach_half_life ": ‘“<unreach_half life>",
"rmap_name ": "<rmap_name>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
half_life Reachability half-life time for the penalty, in minutes;

an integer from 1-45.

reuse_penalty |Value to start reusing a route; an integer from 1-20000.

suppress_
penalty

Value to start suppressing a route; an integer from 1-20000.

111




112

Element

Description

max_suppress

Maximum duration to suppress a stable route, in minutes;
an integer from 1-255.

unreach_half_
life

Unreachability half-life time for the penalty, in minutes;
an integer from 1-45.

rmap_name

Route-map name; a string up to 63 characters long.
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Get BGP Dampened Path Configuration

Gets the BGP dampened path configuration.

Request

Response
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Method Type |GET
Request URI |/nos/api/ctg/bgp/af/dampening/dampened_path/<af_name>
[<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"statusCode": "<statusCodeVal>",
"network": "<networkVal>",
(JSON)
"nextHopGlobal": "<nextHopGlobalVal>",
"nextHopLocal": "<nextHopLocalVal>",
"metric": "<metricVal>",
"pathInfo": "<pathlnfoVal>",
"reuseTime": "<reuseTimeVal>",
"asPathStr": "<asPathStrVal>",
"asPath4BStr": "<asPath4BStrVal>",
"routeOriginType": "<routeOriginTypeVal>"
}
1
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where:

Element Description
statusCode Router status code; one of:

® s -suppressed

e d-damped

e h-history

e *-valid

® >-best

e i-internal
network Route destination IP address; a valid IPv4 or IPv6 address.
nextHopGlobal |Route nexthop IPv6 address. Not used for IPv4.
nextHopLocal Route nexthop; a valid IPv4 or IPv6 address.
metric Route metric; an integer.
pathInfo Route path information; a valid AS path VTY string.
reuseTime Route reuse time; a string.
asPathstr Route AS path attribute; a valid AS path VTY string.
asPath4BStr Route 4B AS path; a valid AS path VTY string.
routeOrigin Route origin type; one of the following:
Type o i-IGP

e e-EGP

e ?-incomplete
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Get BGP Network Configuration

Request

Response
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Gets the BGP network configuration.

Method Type |GET
Request URI |/nos/api/ctg/bgp/af/network/<af_name>/<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name ": "<vrf_name>",
(JSON) "prefix ": <prefix>",
"backdoor":  "<backdoor>",
"rmap_name": "<rmap_name>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
prefix Network prefix; an IP address in one of the following forms:
e AB.CD/M
o X:X::X:X/M.
backdoor Whether a BGP backdoor route is specified;
one of enable, disable.
rmap_name |Route map name; a string up to 63 characters long.
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Get BGP Redistribute Configuration

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/af/redistribute/<af_name>/<saf_name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipvé.
Default value; both.
saf_name Subsequent Address Family Identifier name; unicast.
Default value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response
Response [
Body {
"vrf_name ": "<uvrf_name>",
(]SON) "redist_direct": ‘"<redist_direct>",
"direct_rmap_name ": "<direct_rmap_name>",
"redist_ospf": ‘'<redist_ospf>",
"ospf_rmap_name ": "<ospf rmap_name>",
"redist_static ": "<redist_static>",
"static_rmap_name ": "<static_rmap_name>"
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all.
Default value: default.
redist_direct Whether redistribute direct is enabled;
one of enable, disable.
direct_rmap_ Route map name for redistribute direct;
name a string up to 63 characters long.
116  REST API Programming Guide for Lenovo CNOS 10.8

Gets the BGP network redistribute configuration.




© Copyright Lenovo 2018

Element

Description

redist_ospf

Whether redistribute OSPF is enabled;
one of enable, disable.

ospf_rmap_
name

Route map name for redistribute OSPF;
a string up to 63 characters long.

redist_static

Whether redistribute static is enabled;
one of enable, disable.

static_rmap_
name

Route map name for redistribute static;
a string up to 63 characters long.
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Set BGP Redistribute Configuration

Sets the BGP address family redistribute configuration.

Request
Method Type |PUT
Request URI |/nos/api/cfg/bgp/af/redistribute/<afi>/<safi>
Request [
Body { . .
“redist_host_info”: "enable”
(JSON) ] }
where:
Element Description
af_name Address family name; one of ipv4, ipv6, 12vpn.
Default value: all.
subaf_name Subsequent Address Family Identifier name; unicast, evpn.
Default value: unicast.
Response
Response [
Body . .
“redist_host_info”: "enable”
(JSON) ] }
where:
Element Description
redist_host_ Redistribution for host information; one of enable, disable.
info
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Get BGP Neighbor Configuration

Gets the BGP network neighbor configuration.

Request
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Method Type

GET

Request URI

/nos/api/cfg/bgp/neighbor/details/<neighbor_ip>/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

neighbor_ip

(Optional) The IP address of the neighbor; a valid IPv4 or IPv6
address. No value will display all neighbors.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.
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Response
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Response
Body [

(JSON)

"neighbor": "<neighbor>",

"vrfname": "<vrfname>",

"remote as": '"<remoteas>",

"local as": ‘'<local as>",

"address family": "<address family>",

"advertisement interval": '<advertisement interval>",
"bfd": "<bfd>",

"connection retry time": "<connection retry time>",
"description": "<description>",

"disallow infinite holdtime": "<disallow infinite holdtime>",
"do not capability negociate": '"<do not capability negociate>",
"advertise dynamic capability": "<advertise dynamic capability>",
"EBGP multihop": "<EBGP multihop>",

"remote private as": '"<remote private as>",

"maximum peers": "<maximum peers>",

"password": '"<password>",

"shutdown": '"<shutdown>",

"peer holdtime": "<peer holdtime>",

"peer keepalive": "<peer keepalive>",

"connection-mode passive": '"<connection-mode passive>",
"ttl security hops": "<t security hops>",
"update-source": ‘"<update-source>",

"weight": "<weight>",

"allow as in": "<allow asin>",

"default originate": "<default originate>",

"default originate rmap": "<default originate rmap>",
"prefix-list in": “<prefix-list in>",

"prefix-list out": "<prefix-list out>",

"maximum-prefix": "<maximum-prefix>",

"maximum-prefix warning": "<maximum-prefix warning>",
"maximum-prefix threshold percent":"<maximum-prefix threshold percent>",
"next-hop-self": "<nuext-hop-self>",

"filter-list in": "<filter-list in>",

"filter-list out": "<filter-list out>",

"route-map in": "<route-map in>",

"route-map out": "<route-map out>",

"route reflector client": "<route reflector client>",

"send community": ‘"<send community>",

"send community extended": "<send community extended>",
"soft reconfiguration inbound": "<soft reconfiguration inbound>",
"unsuppress-map": "<unsuppress-map>"

where:

Element

Description

neighbor

Neighbor IP address; a valid IPv4 or IPv6 address.

vrf_name

VRF name; one of the VRF name, default, all.
Default value: default.

remote as

Current neighbor AS; an AS number.

local as

Switch AS; an AS number.
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Element

Description

address family

Neighbor address family; an address family.

advertisement Minimum interval between BGP updates, in seconds;
interval an integer.
bfd BFD state; one of:

o enabled
o disabled
o multihop enabled

connection retry
time

BGP connect timer, in seconds; an integer.

description Neighbor description; a string.

disallow Neighbor disallow infinite hold time; one of Yes, No.
infinite

holdtime

do not Whether to perform capability negotiations;
capability one of Yes, No.

negociate

advertise Advertise dynamic capability to this neighbor;
dynamic one of Yes, No.

capability

EBGP multihop

Number of multihops; an integer from 1 - 255.

remote private
as

Whether to remove private AS number from outbound
packets; one of Yes, No.

maximum peers

Maximum number of peers for this prefix;
an integer from 1-96.

password

Neighbor password; an encrypted password.

shutdown

Neighbor state; one of Yes, No.

peer holdtime

Holdtime value, in seconds; an integer from 0-3600.

peer keepalive

Keepalive value, in seconds; an integer from 0-3600.

connection-mode
passive

Whether to allow a passive connection; one of Yes, No.

ttl security
hops

Number of hops; an integer from 1-254.

update-source

Source of routing updates; one of:

o ethernet
e vlan
o loopback interfaces

weight

The default weight for routes from this neighbor;
an integer from 0-65535.
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Element

Description

allow as in

Accept AS path with own AS in it; an integer from 1-10.

default Whether to originate default route to this neighbor;
originate one of Yes, No.
default Route map that specifies criteria; an RMAP name.

originate rmap

prefix-list in

Filter updates from this neighbor; a filter name.

prefix-list out

Filter updates to this neighbor; a filter name.

maximum-prefix

Maximum number of prefix accept from this peer;
an integer from -15782.

maximum-
prefix warning

Whether to only give a warning message when limit is
exceeded; one of Yes, No.

maximum-prefix
threshold
percent

Threshold value; an integer from 1-100.

next-hop-self

Whether to disable the next hop calculation for this
neighbor; one of Yes, No.

filter-1list in

Establish filter for incoming routes; a filter name.

filter-1list out

Establish filter for outgoing routes; a filter name.

route-map in

Apply routemap for incoming routes; an RMAP name.

route-map out

Apply routemap for outgoing routes; an RMAP name.

route reflector
client

Whether to set neighbor as route reflector client;
one of Yes, No.

send community

Whether to send community attribute to this neighbor;
one of Yes, No.

send community

Whether to send extended community attribute to this

extended neighbor; one of Yes, No.

soft Whether to allow inbound soft reconfiguration for this
reconfiguration |neighbor; one of Yes, No.

inbound

unsuppress-map

Route map to selectively unsuppress suppressed routes;
an RMAP name.
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Set BGP Neighbor Configuration

Request
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Sets the BGP network neighbor configuration details. If a neighbor does not exist, it

will be created.

Method Type |PUT
Request URI |/nos/api/cfg/bgp/neighbor/details/<neighbor_ip>/<mask>/vrf/
<vrf_name>
Request [
Body { . . .
“address family”:{afi safi value}
(JSON) =
where:
Element Description

neighbor_ip

(Mandatory) The IP address of the neighbor; a valid IPv4 or IPv6
address.

mask The group mask:
e 1-32 for IPv4
e 1-128 for IPv6
orf The VER instance name; must be specified before <vrf_name>.
vrf_name (Optional) VRF name; one of the VRF name, default.
Default value: default.
address family |The Address Family Identifier or Subsequent Address Family

Identifier value; ipv4 unicast, ipv6 unicast, 12vpn evpn.

Note: When this is configured, send extended community is
automatically set.
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Response

Response
Body

(JSON)

neighbor ":"{ip_addr }",

vrfname": "{ vrf }",

remote as ": "{ as value of neighbor }",

local as": "{ local as value }",

address family ": "{ address family type }",
advertisement interval ": "{ advertisement interval value

3"

bfd ": "{ enabled/disabled/multihop enabled }",

"connection retry time" : "{ connection retry time vaue }",
"description" : "{ peer description }",
"disallow infinite holdtime" : "{ yes/no }",
"do not capability negociate" : "{ yes/no }",
"advertise dynamic capability" : "{ yes/no }",
"EBGP multihop" : "{ multihop value }",
"remote private as" : "{ yes/no }",

"maximum peers" : "{ maximum peers value }",
"password" : "{ encrypted password }",
"shutdown" : "{ yes/no }",

"peer holdtime" : "{ holdtime value }",

"peer keepalive" : "{ keepalive value }",
"connection-mode passive" : "{ yes/no }",

"ttl security hops" : "{ number of hops }",
"update-source" : "{ eupdate source }",
"weight" : "{ weight value }",

"allow as in" : "{ number of as allowed }",
"default originate" : "{ yes/no }",

"default originate rmap" : "{ rmap name }",
"prefix-1list in" : "{ prefix list name }",
"prefix-list out" : "{ prefix list name }",
"maximum-prefix" : "{ max prefix value }",
"maximum-prefix warning" : "{ yes/no }",
"maximum-prefix threshold percent" : "{ percent value }",
"next-hop-self" : "{ yes/no }",

"filter-list in" : "{ list name }",
"filter-list out" : "{ list name }",
"route-map in" : "{ route map name }",
"route-map out" : "{ route map name }",

"route reflector client" : "{ yes/no }",

"send community" : "{ yes/no }",

"send community extended" : "{ yes/no }",
"soft reconfiguration inbound" : "{ yes/no }",
"unsuppress-map" : "{ route map name }"

]

}

where:

Element

Description

neighbor

Neighbor IP address; a valid IPv4 or IPv6 address.

vrf_name

VRF name; one of the VRF name, default.
Default value: default.

remote as

Current neighbor AS; an AS number.

local as

Switch AS; an AS number.
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Element

Description

address family

Neighbor address family; an address family.

advertisement Minimum interval between BGP updates, in seconds;
interval an integer.
bfd BED state; one of:

o enabled
o disabled
o multihop enabled

connection retry
time

BGP connect timer, in seconds; an integer.

description

Neighbor description; a string.

disallow infinite
holdtime

Neighbor disallow infinite hold time; one of Yes, No.

do not capability
negociate

Whether to perform capability negotiations;
one of Yes, No.

advertise dynamic
capability

Advertise dynamic capability to this neighbor;
one of Yes, No.

EBGP multihop

Number of multihops; an integer from 1 - 255.

remote private as

Whether to remove private AS number from
outbound packets; one of Yes, No.

maximum peers

Maximum number of peers for this prefix;
an integer from 1-96.

password

Neighbor password; an encrypted password.

shutdown

Neighbor state; one of Yes, No.

peer holdtime

Holdtime value, in seconds; an integer from 0-3600.

peer keepalive

Keepalive value, in seconds; an integer from 0-3600.

connection-
mode passive

Whether to allow a passive connection;
one of Yes, No.

ttl security hops

Number of hops; an integer from 1-254.

update-source

Source of routing updates; one of:

o ethernet
® ovlan
o loopback interfaces

weight

The default weight for routes from this neighbor;
an integer from 0-65535.

allow as in

Accept AS path with own AS in it;
an integer from 1-10.
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Element

Description

default originate

Whether to originate default route to this neighbor;
one of Yes, No.

default originate
rmap

Route map that specifies criteria; an RMAP name.

prefix-list in

Filter updates from this neighbor; a filter name.

prefix-list out

Filter updates to this neighbor; a filter name.

maximum-prefix

Maximum number of prefix accept from this peer;
an integer from -15782.

maximum-prefix
warning

Whether to only give a warning message when limit
is exceeded; one of Yes, No.

maximum-prefix
threshold percent

Threshold value; an integer from 1-100.

next-hop-self

Whether to disable the next hop calculation for this
neighbor; one of Yes, No.

filter-1list in

Establish filter for incoming routes; a filter name.

filter-list out

Establish filter for outgoing routes; a filter name.

route-map in

Apply routemap for incoming routes;
an RMAP name.

route-map out

Apply routemap for outgoing routes;
an RMAP name.

route reflector
client

Whether to set neighbor as route reflector client;
one of Yes, No.

send community

Whether to send community attribute to this
neighbor; one of Yes, No.

send community

Whether to send extended community attribute to

extended this neighbor; one of Yes, No.

soft Whether to allow inbound soft reconfiguration for
reconfiguration this neighbor; one of Yes, No.

inbound

unsuppress-map

Route map to selectively unsuppress suppressed
routes; an RMAP name.
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Update BGP Neighbor Configuration

Request
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Updates the configuration of a specific BGP neighbor. If the BGP neighbor is
inexistent, it will be created.

Method Type

PUT

Request URI

/nos/api/cfg/bgp/neighbor/details/<IP>/<mask>/vrf/<vrf_name>

Request
Body (JSON)

[

"remote as":"{as value of neighbor}",

"local as":"{local as value}",

"advertisement interval":"{advertisement interval value}",
"pfd":"{enabled/disabled/multihop enabled}",
"connection retry time":"{connection retry time value}",
"description":" {peer description}",

"disallow infinite holdtime":"{yes/no}",

"do not capability negociate":"{yes/no}",
"advertise dynamic capability":"{yes/no}",
"EBGP multihop":" {multihop value}",

"remote private as":"{yes/no}",

"maximum peers":" {maximum peers value}",
"password": " {encrypted password}",
"unencrypt-password":"{yes/no}",
"shutdown":"{yes/no}",

"peer holdtime":" {holdtime value}",

"peer keepalive":" {keepalive value}",
"connection-mode passive":"{yes/no}",

"ttl security hops":"{number of hops}",
"update-source": " {update source}",

"weight" : " {weight value}",

"allow as in":"{number of as allowed}",

"default originate":"{yes/no}",

"default originate rmap":"{rmap name}",
"prefix-list in":"{prefix list name}",
"prefix-list out":"{prefix list name}",
"maximum-prefix" " {max prefix value}",
"maximum-prefix warning":"{yes/no}",
"maximum-prefix threshold percent":"{percent value}",
"next-hop-self":"{yes/no}",

"filter-1list in":"{list name}",

"filter-list out":"{list name}",

"route-map in":"{route map name}",

"route-map out":"{route map name}",

"route reflector client":"{yes/no}",

"send community":"{yes/no}",

"send community extended":"{yes/no}",

"soft reconfiguration inbound":"{yes/no}",
"unsuppress-map" : " {route map name}"
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where:

Element

Description

neighbor_ip

The IP address of the BGP neighbor.

urf_name The VRF instance for the BGP neighbor.
remote as The current neighbor AS number;
an integer from 1-4294967295.
local as The current local AS number;
an integer from 1-4294967295.
advertisement The minimum time interval, in seconds, between
interval consecutive BGP updates; an integer from 1-65535.
bfd The status of Bidirectional Forwarding Detection (BFD).

Valid values:

o enabled
e disable
o multihop enabled

connection retry
time

The connection retry time, in seconds;
an integer from 1-65535.

description The BGP neighbor description (string).
disallow Whether the configuration of infinite hold-time is
infinite disallowed; one of yes, no.

holdtime

do not capability

Whether capability negotiations are disabled;

negociate one of yes, no.

advertise Whether dynamic capability advertisements are
dynamic enabled; one of yes, no.

capability

EBGP multihop

The number of EBGP multi-hops, an integer from 1-255.

remote private as

Whether the removal of private AS numbers from
outbound routes updates is enabled; one of yes, no.

maximum peers

The maximum number of peers configured for the
prefix of the BGP neighbor, an integer from 1-96.

password The encrypted password for the BGP neighbor (sting).
unencrypt- Whether the password for the BGP neighbor is
password unencrypted; one of yes, no.

shutdown Shuts down the BGP neighbor; one of yes, no.

peer holdtime

The time interval, in seconds, the switch awaits before
transitioning the BGP neighbor to IDLE state, if the
switch doesn’t receive an update or keepalive message
from the neighbor; an integer from 0-3600.
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Element

Description

peer keepalive

The time interval, in seconds, the switch awaits before
sending another keep-alive message to the BGP
neighbor; an integer from 0-3600.

connection-
mode passive

Whether the initiations of TCP sessions with the BGP
neighbor are disabled; one of yes, no.

ttl security hops

The minimum number of TTL router hops an IP packet
must have to not be discarded; one of yes, no.

update-source

The source of the BGP session and updates; one of:

o cthernet port
e VLAN interface
o loopback interface

weight

The default weight of routes incoming from the BGP
neighbor; an integer from 1-65535.

allow as in

The number of AS paths with the local AS number that
are accepted by the switch; an integer from 1-10.

default Whether to distribute a default route to the BGP
originate neighbor; one of yes, no.
default The name of the route map for the default route.

originate rmap

prefix-1list in

The prefix list for routes incoming from the BGP
neighbor.

prefix-list out

The prefix list for routes outgoing to the BGP neighbor.

maximum-prefix

The maximum number of prefixes that can be received
from the BGP neighbor, an integer from 1-15872.

maximum-
prefix warning

Whether warning messages are generated only when
the maximum prefix limit is exceeded; one of yes, no.

maximum-
prefix threshold
percent

The percentage of the maximum prefix limit at which
the switch starts to generate a warning message;
an integer from 1-100.

next-hop-self

Whether next-hop calculations for the BGP neighbor are
disabled; one of yes, no.

filter-list in

The AS path ACL for routes incoming from the BGP
neighbor. Default value: the ACL name.

filter-list out

The AS path ACL for routes outgoing to the BGP
neighbor.
Default value: the ACL name.

route-map in

The route map for routes incoming from the BGP
neighbor. Default value: the route map name.
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Element

Description

route-map out

The route map for routes outgoing to the BGP neighbor.
Default value: the route map name.

route reflector
client

Whether the BGP neighbor is a route reflector client;
one of yes, no.

send community

Whether community attributes are sent to the BGP
neighbor; one of yes, no.

send community

Whether extended community attributes are sent to the

extended BGP neighbor; one of yes, no.

soft Whether the switch stores BGP neighbor updates;
reconfiguration one of yes, no.

inbound

unsuppress-map

The route map to selectively unsuppress suppressed
routes. Default value: the route map name.
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Response
Body (JSON)

"neighbor": " {ip_addr}",
"vrf_name": " {vrf_name}",

"remote as":"{as value of neighbor}",

"local as":"{local as value}",

"address family":"{address family type}",
"advertisement interval":'"{advertisement interval value}",
"bfd":"{enabled/disabled/multihop enabled}",
"connection retry time":"{connection retry time value}",
"description":" {peer description}",

"disallow infinite holdtime":"{yes/no}",
"do not capability negociate":"{yes/no}",
"advertise dynamic capability":"{yes/no}",
"EBGP multihop":" {multihop value}",

"remote private as":"{yes/no}",

"maximum peers":" {maximum peers value}",
"password" : " {encrypted password}",
"shutdown":"{yes/no}",

"peer holdtime":" {holdtime value}",

"peer keepalive":" {keepalive value}",
"connection-mode passive":"{yes/no}",

"ttl security hops":"{number of hops}",
"update-source": " {update source}",

"weight": " {weight value}",

"allow as in":"{number of as allowed}",

"default originate":"{yes/no}",

"default originate rmap":"{rmap name}",
"prefix-list in":"{prefix list name}",
"prefix-list out":"{prefix list name}",
"maximum-prefix" " {max prefix value}",
"maximum-prefix warning":"{yes/no}",
"maximum-prefix threshold percent":"{percent value}",
"next-hop-self":"{yes/no}",

"filter-list in":"{list name}",

"filter-list out":"{list name}",

"route-map in":"{route map name}",

"route-map out":"{route map name}",

"route reflector client":"{yes/no}",

"send community":"{yes/no}",

"send community extended":"{yes/no}",
"soft reconfiguration inbound":"{yes/no}",
"unsuppress-map" : " {route map name}"
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where:

Element

Description

neighbor_ip

The IP address of the BGP neighbor.

vrf_name The VRF instance for the BGP neighbor.
Default value: the VRF instance name.
remote as The current neighbor AS number;
an integer from 1-4294967295.
local as The current local AS number;

an integer from 1-4294967295.

address family

The BGP neighbor address family; one of:

e [Pv4
e [Pv6

advertisement
interval

The minimum time interval, in seconds, between
consecutive BGP updates; an integer from 1-65535.

bfd

The status of Bidirectional Forwarding Detection (BFD);
one of:

® cnabled

® disable

o multihop enabled

connection
retry time

The connection retry time, in seconds;
an integer from 1-65535.

description The BGP neighbor description (string).

disallow Whether the configuration of infinite hold-time is
infinite disallowed; one of yes, no.

holdtime

do not Whether capability negotiations are disabled;
capability one of yes, no.

negociate

advertise Whether dynamic capability advertisements are enabled;
dynamic one of yes, no.

capability

EBGP multihop

The number of EBGP multi-hops; an intefer from 1-255.

remote private
as

Whether the removal of private AS numbers from
outbound routes updates is enabled; one of yes, no.

maximum peers

The maximum number of peers configured for the prefix
of the BGP neighbor; an integer from 1-96.

password

The encrypted password for the BGP neighbor (string).

shutdown

Shuts down the BGP neighbor; one of yes, no.
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Element

Description

peer holdtime

The time interval, in seconds, the switch awaits before
transitioning the BGP neighbor to IDLE state, if the switch
doesn't receive an update or keepalive message from the
neighbor; an integer from 0-3600.

peer keepalive

The time interval, in seconds, the switch awaits before
sending another keep-alive message to the BGP neighbor;
an integer from 0-3600.

connection-mode
passive

Whether the initiations of TCP sessions with the BGP
neighbor are disabled; one of yes, no.

ttl security
hops

The minimum number of TTL router hops an IP packet
must have to not be discarded; an integer from 1-254.

update-source

The source of the BGP session and updates; one of:

o cthernet port
e VLAN interface
o loopback interface

weight

The default weight of routes incoming from the BGP
neighbor; an integer from 1-65535.

allow as in

The number of AS paths with the local AS number that are
accepted by the switch; an integer from 1-10.

default Whether to distribute a default route to the BGP neighbor;
originate one of yes, no.
default The name of the route map for the default route.

originate rmap

Valid value: the route map name.

prefix-list in

The prefix list for routes incoming from the BGP neighbor.
Valid value: the prefix list name.

prefix-1list out

The prefix list for routes outgoing to the BGP neighbor.
Valid value: the prefix list name.

maximum-prefix

The maximum number of prefixes that can be received
from the BGP neighbor; an integer from 1-15872.

maximum-prefix
warning

Whether warning messages are generated only when the
maximum prefix limit is exceeded; one of yes, no.

maximum-prefix
threshold
percent

The percentage of the maximum prefix limit at which the
switch starts to generate a warning message; an integer
from 1-100.

next-hop-self

Whether next-hop calculations for the BGP neighbor are
disabled; one of yes, no.

filter-1list in

The AS path ACL for routes incoming from the BGP
neighbor. Valid value: the ACL name.

filter-list out

The AS path ACL for routes outgoing to the BGP
neighbor. Valid value: the ACL name.
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Element

Description

route-map in

The route map for routes incoming from the BGP
neighbor. Valid value: the route map name.

route-map out

The route map for routes outgoing to the BGP neighbor.
Valid value: the route map name.

route reflector
client

Whether the BGP neighbor is a route reflector client;
one of yes, no.

send community

Whether community attributes are sent to the BGP
neighbor; one of yes, no.

send community

Whether extended community attributes are sent to the

extended BGP neighbor; one of yes, no.

soft Whether the switch stores BGP neighbor updates;
reconfiguration |one of yes, no.

inbound

unsuppress-map

The route map to selectively unsuppress suppressed
routes. Valid value: the route map name.
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Update Global BGP Unnumbered Configuration

Updates the global BGP unnumbered configuration.

Request
Method Type |PUT
Request URI |/nos/api/cfg/bgp/unnumbered
Request {
Body (JSON) "state":"{enabled|disabled}"
"pbfd":"{enabled|disabled}"
}
where:
Element Description
state The status of the global BGP unnumbered feature;
one of: enabled, disabled.
bfd (Optional) The BED feature status for all unnumbered neighbors;
one of: enabled, disabled. Default value: disabled.
Response

True if the operation succeeded; otherwise False.
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Update BGP Unnumbered Interface Configuration

Updates the BGP unnumbered configuration for a specific switch interface.

Request

Method Type

PUT

Request URI

/nos/api/cfg/interface/bgp_unnumbered/<if name>

Request
Body (JSON)

{
"state":"{enabled|disabled}"

where:

Element

Description

if_name

The name of the switch interface, for example, Ethernet1/12.

state

The status of the global BGP unnumbered feature;
one of: enabled, disabled.

Response

True if the operation succeeded; otherwise False.
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CEE

The following Converged Enhanced Ethernet (CEE) URIs are available:

® /nos/api/cfg/cee GET, PUT
® /nos/api/cfg/cee/pfc GET, PUT
® /nos/api/cfg/cee/pfc/<if_name> GET, PUT
e /nos/api/info/cee/pfc/counters/<if_name> GET

® /nos/api/cfg/cee/ets GET, PUT
® /nos/api/cfg/cee/app-proto GET, POST, DELETE
® /nos/api/cfg/cee/dcbx/<if_name> GET, PUT
® /nos/api/info/cee/dcbx/ctrl/<if_name> GET

® /nos/api/info/cee/dcbx/admin/<if name> GET

® /nos/api/info/cee/dcbx/oper/<if_name> GET

® /nos/api/info/cee/dcbx/remote/<if_name> GET

The following CEE commands are available:

e Get CEE Configuration

e Update CEE Configuration

e Get PFC Configuration

e Update PFC Configuration

e Get PFC Interface Configuration

e Update PFC Interface Configuration

o Get PFC Interface Statistics

® Get ETS Configuration

e Update ETS Configuration

e Get Application Protocol Configuration

e Create Application Protocol Configuration

e Delete Application Protocol Configuration

e Get DCBX Configuration

e Update DCBX Configuration

e Get DCBX Control Interface Information

o Get DCBX Administrative Interface Information
e Get DCBX Operational Interface Information

o Get DCBX Remote Interface Information
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Get CEE Configuration

Gets the current CEE configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/cee
Request
Body (JSON)
Response
Response {
Body (JSON) "status":"{off|on}",
where:
Element Description
status The status of the CEE service on the switch; one of off (disabled), on
(enabled). Default value: off.
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Update CEE Configuration

Request

Response
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Updates the CEE configuration.

Method Type |PUT

Request URI |/nos/api/cfg/cee

Request {

Body (]SON) "status":"{off|on}",

where:

Element Description

status The status of the CEE service on the switch; one of off (disabled), on
(enabled). Default value: off.

Response {

Body (]SON) "status":"{off|on}",

where:

Element Description

status The status of the CEE service on the switch; one of off (disabled), on

(enabled). Default value: off.
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Get PFC Configuration

Gets the current Priority Flow Control (PFC) configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/cee/pfc
Request
Body (JSON)
Response
Response {
Body (]SON) "state":"{off|on}",
“priority_map”: " {priority_map}"
}
where:
Element Description
state The status of PFC on the switch; one of off (disabled), on (enabled).

Default value: on.

priority_ |The PFC priority flow map. Valid value: the list of enabled
map priorities: 0-7. Default value: 3.
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Update PFC Configuration

Request

Response
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Updates the PFC configuration.

Note: Unlike the CLI command, the PUT operation overwrites any previous

configurations.
Method Type [PUT
Request URI |/nos/api/cfg/cee/pfc
Request {
Body (]SON) "state":"{off|on}",
“priority_map”: " {priority_map}"

}
where:
Element Description
state The status of PFC on the switch; one of off (disabled), on (enabled).

Default value: on.

priority_ |The PFC priority flow map. Valid value: the list of enabled
map priorities: 0-7. Default value: 3.
Notes:
e Up to two PFC priorities can be simultaneously enabled, except
for the NE10032, where the limit is one priority.
® The PFC priority flow map must not contain a combination of
enabled and disabled priorities. Configure ETS appropriately
and then enabled PFC to avoid configuration issues.
Response {
Body (JSON) "state":"{off|on}",
“priority_map”:” {priority_map}"
3
where:
Element Description
state The status of PFC on the switch; one of off (disabled), on (enabled).
priority_ |The PFC priority flow map. Valid value: the list of enabled
map priorities: 0-7.
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Get PFC Interface Configuration

Request

Response

Gets the current PFC configuration for a specific switch interface.

Method Type |GET
Request URI  |/nos/api/cfg/cee/pfc/{if_name}
Request
Body (JSON)
where:
Element Description
if_name The name of the switch interface.

Valid values:

o [nterface name (for example, Ethernet1/12)
Response {
Body (]SON) "if_name" :" {if name}",

"state":"{off|on}",

}
where:
Element Description
if_name The name of the switch interface, for example: Ethernet1/12.
state The status of PFC on the switch; one of: off (disabled), on (enabled).
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Update PFC Interface Configuration

Request

Response
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Updates the PFC configuration for a specific switch interface.

Method Type |PUT
Request URI |/nos/api/ctg/cee/pfc/{if_name)
Request {
BOdy (JSON) "if_name" :" {if_name}",
"state":"{off|on}",
}
where:
Element Description
if_name The name of the switch interface, for example: Ethernet1/12.
state The status of PFC on the switch; one of: off (disabled), on (enabled).
Default value: on.
Response {
Body (JSON) "if_name":"{if name}",
"state":"{off|on}",
}
where:
Element Description
if_name The name of the switch interface, for example: Ethernet1/12.
state The status of PFC on the switch; one of: off (disabled), on (enabled).
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Get PFC Interface Statistics

Request

Response

Gets PFC statistics for a specific switch interface.

Method Type |GET
Request URI |/nos/api/info/cee/pfc/counters/{if_name}
Request
Body (JSON)
Response {
BOdy (]SON) "if_name": " {if name}",
"pfc_received": {Rx count},
"pfc_sent" : {Tx count}
}
where:
Element Description
if_name The name of the switch interface, for example: Ethernet1/12.
pfc_ The number of received PFC packets (integer).
received
pfc_sent The number of sent PFC packets (integer).
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Get ETS Configuration

Request
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Gets the current Enhanced Transmission Selection (ETS) configuration.

Method Type

GET

Request URI

/nos/api/cfg/cee/ets

Request
Body (JSON)
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Response
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Response

Body (JSON)

[
{
"pgid": 0,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
+
{
"pgid": 1,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
+
{
"pgid": 2,
"bandwidth": " {banwidth}",
"priority_pgid_mapping":” {priority_map}"
}
{
"pgid": 3,
"bandwidth": " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 4,
"bandwidth" :"” {banwidth}",
"priority_pgid_mapping":" {priority_map}"
+
{
"pgid": 5,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":” {priority_map}"
}
{
"pgid": 6,
"bandwidth": " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 7,
"bandwidth" :"” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
+
{
"pgid": 15,
"bandwidth": " {banwidth}",
"priority_pgid_mapping":” {priority_map}"
}
1

where:

Element

Description

pgid

The ID of the ETS priority group; an integer from 0-7, or 15.
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Element Description
bandwidth |The bandwidth percentage allocated to the priority group;
an integer from 0-100.
priority_ |The priorities mapped to the priority group; an integer from 0-7.
pgid_
mapping
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Update ETS Configuration

Request

148

Updates the ETS configuration.

Method Type |PUT
Request URI |/nos/api/cfg/cee/ets
Request [
Body (JSON) { _
"pgid": 0,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
H
{
"pgid": 1,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
H
{
"pgid": 2,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
I
{
"pgid": 3,
"bandwidth" :"” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
H
{
"pgid": 4,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
H
{
"pgid": 5,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
H
{
"pgid": 6,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
H
{
"pgid": 7,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
{
"pgid": 15,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
I
1
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where:

Element Description

pgid The ID of the ETS priority group; an integer from 0-7, or 15.

bandwidth |The bandwidth percentage allocated to the priority group; an
integer from 0-100.
Note: The total bandwidth percentage for all priority groups
must not exceed 100%

priority_ |The priorities mapped to the priority group; an integer from 0-7.

pgid_

mapping
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Response
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Response

Body (JSON)

[
{
"pgid": 0,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
+
{
"pgid": 1,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
+
{
"pgid": 2,
"bandwidth": " {banwidth}",
"priority_pgid_mapping":” {priority_map}"
}
{
"pgid": 3,
"bandwidth": " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 4,
"bandwidth" :"” {banwidth}",
"priority_pgid_mapping":" {priority_map}"
+
{
"pgid": 5,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":” {priority_map}"
}
{
"pgid": 6,
"bandwidth": " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 7,
"bandwidth" :"” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
+
{
"pgid": 15,
"bandwidth": " {banwidth}",
"priority_pgid_mapping":” {priority_map}"
}
1

where:

Element

Description

pgid

The ID of the ETS priority group; an integer from 0-7, or 15.
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Element Description
bandwidth |The bandwidth percentage allocated to the priority group;
an integer from 0-100.
priority_ |The priorities mapped to the priority group; an integer from 0-7.
pgid_
mapping
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Get Application Protocol Configuration

Request

Response

Gets the current application protocol configuration.

Method Type |GET
Request URI |/nos/api/cfg/cee/app-proto
Request
Body (JSON)
Response [
Body (JSON) { _ .
"config_name" : " {config_name}",
"protocol": " {protocol}",
"protoid": " {proto_id}",
"priority":"{priority}"”
3
]
where:
Element Description
config_ The name of application protocol configuration (string).
name
protocol The name of the protocol (string). For example: Ethertype, TCP,
or UDP.
protoid The protocol identifier; one of:
o hexadecimal for Ethernet type (for example, 0x8900)
e fcoe, iscsi, roce, or rocev2 for well known protocols
® 0-65535 for TCP or UDP ports
priority The priority mapped to the application protocol configuration;

an integer from 0-7.
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Create Application Protocol Configuration

Creates a new application protocol configuration.

Request

Method Type

POST

Request URI

/nos/api/cfg/cee/app-proto

Request
Body (JSON)

[
{
"config_name":"{config_name}",
"protocol": " {protocol}",
"protoid":" {proto_id}",
"priority":" {priority}"
}

where:

Element

Description

config_
name

The name of application protocol configuration (string).

protocol

(Optional) The unique name of the configured application
protocol (string). For exammple: Ethertype, TCP, or UDP.

Note: For well known protocols (fcoe, iscisi, roce, rocev2) this
variable is not mandatory. For user defined protocols, the value of
the variable must be ethertype and protoid must be a valid
Ethernet type value (0x800 - 0x9100).

protoid

The protocol identifier; one of:

o hexadecimal for Ethernet type (for example, 0x8900)
e fcoe, iscsi, roce, or rocev2 for well known protocols
® 0-65535 for TCP or UDP ports

Note: This variable is optional for well known protocols
To create a new application protocol for other proto-IDs, protocol

information is required as showed in the following example for
TCP port 8090.

Protocol ProtoId Priorities ConfigName

Ethertype fcoe
TCP iscsI
ubpP RoCEv2
Ethertype 0x8900

fcoe_app
iscsi_app
rocev2_app

R W > O

my_eth_app

priority

The priority mapped to the application protocol configuration;
an integer from 0-7.
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Response

Response [
Body (JSON) | f | |
"config_name":" {config_name}",
"protocol": " {protocol}",
"protoid": " {proto_id}",
"priority": " {priority}"

3
]
where:
Element Description
config_ The name of application protocol configuration (string).
name

protocol The name of the protocol (string). For example: Ethertype, TCP,
or UDP.

protoid The protocol identifier; one of:

o hexadecimal for Ethernet type (for example, 0x8900)
e fcoe, iscsi, roce, or rocev2 for well known protocols
® 0-65535 for TCP or UDP ports

priority The priority mapped to the application protocol configuration;
an integer from 0-7.
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Delete Application Protocol Configuration

Deletes an application protocol configuration.

Request

Method Type |DELETE

Request URI  |/nos/api/cfg/cee/app-proto/{config_name}

Request
Body (JSON)

where:

Element Description

config_name | The name of application protocol configuration (string).
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Get DCBX Configuration

Request

Response

Gets the current Data Center Bridging Exchange (DCBX) configuration for a
specific switch interface.

Method Type |GET
Request URI |/nos/api/cfg/cee/dcbx/{if_name}
Request
Body (JSON)
Response {
BOdy (]SON) "if_name": " {if name}",
"dcbx state":"{enable|disable}",
"pfc advt":"{on|off}",
"ets advt":"{on|off}",
"app advt":"{on|off}"
}
where:
Element Description
if_name The name of the switch interface. For example: Ethernet1/12.

dcbx state

The status of DCBX on the interface; one of: enable, disable.

pfc advt The status of PFC local configuration advertisement to the DCBX
peer; one of: on, off.

ets advt The status of ETS local configuration advertisement to the DCBX
peer; one of: on, off.

app advt The status of application protocol local configuration

advertisement to the DCBX peer; one of: on, off.
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Update DCBX Configuration

Updates the DCBX configuration for a specific switch interface.

Request

Response
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Method Type |PUT
Request URI |/nos/api/cfg/cee/dcbx/{if_name}
Request {
BOdy (JSON) "if_name" :" {if_name}",
"dcbx state":"{enable|disable}",
"pfc advt":"{on|off}",
"ets advt":"{on|off}",
"app advt":"{on|off}"
}
where:
Element Description
if_name The name of the switch interface.For example: Ethernet1/12.

dcbx state

The status of DCBX on the interface; one of enable, disable.
Default value: on

pfc advt The status of PFC local configuration advertisement to the DCBX
peer; one of on, off. Default value: on
ets advt The status of ETS local configuration advertisement to the DCBX
peer; one of: on, off. Default value: on
app advt The status of application protocol local configuration
advertisement to the DCBX peer; one of on, off. Default value: on
Response {
Body (JSON) "if_name":"{if name}",
"dcbx state":"{enable|disable}",
"pfc advt":"{on|off}",
"ets advt":"{on|off}",
"app advt":"{on|off}"
}
where:
Element Description
if_name The name of the switch interface. For example: Ethernet1/12.

dcbx state

The status of DCBX on the interface; one of enable, disable.

pfc advt

The status of PFC local configuration advertisement to the DCBX
peer; one of on, off.
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Element

Description

ets advt

The status of ETS local configuration advertisement to the DCBX
peer; one of on, off.

app advt

The status of application protocol local configuration
advertisement to the DCBX peer; one of o, off.
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Get DCBX Control Interface Information

Request

Response
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Gets DCBX control information for a specific switch interface.

Method Type |GET
Request URI |/nos/api/info/cee/dcbx/ctrl/{if_name}
Request
Body (JSON)
Response {
BOdy (JSON) "if_name":"{if name}",

"DCBX Admin-state":"{disable|enable}",

"DCBX version":"{dcbx_uversion}"

}

where:
Element Description
if_name The name of the switch interface. For example: Ethernet1/12.
DCBX The status of DCBX on the switch interface; one of enable, disable.

Admin-state

DCBX The version of DCBX; one of:
version e DCBX CEE (v1.01)
e DCBX IEEE 802.1Qaz (v2.5)
seq_no The sequence number, in case of DCBX CEE.
ack_no The acknowledgement number, in case of DCBX CEE.

159




Get DCBX Administrative Interface Information

Gets DCBX administrative information for a specific switch interface.

GET

/nos/api/info/cee/dcbx/admin/{if_name}

"if_name": " {if name}",
"dcbx_state":"{enable|disable}",
"pfc_admin":

"state":"{on]|off}",

"advt":"{on]|off}",

"willing":"{on|off}",

"max_cap" :"” {max_cap}",

"syncd":"{on]|off}",

"priority_map":” {priority_map}"”
i

"ets_admin":

"state":"{on]|off}",
"advt":"{on]|off}",
"willing":"{on|off}",
"syncd":"{on]|off}",

"teg":
[
{
"pgid": 0,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"
}
{
"pgid": 1,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"
i
{
"pgid": 2,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"
i
{
"pgid": 3,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"
}

" {priority_map}"

" {priority_map}"

" {priority_map}"

" {priority_map}"”

Request
Method Type
Request URI
Request
Body (JSON)
Response
Response
Body (JSON)
160
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Response

{
Body (JSON) iogid: 4,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}”
}l
{
"pgid": 5,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
{
"pgid": 6,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
H
{
"pgid": 7,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}”
}l
{
"pgid": 15,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
1
I
"app_admin":
{
"state":"{on|off}",
"advt":"{on|off}",
"willing":"{on]|off}",
}
"app_protocol":
[
{
"protocol": " {protocol}",
"protostr":"{proto_str}",
"priority":” {priority}"”
H
1
}
where:
Element Description
if_name The name of the switch interface. For example: Ethernet1/12.

dcbx state

The status of DCBX on the interface; one of enable, disable.

pfc_admin |The current PFC configuration.
state The status of PFC on the switch interface; one of on, off.
advt The status of PFC local configuration advertisement to the DCBX

peer; one of on, off.
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Element

Description

willing Whether the switch is “willing” to learn PFC configurations from
a DCBX peer; one of on, off.

max_cap The maximum PFC capability (integer).

syncd The status of PFC information synchronization; one of on, off.

priority_ |The PFC priorities enabled on the interface; an integer from 0-7.

map

ets_admin |The current ETS configuration.

state The status of ETS on the switch interface; one of on, off.

advt The status of ETS local configuration advertisement to the DCBX
peer; one of on, off.

willing Whether the switch is “willing” to learn ETS configurations from
a DCBX peer; one of on, off.

syncd The status of ETS information synchronization; one of on, off.

pgid The ID of the ETS priority group; an integer from 0-7, or 15.

bandwidth |The bandwidth percentage allocated to the priority group;
an integer from 0-100.

priority_ |The priorities mapped to the priority group; an integer from 0-7.

pgid_

mapping

app_admin |The current application control configuration.

state The status of application control on the switch interface;
one of on, off.

advt The status of application control local configuration
advertisement to the DCBX peer; one of on, off.

willing Whether the switch is “willing” to learn application control
configurations from a DCBX peer; one of on, off.

app_ The list of created application protocols (string).

protocol

protocol The name of the protocol (string). For example: Ethertype, TCP,
or UDP.

protostr The protocol identifier; one of:
e string for Ethertype or well known protocols
e 0-65535 for TCP or UDP ports

priority The priority mapped to the application protocol configuration;

an integer from 0-7.
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Get DCBX Operational Interface Information

Request

Response
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Gets DCBX operational information for a specific switch interface.

Method Type |GET

Request URI |/nos/api/info/cee/dcbx/oper/{if_name)
Request

Body (JSON)

Response {

BOdy (JSON) "if_name" :"{if_name}",

"dcbx_state":"{enable|disable}",

"pfc_admin":

"state":"{on|off}",
"max_cap" : " {max_cap}”,
"syncd":"{on|off}",
"priority_map":” {priority_map}"

iy

"ets_admin":

{

"state":"{on|off}",

"th" .
[
{

iy

"pgid": 0,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 1,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 2,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 3,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"

"pgid": 4,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

" {priority_map}"”

" {priority_map}"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"
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Response

{
Body (JSON) vogidh: 5,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":" {priority_map}"
H
{
"pgid": 6,
"bandwidth": " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 7,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
{
"pgid": 15,
"bandwidth" :” {banwidth}”,
"priority_pgid_mapping":" {priority_map}"
H
1
+
"app_admin":
{
"state":"{on]|off}",
+
"app_protocol":
[
{
"protocol": " {protocol}",
"protostr":"{proto_str}",
"priority":” {priority}"”
}
1
}
where:
Element Description
if_name The name of the switch interface. For example: Ethernet1/12.

dcbx state

The status of DCBX on the interface; one of enable, disable.

pfc_admin |The current PFC configuration.

state The status of PFC on the switch interface; one of on, off.
max_cap The maximum PFC capability (integer).

syncd The status of PFC information synchronization; one of on, off.
priority_ |The PFC priorities enabled on the interface; an integer from 0-7.
map

ets_admin |The current ETS configuration.

state The status of ETS on the switch interface; one of on, off.
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Element Description
pgid The ID of the ETS priority group; an integer from 0-7, or 15.
bandwidth |The bandwidth percentage allocated to the priority group;
an integer from 0-100.
priority_ |The priorities mapped to the priority group; an integer from 0-7.
pgid_
mapping
app_admin |The current application control configuration.
state The status of application control on the switch interface;
one of on, off.
app_ The list of created application protocols (string).
protocol
protocol The name of the protocol. For example: Ethertype, TCP, or UDP.
protostr The protocol identifier; one of:
e string for Ethertype or well known protocols
e (0-65535 for TCP or UDP ports
priority  |The priority mapped to the application protocol configuration;

an integer from 0-7.
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Get DCBX Remote Interface Information

Request

Response

Gets DCBX remote information for a specific switch interface.

Method Type

Request URI

/nos/api/info/cee/dcbx/remote/{if_name}

Request
Body (JSON)

Response
Body (JSON)

"if_name": " {if name}",
"dcbx_state":"{enable|disable}",

"pfc_admin":

"state":"{on]|off}",
"willing":"{on|off}",
"max_cap" :"” {max_cap}",
"priority_map":"” {priority_map}"

iy

"ets_admin":

{

"state":"{on]|off}",
"willing":"{on|off}",

"th":
[
{

1y

"pgid": o,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"

"pgid": 1,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"

"pgid": 2,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 3,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"

"pgid": 4,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping"

" {priority_map}"

" {priority_map}"

" {priority_map}"

" {priority_map}"

" {priority_map}"
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Response

{
Body (JSON) iogid: s,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}”
}l
{
"pgid": 6,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
{
"pgid": 7,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
H
{
"pgid": 15,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}”
}l
1
H
"app_admin":
{
"state":"{on|off}",
"willing":"{on]|off}",
}
"app_protocol":
[
{
"protocol": " {protocol}",
"protostr":"{proto_id}",
"priority":” {priority}"
H
1
}
where:
Element Description
if_name The name of the switch interface. For example Ethernet1/12.

dcbx state

The status of DCBX on the interface; one of enable, disable.

pfc_admin |The current PFC configuration.

state The status of PFC on the switch interface; one of on, off.

willing Whether the switch is “willing” to learn PFC configurations from
a DCBX peer; one of on, off.

max_cap The maximum PFC capability (integer).

priority_ |The PFC priorities enabled on the interface; an integer from 0-7.

map

ets_admin |The current ETS configuration.
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Element

Description

state The status of ETS on the switch interface; one of on, off.
willing Whether the switch is “willing” to learn ETS configurations from
a DCBX peer; one of on, off.
pgid The ID of the ETS priority group; an integer from 0-7, or 15.
bandwidth |The bandwidth percentage allocated to the priority group;
an integer from 0-100.
priority_ |The priorities mapped to the priority group; an integer from 0-7.
pgid_
mapping
app_admin |The current application control configuration.
state The status of application control on the switch interface;
one of on, off.
willing Whether the switch is “willing” to learn application control
configurations from a DCBX peer; one of o, off.
app_ The list of created application protocols (string).
protocol
protocol The name of the protocol (string).
For example Ethertype, TCP, or UDP.
protostr The protocol identifier; one of:
e string for Ethertype or well known protocols
® (-65535 for TCP or UDP ports
priority The priority mapped to the application protocol configuration;

an integer from 0-7.
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DCI

The following Data Center Interconnection (DCI) URIs are available:

® /nos/api/cfg/nwv GET, POST

® /nos/api/cfg/mwv/vxlan GET, POST, PUT
® /nos/api/cfg/<if_name>/vxlan GET, POST, PUT
® /nos/api/cfg/lag/<id>/vxlan GET, POST, PUT
® /nos/api/info/nwv/vxlan GET

e /nos/api/info/nwv/vxlan/mac-address GET

e /nos/api/info/nwv/vxlan/vni GET

® /nos/api/info/nwv/vxlan/vni/counters GET, DELETE

e /nos/api/info/nwv/vxlan/tunnel GET

e /nos/api/info/nwv/vxlan/virtual-port GET

e /nos/api/info/nwv/vxlan/virtual-port/counters ~GET

The following DCI commands are available:

e Get NWYV Configuration

e Update NWV Configuration

e Get NWV VXLAN (DCI) Configuration

e Set NWV VXLAN (DCI) Configuration

e Update NWV VXLAN (DCI) Configuration

o Get Interface Ethernet VXLAN Configuration

o Set Interface Ethernet VXLAN Configuration

e Update Interface Ethernet VXLAN Configuration
o Get Interface LAG VXLAN Configuration

o Set Interface LAG VXLAN Configuration

e Update Interface LAG VXLAN Configuration

o Get NWV VXLAN Information

o Get NWV VXLAN VNI Information

o Get NWV VXLAN VNI Counters Information

® Delete NWV VXLAN VNI Counters

o Get NWV VXLAN Tunnel Information

o Get NWV VXLAN MAC-Address Information

o Get NWV VXLAN Virtual Ports Information

o Get NWV VXLAN Virtual Port Counters Information
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Get NWV Configuration

Gets global Network Virtualization (NWV) configuration of the system.

Request

Response

Method Type |GET
Request URI  |/nos/api/cfg/nwv
Request
Body
(JSON)
Response {
Body "mode": "disabled | static | bgp-evpn ",
"ha" : "disabled | vlag",
(JSON) "encapsulation" : "vtep"
3

where:
Element Description
mode NWM mode; one of disabled, static, bgp-evpn.

Default value: disabled.

Note: If the hardware install/uninstall process is not

finished, “Vxlan not ready” is displayed.
ha High Availability; one of vlag, disabled.
encapsulation The Encapsulation method: VTEP (VXLAN).

Note: This parameter is valid for hsc and disabled modes.
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Update NWV Configuration

Updates the NWV status.

Request

Response
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Method Type |POST

Request URI |/nos/api/cfg/nwv

Request {
Body "mode": "static",
llha" : "Vlag",
(]SON) "encapsulation": "vtep"
where:
Element Description
mode NWM mode; one of disabled, static, bgp-evpn.
Default value: disabled.
Note: If the hardware install/uninstall process is not
finished, “Vxlan not ready” is displayed.
ha High Availability; one of viag, disabled.
encapsulation The Encapsulation method: VTEP (VXLAN).
Note: This parameter is valid for hsc and disabled modes.
Response {
Body "mode": "disabled | static | bgp-evpn ",
"ha" : "disabled | vlag",
(]SON) "encapsulation" : "vtep"
}
where:
Element Description
mode NWM mode; one of disabled, static, bgp-evpn.
Default value: disabled.
Note: If the hardware install/uninstall process is not
finished, “Vxlan not ready” is displayed.
ha High Availability; one of vlag, disabled.
encapsulation The Encapsulation method: VTEP (VXLAN).
Note: This parameter is valid for hsc and disabled modes.

171




Get NWV VXLAN (DCI) Configuration

Gets NWV VXLAN (DCI) configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/nwv/vxlan
Request
Body
(JSON)
Response
Response {
B0d§7 "tunnel_ip_addr": "2.100.30.30",
"vlan_bindings": [“map”
(JSON) [[101,10001], [201,20001]]
1
"remote_vtep": [“map”,
[[ 10001,
["10.10.1.1","10.2.2.3"] 1,
[ 20001,
["10.10.1.5"]
11
1
3
where:
Element Description
tunnel_ip_addr Configures the local VTEP interface.
vlan_bindings Maps the global VLAN ID to a Virtual Network
ID.
remote_vtep Maps the VTEP to a specific VNID network.
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Set NWV VXLAN (DCI) Configuration

Updates the NWV VXLAN (DCI) configuration.

Request
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Method Type |POST
Request URI  |/nos/api/cfg/nwv/vxlan
Request {
Body "tunnel_ip_addr": "2.100.30.30",
"vlan_bindings": ["map", [[101,10001],[201,20001]]],
(]SON) "remote_vtep": ["map",
[[ 10001,
["10.10.1.1","10.2.2.3"]
1,
[ 20001,
["10.10.1.5"]
1
1
1
}
where:
Element Description

tunnel_ip_addr

(Mandatory) Configures the local VTEP interface;
a valid IP address.

Note: Make sure the IP address is properly configured.

vlan_bindings

(Optional) Configure the global VLAN-VNI mapping;
a list of VLANID, VNID.

The map parameter is used to add a new mapping to the
existing one.

remote_vtep

(Optional) A list of VTEP IP address per VNID.
The map parameter is used to add a new VTEP to the
existing one.
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Response

"tunnel_ip_addr": "2.100.30.30",
"vlan_bindings": [“map,
[[101,10001],
[201,20001]]
1,
"remote_vtep": [“map”,
[[ 10001,
["160.10.1.1","10.2.2.3"]
1
[ 20001,
["10.10.1.5"]

]
]
]

Response {
Body
(JSON)

3
where:
Element

Description

tunnel_ip_addr

Configures the local VTEP interface;
a valid IP address.

Note: Make sure the IP address is properly
configured.

vlan_bindings

Configure the global VLAN-VNI mapping;
a list of VLANID, VNID.

remote_vtep

A list of VTEP IP address per VNID.
The map parameter is used to add a new VTEP to the
existing one.
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Update NWV VXLAN (DCI) Configuration

Updates the NWV VXLAN (DCI) configuration.

Request
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Method Type |PUT
Request URI  |/nos/api/cfg/nwv/vxlan
Request {
Body "tunnel_ip_addr": "2.100.30.30",
"vlan_bindings": ["set", [[201,20001]]],

(]SON) "remote_vtep": ["set",

[

[ 10001,

["10.10.1.1","10.2.2.3"]
1
[ 20001,
["10.10.1.5"]
]
]
1
3
where:
Element Description
tunnel_ip_addr (Optional) Configures the local VTEP interface;
a valid IP address.
Note: Make sure the IP address is properly configured.

vlan_bindings (Optional) Configure the global VLAN-VNI mapping; a

list of VLANID, VNID. set removes the vni-mapping,
map adds a new vni-mapping to the existing list.

remote_vtep

(Optional) A list of VTEP IP address per VNID.
set removes the remote-vtep. The map parameter is
used to add a new remote-vtep to the existing list.
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Response

176

Response {
130dy "tunnel_ip_addr": "2.100.30.30",
"vlan_bindings": [“map”,
(JSON) [[101,10001], [201,20001]]
1,
"remote_vtep": [“map”,
[[ 10001,
["10.10.1.1","10.2.2.3"]
1,
[ 20001,
["160.10.1.5"]
11
1,
}
where:
Element Description
tunnel_ip_addr Configures the local VTEP interface;
a valid IP address.
Note: Make sure the IP address is properly
configured.
vlan_bindings Configure the global VLAN-VNI mapping;
a list of VLANID, VNID.
remote_vtep A list of VTEP IP address per VNID.
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Get Interface Ethernet VXLAN Configuration

Gets VXLAN configuration for a specified interface.

Request

Method Type |GET

Request URI |/nos/api/ctg/<if_name>/vxlan

Request

Body

(JSON)

where:

Element Description

if_name Interface name.
Note: The interface must exist. For example Ethernet 1/1 or
Ethernet1%2F1 for RESTfulAPI.

Response
Response {
Body "vxlan": "enabled | disabled"
}

(JSON)

where:

Element Description

if_name Interface name.
Note: The interface must exist. For example Ethernet 1/1 or
Ethernet1%2F1 for RESTfulAPI.

vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.
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Set Interface Ethernet VXLAN Configuration

Updates the VXLAN configuration for a specified interface.

Request

Method Type |POST

Request URI |/nos/api/cfg/<if_name>/vxlan

Request

Body “vxlan”: “enabled | disabled |”

}

(JSON)

where:

Element Description

if_name (Mandatory) Interface name.
Note: The interface must exist. For example Ethernet 1/1 or
Ethernet1%2F1 for RESTful APL

vxlan (Mandatory) The VXLAN interface state;
one of enabled, disabled.
Default value: disabled (null).

Response

Response {

Body "vxlan": "disabled"
}

(JSON)

where:

Element Description

if_name Interface name.
Note: The interface must exist.

vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.
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Update Interface Ethernet VXLAN Configuration

Updates the VXLAN configuration for a specified interface.

Request
Method Type |PUT
Request URI |/nos/api/ctg/<if_name>/vxlan
Request
Body “vxlan”: “enabled | disabled”
}
(JSON)
where:
Element Description
if_name (Mandatory) Interface name.
Note: The interface must exist.
vxlan (Mandatory) The VXLAN interface state; one of enabled,
disabled.
Default value: disabled.
Response
Response {
Body "vxlan": "disabled"
}
(JSON)
where:
Element Description
if_name Interface name.
Note: The interface must exist.
vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.
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Get Interface LAG VXLAN Configuration

Gets VXLAN configuration for a specified interface.

Request
Method Type |GET
Request URI |/nos/api/cfg/lag/<id>/vxlan
Request
Body
(JSON)
where:
Element Description
id LAG interface ID.
Response
Response {
Body "vxlan": "enabled | disabled"
}
(JSON)
where:
Element Description
id LAG interface ID.
vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.

180 REST API Programming Guide for Lenovo CNOS 10.8



Set Interface LAG VXLAN Configuration

Updates VXLAN configurations for a specified interface.

Request

Method Type |POST

Request URI |/nos/api/cfg/lag/<id>/vxlan

Request

Body “vxlan”: “enabled | disabled”

}

(JSON)

where:

Element Description

id (Mandatory) LAG interface ID.

vxlan (Mandatory) The VXLAN interface state;
one of enabled, disabled.
Default value: disabled (null).

Response
Response {
Body "vxlan": "disabled"
}

(JSON)

where:

Element Description

id LAG interface ID.

vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.
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Update Interface LAG VXLAN Configuration

Updates the VXLAN configuration for a specific interface.

Request
Method Type |PUT
Request URI |/nos/api/cfg/lag/<id>/vxlan
Request
Body “vxlan”: “enabled | disabled”
}
(JSON)
where:
Element Description
id LAG interface ID.
vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.
Response
Response {
Body "vxlan": "disabled"
}
(JSON)
where:
Element Description
id LAG interface ID.
vxlan The VXLAN interface state; one of enabled, disabled.
Default value: disabled.
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Get NWV VXLAN Information

Gets the NWV VXLAN information.

Request

Method Type |GET

Request URI |/nos/api/info/nwv/vxlan

Request

Body (JSON)

Response
Response {
Body (JSON) "tunnel_ip_addr": "2.100.30.30",
"vlan_bindings": [“map”,
[[101,10001]]
1,
"remote_vtep": [“map”,
[[ 10001,
["16.10.1.1","10.2.2.3"]
1,
[ 20001,
["10.10.1.5"]
11
1
}
where:
Element Description

tunnel_ip_addr

Configures the local VTEP interface; a valid IP address.

vlan_bindings

The global VLAN ID to Virtual Network ID mapping.

remote_vtep

The VTEP mapping to a specific VNID network.
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Get NWV VXLAN VNI Information

Gets NWV VXLAN VNI information.

Request
Method Type |GET
Request URI  |/nos/api/info/nwv/vxlan/vni
Request
Body (JSON)
Response
Response {
Body (JSON) |, “count”:2,
“vni”: [10000,10001]
3
where:
Element Description
count The total number of configured Virtual Network Instances (VNI).
vni The list of configured VNL
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Get NWV VXLAN VNI Counters Information

Displays the NWV VXLAN virtual network counters.

Request
Method Type |GET
Request URI |/nos/api/info/nwv/vxlan/vni/counters
Request
Body (JSON)
Response
Response [{
BOdy (JSON) "bin": 583118262,
"pktin": 695709,
"bout": 1106560846,
"pktout": 3099569,
"vni": 1
+
{
"bin": 768436428,
"pktin": 929277,
"bout": 1104301875,
"pktout": 3044261,
"vni": 2
1]
where:
Element Description
bin Number of bytes received.
pktin Number of packets in.
bout Number of bytes sent.
pktout Number of packets out.
vni The number of configured VNI
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Delete NWV VXLAN VNI Counters

Resets the NWV VXLAN virtual network counters.

Request

Method Type

DELETE

Request URI

/nos/api/info/nwv/vxlan/vni/counters

Request
Body (JSON)

Response

186

Response
Body

(JSON)
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Get NWV VXLAN Tunnel Information

Gets NWV VXLAN tunnel information.

Request

Response
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Method Type |GET

Request URI  |/nos/api/info/nwv/vxlan/tunnel

Request

Body

(JSON)

Response {

Body “count”:1,

“tunnel": [

(JSON) {“remote-ip”:”192.168.1.3", “status”:”UP"},
{“remote-ip”:”192.168.1.4","status”:"UP"},
{“remote-ip”:”192.168.1.4","status”:”UP"},

1
}

where:

Element Description

count The total number of tunnels.

tunnel The list of configured VTEP. The remote IP address and BFD

status are displayed for each tunnel.
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Get NWV VXLAN MAC-Address Information

Gets NWV VXLAN MAC-Address information.

Request
Method Type |GET
Request URI |/nos/api/info/nwv/vxlan/mac-address
Request
Body
(JSON)
Response
Response {"local-count": 3048,
B0d§7 "local-umac": [{"tunnel": "200.100.0.128", "mac":
"00:B3:33:33:33:38", "vni": 206},
(]S()PJ) {"tunnel": "200.100.0.128", "mac":
"00:B3:33:33:33:39", "vni": 207},
{"tunnel": "200.100.0.128", "mac":
"00:B3:33:33:33:3A", "vni": 208},
{"tunnel": "10.99.250.1", "mac":
"00:AA:AA:AB:18:09", "vni": 3000},
{"tunnel": "10.99.250.1", "mac":
"00:AA:AA:AB:27:A9", "vni": 3000}]
}
where:
Element Description
local-count Number of local MAC addresses.

remote-count Number of remote MAC addresses.

local-umac List of local MAC address. Each MAC address has an
associated VNI and VTEP.

remote-umac List of remote MAC address. Each MAC address has an
associated VNI and VTEP.
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Get NWV VXLAN Virtual Ports Information

Displays the virtual ports.
Request

Method Type |GET

Request URI |/nos/api/info/nwv/vxlan/virtualport

Request

Body

(JSON)

Response
Response {
Body "count": 2,
"virtual-port": [

(JSON) {"remoteTEP": "LOCAL", "vlan": "10",

"port": "Ethernet1/7/2(A)", "vnid": "10001"},
{"remoteTEP": "18.18.200.3", "vlan": "4093",
"port": "Ethernet1/7/1(N,M)", "vnid": "10001"}]
}

where:

Element Description

count The total number of virtual ports.

virtual-port The list of virtual-ports and associated interface name, VNI
and VLAN. The type is displayed for each virtual port
(local/remote) VLAN and VNI.
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Get NWV VXLAN Virtual Port Counters Information

Request

Response

Displays the virtual ports counters.

Method Type |GET
eques nos/api/info/nwv/vxlan/virtualport/counters

R t URI |/nos/api/info/ /vxlan/virtualport/ t

Request

Body

(JSON)

Response {

B0d§7 “virtualport-counters”:
[{"bin": @, "vnid": "201", "pktout": O, "pktin": O, "bout":

(]SON) 0, ‘.'port" : "pol100"}, - .
{"bin": 2343960, "vnid": "201", "pktout": 67404, "pktin":
34470, "bout": 2239512, "port": "po4000"},
{"bin": 0, "vnid": "202", "pktout": O, "pktin": O, "bout":
0, "port": "pole0"},
{"bin": 2343960, "vnid": "202", "pktout": 39712, "pktin":
34470, "bout": 356456, "port": "po4000"},
{"bin": 54930725, "vnid": "2999", "pktout": 115577,
"pktin": 68947, "bout": 52406893, "port": "po520"},
{"bin": 0, "vnid": "3000", "pktout": O, "pktin": 0, "bout":
0, "port": "pol100"},
{"bin": 54951789, "vnid": "3000", "pktout": 115701,
"pktin": 68947, "bout": 52511883, "port": "po520"},
{"bin": @, "vnid": "MULTIPLE", "pktout": @, "pktin": o,
"bout": 0, "port": "Etherneti1/11"},
{"bin": O, "vnid": "MULTIPLE", "pktout": 0, "pktin": 0,
"bout": 0, "port": "Ethernet1/11"}]

where:

Element Description

virtual-port- |The list of counters for each virtual-port:

counters e bin:number of bytes in

e bout: number of bytes out
e pktout:number of packets out
e pktin: numberof packetsin
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DHCP
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The following DHCP URIs are available:

e /nos/api/ctg/dhcp

® /nos/api/cfg/dhcp_client/interface

® /nos/api/cfg/dhcp_client/interface/<if name>

® /nos/api/cfg/dhcp_client/interface/class_id/<if name>
e /nos/api/cfg/dhcp_relay

e /nos/api/cfg/dhcp_relay/interface

e /nos/api/cfg/dhcp_relay/interface/<if name>

® /nos/api/cfg/dhcp_relay/interface/<if_name>/<relay_address>
® /nos/api/cfg/dhcpsnp/entry

® /nos/api/cfg/dhcpsnp/entry/<mac_vlan_ifname>
® /nos/api/cfg/dhcpsnp

e /nos/api/cfg/dhcpsnp/vlan

e /nos/api/ctg/dhcpsnp/vlan/<vlan_id>

® /nos/api/cfg/dhcpsnp/trust

® /nos/api/info/dhcpsnp/cnt

The following DHCP commands are available:

® Get the Global DHCP Client Feature Property

e Update DHCP Client Feature Property

o Get DHCP Client Properties of All Interfaces

e Update DHCP Client Interface Properties

® Delete the Vendor Class Identifier of an Interface
® Get the Global DHCP Relay Service Property

e Update the Global DHCP Relay Service Property
o Get the DHCP Relay Properties of All Interfaces
o Get DHCP Relay Interface Properties

e Update DHCP Relay Interface Properties

® Delete DHCP Relay Interface Properties

e Get DHCP Snooping Binding Table Entry

e Create DHCP Snooping Binding Table Entry

® Delete DHCP Snooping Binding Table Entry

® Get DHCP Snooping Configuration

GET, PUT
GET

PUT

DELETE

GET, PUT
GET

GET, PUT
DELETE

GET, POST
DELETE

GET, PUT
GET

PUT, DELETE
GET, PUT
GET, DELETE
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e Update DHCP Snooping Configuration

e Get DHCP Snooping VLAN Configuration

e Update DHCP Snooping VLAN Configuration

e Delete DHCP Snooping VLAN Configuration

e Get DHCP Snooping Trusted Ports Configuration

e Update DHCP Snooping Trusted Ports Configuration
e Get DHCP Snooping Statistics

e Clear DHCP Snooping Statistics
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Get the Global DHCP Client Feature Property

Request

Response
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Gets the global DHCP client feature property (whether or not DHCP is globally

enabled).

Method Type |GET

Request URI |/mos/api/cfg/dhcp

Request

Body

(JSON)

Response

Body "ena_dhcp_feature": "<ena_dhcp_feature>"
3

(JSON)

where:

Element Description

ena_dhcp_ |Whether the DHCP client feature is enabled globally;

feature one of yes, no. Default value: yes.

Note: If disabled globally, DHCP client and DHCP relay is
disabled on all interfaces. If enabled globally, the per-interface
setting of DHCP client and DHCP relay takes effect.
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Update DHCP Client Feature Property

Sets the global DHCP client feature property (whether or not DHCP is globally

enabled).
Request

Method Type |PUT

Request URI  |/nos/api/cfg/dhcp

Request {

Body "ena_dhcp_feature": "<ena_dhcp_feature>"
3

(JSON)

where:

Element Description

ena_dhcp_ |Whether the DHCP client feature is enabled globally;

feature one of yes, no. Default value: yes.
Note: If disabled globally, DHCP client and DHCP relay is
disabled on all interfaces. If enabled globally, the per-interface
setting of DHCP client and DHCP relay takes effect.

Response

Response {

Body "ena_dhcp_feature": "<ena_dhcp_feature>"
3

(JSON)

where:

Element Description

ena_dhcp_ |Whether the DHCP client feature is enabled globally;
feature one of yes, no. Default value: yes.
Note: If disabled globally, DHCP client and DHCP relay is

disabled on all interfaces. If enabled globally, the per-interface
setting of DHCP client and DHCP relay takes effect.
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Get DHCP Client Properties of All Interfaces

Gets DHCP client properties of all interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcp_client/interface/
Request
Body
(JSON)
Response
Response {
Body "if_name": "<if name>",
"ena_v4_client": ‘"<ena_v4_client>",
(]SON) "ena_v6_client": ‘"<ena_v6_client>",
"reg_hostname": ‘"<req_hostname>",
"reg_ntp_server": '<req_ntp_server>",
"req_log_server": '"<req_log_server>",
"class_id": '"<class_id>"
3
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ena_v4_client Whether the DHCPv4 client is enabled on the interface;
one of Yes, No. Default values: Yes for the management
interface and No for other switch interfaces.
ena_v6_client Whether the DHCPv6 client is enabled on the interface;
one of Yes, No. Default values: Yes for the management
interface and No for other switch interfaces.
reg_hostname Whether a request has been issued for the host name
option on an interface; one of Yes, No. Default value: No.
req_ntp_server Whether a request has been issued for the NTP-server
option on an interface; one of Yes, No. Default value: No.
req_log_server Whether a request has been issued for the Log server
option on an interface; one of Yes, No. Default value: No.
class_id The name of Vendor class identifier.
Note: The Vendor class identifier name must exist.
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Update DHCP Client Interface Properties

Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcp_client/interface/<if_name>
Request {
Body "if_name": "<if name>",
"ena_v4_client": "<ena_v4_client>",
(]SON) "ena_v6_client": "<ena_v6_client>",
"req_hostname": '<req_hostname>",
"regq_ntp_server": '"<req_ntp_server>",
"regq_log_server": '<req_log server>",
"class_id": '"<class_id>"
}
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ena_v4_client Whether the DHCPv4 client is enabled on the interface;
one of Yes, No. Default values: Yes for the management
interface and No for other switch interfaces.
ena_v6_client Whether the DHCPv6 client is enabled on the interface;
one of Yes, No. Default values: Yes for the management
interface and No for other switch interfaces.
req_hostname Whether a request has been issued for the host name
option on an interface; one of Yes, No. Default value: No.
req_ntp_server Whether a request has been issued for the NTP-server
option on an interface; one of Yes, No. Default value: No.
req_log_server Whether a request has been issued for the Log server
option on an interface; one of Yes, No. Default value: No.
class_id The name of Vendor class identifier.
Note: The Vendor class identifier name must exist.
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Response

Response {

Body "if_name": "<if name>",
"ena_v4_client": "<ena_v4_client>",

(]SON) "ena_v6_client": '"<ena_v6_client>",
"req_hostname": '"<req_hostname>",
"reg_ntp_server": '<req_ntp_server>",
"reg_log_server": '<req_log server>",
"class_id": "<class_id>"

}

where:

Element Description

if_name Interface name.

Note: The interface must exist.

ena_v4_client

Whether the DHCPv4 client is enabled on the
interface; one of Yes, No. Default values: Yes for
the management interface and No for other
switch interfaces.

ena_v6_client

Whether the DHCPvV6 client is enabled on the
interface; one of Yes, No. Default values: Yes for
the management interface and No for other
switch interfaces.

reg_hostname

Whether a request has been issued for the host
name option on an interface; one of Yes, No.
Default value: No.

req_ntp_server

Whether a request has been issued for the
NTP-server option on an interface; one of Yes, No.
Default value: No.

req_log_server

Whether a request has been issued for the Log
server option on an interface; one of Yes, No.
Default value: No.

class_id

The name of Vendor class identifier.

Note: The Vendor class identifier name must
exist.
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Delete the Vendor Class Identifier of an Interface

Deletes the vendor class identifier of a specific interface.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/dhcp_client/interface/class_id/<if_name>

Request

Body

(JSON)

where:

Element Description

if_name Interface name.

Note: The interface must exist.

Response

Response

Body

(JSON)
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Get the Global DHCP Relay Service Property

Gets the global DHCP relay service property (whether the relay service has been
enabled globally) class identifier of a specific interfaces.

Request

Method Type

GET

Request URI

/nos/api/cfg/dhcp_relay

Request
Body

(JSON)

Response

Response
Body

(JSON)

{

"ena_v4_relay":
"ena_v6_relay":

}

""<ena_v4_relay>",
""<ena_v6_relay",

where:

Element

Description

ena_v4_relay

effect.

Whether DHCPv4 relay is enabled on the interface;
one of Yes, No. Default value: Yes.
Note: If disabled globally, DHCPv4 relay is disabled on

all interfaces. If DHCPv4 relay service is enabled
globally, the per-interface setting of DHCPv4 relay takes

ena_v6_relay

effect.

Whether DHCPv6 relay is enabled on the interface;
one of Yes, No. Default value: Yes.
Note: If disabled globally, DHCPv6 relay is disabled on

all interfaces. If DHCPv®6 relay service is enabled
globally, the per-interface setting of DHCPv6 relay takes
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Update the Global DHCP Relay Service Property

Updates the global DHCP relay service property (whether the relay service has
been enabled globally) class identifier of a specific interfaces.

Request

Method Type |PUT

Request URI |/nos/api/cfg/dhcp_relay

Request
Body

(JSON)

Response

Response {
Body "ena_v4_relay": ‘"<ena_v4_relay>",
"ena_v6_relay": "<ena_v6_relay",

(JSON) }

where:

Element Description

ena_v4_relay Whether DHCPv4 relay is enabled on the interface;
one of Yes, No. Default value: Yes.
Note: If disabled globally, DHCPv4 relay is disabled on all

interfaces. If DHCPv4 relay service is enabled globally, the
per-interface setting of DHCPv4 relay takes effect.

ena_v6_relay Whether DHCPV6 relay is enabled on the interface;
one of Yes, No. Default value: Yes.
Note: If disabled globally, DHCPv6 relay is disabled on all

interfaces. If DHCPv6 relay service is enabled globally, the
per-interface setting of DHCPv6 relay takes effect.
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Get the DHCP Relay Properties of All Interfaces

Gets the DHCP relay properties for all interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcp_relay/interface/
Request
Body
(JSON)
Response
Response {
Body "if_name": "<if name>",
"dhcpv4_relay":
(JSON) [ .
"va_relay_addr": "<v4_relay_addr>",
}
1,
"dhcpvé_relay":
[
{
"vé_relay_addr": "<v6_relay_addr>",
"v6_relay_out_if": "<v6_relay_out_if>"
}
1
}
where:
Element Description
if_name Interface name.

Note: The interface must exist.
v4_relay_addr IPv4 address of the relay server; a valid IPv4 address.
v6_relay_addr IPv6 address of the relay server; a valid IPv6 address.
v6_relay_out_if Outgoing interface of the relay service.

Note: The interface must exist.
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Get DHCP Relay Interface Properties

Gets the DHCP relay interface properties for a specific interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcp_relay/interface/<if_name>
Request
Body
(JSON)
where:
Element Description
if_name Interface name.
Note: The interface must exist.
Response
Response [
Body t ‘
"if_name": "<if name>",
(]SON) "dhcpv4_relay":
[
{
"v4_relay_addr": "<vd_relay_addr>",
}
1,
"dhcpv6_relay":
[
{
"v6_relay_addr": "<v6_relay_addr>",
"v6_relay_out_if": "<v6_relay_out_if>"
}
]
}
]
where:
Element Description
if_name Interface name.
Note: The interface must exist.
v4_relay_addr IPv4 address of the relay server; a valid IPv4
address.
v6_relay_addr IPv6 address of the relay server; a valid IPv6
address.
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Element

Description

v6_relay_out_if

Outgoing interface of the relay service.

Note: The interface must exist.

Notes:

® The response body will be empty if no DHCP relay configuration has been made

on the specified interface.

e Only the what is configured will be displayed. For example, if no
dhcpv6_relay is configured, none will be displayed.
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Update DHCP Relay Interface Properties

Updates the DHCP relay interface properties for a specific interface.

Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcp_relay/interface/<if_name>
Request {
Body "if_name": "<if name>",
"dhcpv4_relay":
(JSON) »
"v4_relay_addr": "<v4_relay_addr>",
}
1,
"dhcpv6_relay":
[
{
"v6_relay_addr": "<v6_relay_addr>",
"v6_relay_out_if": "<v6_relay_out_if>"
}
1
}
where:
Element Description
if_name Interface name.

Note: The interface must exist.
v4_relay_addr IPv4 address of the relay server; a valid IPv4 address.
v6_relay_addr IPv6 address of the relay server; a valid IPv6 address.
v6_relay_out_if |Outgoing interface of the relay service.

Note: The interface must exist.
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Response
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Response [
Body t )
"if_name": "<if name>",
(]SON) "dhcpv4_relay":
[
{
"v4_relay_addr": "<v4_relay_addr>",
}
1,
"dhcpv6_relay":
[
{
"v6_relay_addr": "<v6_relay_addr>",
"vé_relay_out_if": "<v6_relay_out_if>"
}
1
}
1
where:
Element Description
if_name Interface name.

Note: The interface must exist.

v4_relay_addr

IPv4 address of the relay server; a valid IPv4 address

v6_relay_addr

IPv6 address of the relay server; a valid IPv6 address

v6_relay out_if

Outgoing interface of the relay service.

Note: The interface must exist.
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Delete DHCP Relay Interface Properties

Request

Response

Deletes the DHCP relay interface properties for a specific interface.

Method Type |DELETE

Request URI |/nos/api/cfg/dhcp_relay/interface/<if _name>/<relay_address>
Request

Body

(JSON)

where:

Element Description

if_name Interface name.

Note: The interface must exist.

relay_address

IPv4 or IPv6 address of the relay server; a valid IPv4 or IPv6
address.

Note: If no relay address is specified, all relay server
configuration information for this interface will be removed.

Response
Body

(JSON)
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Get DHCP Snooping Binding Table Entry

Gets the DHCP Snooping binding table entries.

Request

Response

© Copyright Lenovo 2018

Method Type |GET
Request URI |/nos/api/cfg/dhcpsnp/entry
Request
Body (JSON)
Response [
{
Body (JSON) "mac" :"{mac address}",
"ip_addr":"{ip address}",
"lease_time" : " {lease time in seconds}",
"type": " {dynamic/static}",
"vlan": " {vlan number}",
"if_name": " {if name}",
3
]
where:
Element Description
mac The MAC address of the binding table entry, in the following
format: XX: XX:XX: XX:XX:XX.
ip_addr The IP address of the binding table entry.

lease_time

The lease time, in seconds, for the binding table entry;
an integer from 1-4294967295.

type The type of the binding table entry; one of dynamic, static.
vlan The VLAN of the binding table entry; an integer from 1-4093.
if_name The name of the switch interface for the binding table entry.

For example Ethernet1/12.
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Create DHCP Snooping Binding Table Entry

Request

Adds a DHCP Snooping binding table entry.

Method Type |POST
Request URI |/nos/api/cfg/dhcpsnp/entry
Request {
Body (]SON) "mac" : " {mac address}",
"ip_addr": " {ip address}",
"lease_time": " {lease time in seconds}",
"vlan":"{vlan number}",
"if_name" :" {if name}",
3
where:
Element Description
mac The MAC address of the binding table entry, in the following
format: XX: XX: XX: XX: XX:XX.
ip_addr The IP address of the binding table entry.

lease_time

The lease time, in seconds, for the binding table entry;
an integer from 1-4294967295.

type

The type of the binding table entry; one of dynamic, static.

vlan

The VLAN of the binding table entry; an integer from 1-4093.
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Delete DHCP Snooping Binding Table Entry

Request
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Removes an entry from the DHCP Snooping binding table.

Method Type |DELETE

Request URI |/nmos/api/cfg/dhcpsnp/entry/<mac_vlan_ifname>

Request

Body (JSON)

where:

Element Description

mac_vlan_ The MAC address, VLAN, or interface name to identify the
ifname binding table entry; one of:

o MAC address in format XX:XX: XX:XX:XX:XX
e VLAN number: 1-4093
o [nterface name (for example, Ethernet1/12)
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Get DHCP Snooping Configuration

Gets the DHCP Snooping configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcpsnp
Request
Body (JSON)
Response
Response {
Body (JSON) "dhcpsnp_feature":"{enable/disable}",
"option_82":"{enable/disable}",
}
where:
Element Description
dhcpsnp_ The global status of the DHCP service on the switch;
feature one of enable, disable.
option_82 |The status of DHCP Option 82; one of enable, disable.
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Update DHCP Snooping Configuration

Updates the DHCP Snooping configuration.

Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcpsnp
Request {
Body (JSON) "dhcpsnp_feature":"{enable/disable}",
"option_82":"{enable/disable}",
}
Response
Response
Body (JSON)
where:
Element Description
dhcpsnp_ The global status of the DHCP service on the switch;
feature one of enable, disable.
option_82 |The status of DHCP Option 82; one of enable, disable.
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Get DHCP Snooping VLAN Configuration

Gets the DHCP Snooping VLAN configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcpsnp/vlan
Request
Body (JSON)
Response
Response {
Body (JSON) "vlan_enabled":"{vlan_id}",
where:
Element Description
vlan_ The VLAN for DHCP Snooping; an integer from 1-4093.
enabled
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Update DHCP Snooping VLAN Configuration

Updates the DHCP Snooping VLAN configuration.

Request

Method Type |PUT

Request URI |/nos/api/cfg/dhcpsnp/vlan

Request {
Body (JSON) "vlan_enabled": {vlan_id}
}

where:

Element Description

vlan_ The VLAN on which DHCP Snooping is enabled;
enabled an integer from 1-4093.
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Delete DHCP Snooping VLAN Configuration

Deletes the DHCP Snooping VLAN configuration.

Request

214

Method Type

DELETE

Request URI

/nos/api/cfg/dhcpsnp/vlan/<vilan_id>

Request
Body (JSON)

where:

Element

Description

vlan_id

The VLAN for DHCP Snooping; an integer from 1-4093.
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Get DHCP Snooping Trusted Ports Configuration

Request

Response
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Gets the DHCP Snooping trusted ports configuration.

Method Type |GET
Request URI |/nos/api/ctg/dhcpsnp/trust
Request
Body (JSON)
Response [
Body (JSON) | { _
"if_name" :" {interface name}",
"trusted":" {yes/no}"
3
1
where:
Element Description
if_name The name of the switch interface to be configured as a DHCP
Snooping trusted port. For example: Ethernet1/12.
trusted Whether the specified switch interface is a trusted port;

one of yes, no.
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Update DHCP Snooping Trusted Ports Configuration

Updates the DHCP Snooping trusted ports configuration.

Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcpsnp/trust
Request {
Body (JSON) "if_name" :" {interface name}",
"trusted": " {yes/no}"
3
where:
Element Description
if_name The name of the switch interface to be configured as a DHCP
Snooping trusted port. For example: Ethernet1/12.
trusted Whether the specified switch interface is a trusted port.
one of: yes, no.
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Get DHCP Snooping Statistics

Gets DHCP Snooping statistics.

Request

Response
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Method Type |GET

Request URI |/nos/api/info/dhcpsnp/cnt

Request

Body (JSON)

Response {

BOdy (JSON) "rev_req_pkts": " {Received Request packets}",
"rev_rep_pkts": " {Received Reply packets}",
"drop_pkts":"{Dropped packets}"

3

where:

Element Description

rcv_req_ The number of received DHCP request packets;

pkts an integer from 0-4294967295.

rcv_rep_ The number of received DHCP reply packets.

pkts an integer from 0-4294967295.

drop_pkts |The number of dropped DHCP packets.

an integer from 0-4294967295.
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Clear DHCP Snooping Statistics

Resets DHCP Snooping statistics.

Request
Method Type |DELETE
Request URI |/nos/api/info/dhcpsnp/cnt
Request
Body (JSON)
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DNS
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The following Domain Name System (DNS) URIs are available:

/nos/api/info/dns
/nos/api/cfg/dns
/nos/api/cfg/dns/nameserver
/nos/api/cfg/dns/defaultdomain
/nos/api/cfg/dns/domain

/nos/api/cfg/dns/nametoip

The following DNS commands are available:

Get DNS Host Information

Configure DNS Client Service
Configure DNS Name Server

Delete DNS Name Server

Configure DNS Default Domain Name
Delete DNS Default Domain Name
Configure DNS Domain Name

Delete DNS Domain Name

GET

POST

POST, DELETE
POST, DELETE
POST, DELETE
POST, DELETE

Configure DNS Hostname to IP Address Mapping

Delete DNS Hostname to IP Address Mapping
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Get DNS Host Information

Gets DNS Client information, such as domain-lookup service state, default domain
name, and additional domain names.

Request

Response

Method Type |GET

Request URI |/nos/api/info/dns

Request

Body (JSON)

Response {

Body (]SON) "domain_lookup":"enable/disable",
"dynamic_domain":"Dynamic domain/No dynamic domain",
"dynamic_nameserver":"Dynamic name server/Static name
server",

"domain_list":[{"domain_name" : "<domain>"}],

"nameserver_list":[{"address":"<address>"}],

"nametoip_list":[{"name":"<name>", "address":'"<address>"}]
}

where:

Element Description

domain_ The status of the DNS service on the switch;

lookup one of enabled, disabled.

dynamic_ Whether the DNS Client domain name is dynamically learnt;

domain one of dynamic domain, no dynamic domain.

dynamic_ Whether the DNS Client name server is dynamically learnt;

nameserver |one of dynamic name server, static name server.

domain_ (Optional) The DNS Client configured domain name list.

list

nameserver |(Optional) The DNS Client configured name server list.

_list

nametoip_ |(Optional) The DNS Client configured hostname to IP address

list mapping list. Valid value: the list of hostname to IP address

mappings.
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Configure DNS Client Service

Request

Response
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Configures the status of the DNS Client service on the switch.

Method Type |POST

Request URI |/nos/api/cfg/dns

Request {

Body (]SON) "dns_client_status":"enabled/disabled"
3

where:

Element Description

dns_client
_status

The status of the DNS Client service; one of enabled, disabled.

Response
Body (JSON)

"dns_client_status":"enabled/disabled"

}
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Configure DNS Name Server

Configures a DNS name server.

Request

Method Type |POST

Request URI |/nos/api/cfg/dns/nameserver

Request {

Body (JSON) "nameserverl1" : "<serverl_address>",
"nameserver2" : "<server2_address>",
"nameserver3" : "<server3_address>",
"vrf': "<orf_name>"

}
where:
Element Description

nameserverl |The first name server address. Valid value: the IP address.

nameserver?2 |The second name server address. Valid value: the IP address.

nameserver3 |The third name server address. Valid value: the IP address.

vrf The VRF instance for the name server.
Valid value: the VRF instance name.
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Delete DNS Name Server

Request
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Removes a configured DNS name server.

Method Type |DELETE

Request URI |/nos/api/cfg/dns/nameserver/<server_addr>/<vrf>
where:

Element Description

server_addr

The name server address. Valid value: the IP address.

orf

The VRF instance for the name server. Valid value: the VRF
instance name. Default value: default.
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Configure DNS Default Domain Name

Configures the default DNS domain name.

Request

Method Type |POST

Request URI |/nos/api/cfg/dns/defaultdomain

Request {
BOdy (JSON) "domain_name" : "<default_domain_name>",
"vrf': "<orf_name>"
}
where:
Element Description

domain_name |The name of the default DNS domain (string).

vrf The VREF instance for the default DNS domain.
Valid value