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Preface
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The REST API Programming Guide for Lenovo CNOS 10.6 describes how to configure
and use the Cloud Network Operating System 10.6 software on the following
Lenovo RackSwitches:

Lenovo RackSwitch G8272. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8272 Installation Guide.

Lenovo RackSwitch G8296. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8296 Installation Guide.

Lenovo RackSwitch G8332. For documentation on installing the switch
physically, see the Lenovo RackSwitch G8332 Installation Guide.

ThinkSystem NE1032 RackSwitch. For documentation on installing the switch
physically, see the Lenovo ThinkSystemn NE1032 RackSwitch Installation Guide.

ThinkSystem NE1032T RackSwitch. For documentation on installing the switch
physically, see the Lenovo ThinkSystem NE1032T RackSwitch Installation Guide.

ThinkSystem NE1072T RackSwitch. For documentation on installing the switch
physically, see the Lenovo ThinkSystem NE1072T RackSwitch Installation Guide.

ThinkSystem NE10032 RackSwitch. For documentation on installing the switch
physically, see the Lenovo ThinkSystem NE10032 RackSwitch Installation Guide.

ThinkSystem NE2572 RackSwitch. For documentation on installing the switch
physically, see the Lenovo ThinkSystem NE2572 RackSwitch Installation Guide.
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Who Should Use This Guide

This guide is intended for network installers and system administrators engaged in
configuring and maintaining a network. The administrator should be familiar with
Ethernet concepts, IP addressing, Spanning Tree Protocol, and SNMP configuration
parameters.
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What You’ll Find in This Guide

This guide will help you plan, implement, and administer Cloud NOS software.
Where possible, each section provides feature overviews, usage examples, and
configuration instructions. The following material is included:

This book contains the following chapters:

e Chapter 1, “Introduction,” gives an overview of the Lenovo REST API and how
to start the server.

e Chapter 2, “REST Server JSON Calls,” describes the URIs and functions
available in the REST APL.

e Appendix A, “Getting Help and Technical Assistance,” describes where to get
help with your product.

e Appendix B, “Notices,” contains legal notices.
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Additional References

Additional information about installing and configuring the switch is available in
the following guides:

e Lenovo Network Application Guide for Lenovo Cloud Network Operating System 10.6

e Lenovo Network Command Reference for Lenovo Cloud Network Operating
System 10.6

o Lenovo Network Release Notes for Lenovo Cloud network Operating System 10.6
e Lenovo Python Programming Guide for Lenovo Cloud Network Operating System 10.6
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Typographic Conventions
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The following table describes the typographic styles used in this book.

Table 1. Typographic Conventions

Typeface or
Symbol

Meaning

Example

ABC123

This type is used for names of
commands, files, and

directories used within the text.

It also depicts on-screen

computer output and prompts.

View the readme. txt file.

Switch#

ABC123

This bold type appears in
command examples. It shows
text that must be typed in
exactly as shown.

Switch# ping

<ABC123>

This italicized type appears in
command examples as a
parameter placeholder.
Replace the indicated text with
the appropriate real name or
value when using the
command. Do not type the
brackets.

This also shows book titles,
special terms, or words to be
emphasized.

To establish a Telnet session,
enter:
Switch# telnet <IP address>

Read your User’s Guide
thoroughly.

{:

Command items shown inside
brackets are mandatory and
cannot be excluded. Do not
type the brackets.

Switch# cp {ftp|sftp}

[1

Command items shown inside
brackets are optional and can
be used or excluded as the
situation demands. Do not
type the brackets.

Switch# configure [device]

The vertical bar (]) is used in
command examples to
separate choices where
multiple options exist. Select
only one of the listed options.
Do not type the vertical bar.

Switch# cp {ftp|sftp}

<AaBb123>

This block type depicts menus,
buttons, and other controls
that appear in graphical
interfaces.

Click the <Save> button.
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Chapter 1. Introduction

© Copyright Lenovo 2017

The Lenovo REST Application Programming Interface (API) enables you to
remotely configure and manage a Lenovo switch using REST, HyperText Transfer
Protocol (HTTP), and Hyper Text Transfer Protocol over SSL (HTTPS).

The REST (REpresentational State Transfer) architecture has six constraints:

e Uniform Interface

Stateless

Cacheable

Client-Server

Layered Systems

e Code on Demand

The REST APl is a JavaScript Object Notation-based (JSON) wrapper around
Lenovo’s Python On-Box Scripting interface. It is a component of Configuration,
Management, and Reporting (CMR) on CNOS.

Note: The Lenovo REST API calls have been tested with:
e The Advanced Rest Client extension (version 6.19.17.118 or earlier) in Chrome
e The RESTClient extension in Firefox

e The Python3 http.client module
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REST APl Components

20

The following figure shows components of the REST API and JSON:
Figure 1. REST/JSON Components

Python-SMI
binding

The cherrypy server interprets the REST JSON code. When the cherrypy server
receives a REST API request, it executes the appropriate Python code on Cloud
NOS and translates it into a series of Simple Management Interface (SMI) calls. For
each CLI connection through the console, SSH, or Telnet, a separate Cloud NOS
process is spawned to service CLI commands.

HTTP
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Using the REST Server

This section discusses starting, stopping, and communicating with the REST
server.

Starting and Stopping the REST Server

Use the CNOS CLI to start or stop the REST server.

Starting the REST Server

To start the REST server listening on the HTTPS port (443), in Global Configuration
Mode on the switch, enter:

Switch(config)# feature restApi

To start the REST server listening in HTTP mode on port 8090, in Global
Configuration Mode on the switch, enter:

Switch(config)# feature restApi http

This starts the REST server (cherrypy) listening on the specified port (443 or 8090)
and writes the Process ID to the following PID file:

/var/run/restfib<VRF ID>.pid

where:
e VRF ID =0 for the default Virtual Routing and Forwarding (VRF) ID
e VRF ID =1 for the management Virtual Routing and Forwarding (VRF) ID

A separate REST server instance is created for each VRF ID created (one default,
one management).

Stopping the REST Server

To stop the REST server, in Global Configuration Mode on the switch, enter:

‘ Switch(config)# no feature restApi

This stops the REST server from listening on all ports for all VRF IDs.
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Communicating with the REST Server

To log onto the REST server, use the URL:
http://<management switch IP address><port>/nos/api/login
The default port is 443.

Confirm adding a security exception. Enter your username and password.

Note: You must be a “network-admin” user to use the REST API. Requests from
users with other roles will be rejected.

The REST API uses the following types of HTTP methods:
e POST

o GET

e PUT

e DELETE

Request Formats

22

The format of a URI or URL for a resource depends upon which type of request is
being sent.

Table 2. REST API URI/URL Conventions

Request |URI Format
Type

POST http://<switch address>: <port>/nos/api/ctg/<resource>
[parameters={<parameters>}]

GET http://<switch address>: <port>/nos/api/cfg/<resource>/<ID>

http://<switch address>:<port>/nos/api/info/<resource>/<ID>

PUT http://<switch address>: <port>/nos/api/ctg/<resource>
[parameters={<parameters>}]

DELETE |http://<switch address>:<port>/nos/api/cfg/<resource>/<ID>

where:

Parameter |Description

switch The switch IP address and port where the REST server is installed.
address:port

resoutrce Any network or switch resource, such as an interface or a VLAN.

parameters | Additional parameters related to the request, presented in JSON
format.

REST API Programming Guide for Lenovo CNOS 10.6



The following example shows a PUT request for interface ethernet1/1:

PUT /nos/api/cfg/interface/Ethernet1%2F1

"duplex": "full",
"mtu": 1500,

"admin_state": "up",

Note: When a port or other parameter in the URI has a slash (/) in it, such as
ethernet1/1, you need to substitute the hexadecimal code for the slash (%2F, as
in ethernet1%2F1) so the slash is not read as a directory delimiter. Slash
characters are allowed in the JSON Request.

The following example shows the response to the previous PUT request:

PUT /nos/api/cfg/interface/Ethernet1%2F1

"duplex": "full",

"if_name": "Etherneti1/1",
"mtu": 1500,

"admin_state": "up",
"mac_addr": "a897.dcf8.1101",
"ifindex": "9",

"oper_state": "up",

"speed": '"10000"

}

Getting the REST Server Status

To get the current status of the REST server, including the listening port number,
from the CLI, enter:

‘ Switch# display restApi server

Authenticating Users on the REST Server

© Copyright Lenovo 2017

To log onto the switch via the REST server, use the following URL:
https://<IP address>/nos/api/login
where IP address is the management IP address of the switch you are accessing.

Your user session expires based on the switch timeout value, which defaults to 10
minutes.

To log out of the switch via the REST server, use the following URL:

https://<IP address>/nos/api/logout
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Server Security

The REST API uses the local user database in CNOS on the switch for
authentication. All REST requests must be issued by a “network-admin” user.
Requests made by any other type of user will be rejected by the REST API server.

The REST server uses cookies to identify sessions. Specifically, a cookie is assigned
for each session, and its passback will be requested by the REST server. A REST
API client must first issue a “Set-Cookie” request and then must pass the cookie
back on all subsequent REST requests.
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HTTPS Support

When REST API via HTTPS is enabled by default, a self-signed certificate is
generated automatically.

Note: Lenovo recommends using CSR or CA signed certificates rather than
self-signed certificate. For more information on how to generate CSR or CA
certificates, see the CNOS Application Guide.

To refresh a self-signed certificate, use the following steps:

1. Disable the REST server:

Switch(config)# no feature restApi

To verify that the REST server is not running, enter:

Switch(config)# display restApi server
rest server disabled port: 8090(HTTP)

2. Enter the Public Key Infrastructure (PKI) configuration mode.

Switch(config)# pki rest_mgmt
Switch(config-pki)#

3. Create the certificate:

Switch(config-pki)#host-cert generate

Country Name (2 letter code) [US]:

State or Province Name (full name) [California]:

Locality Name (eg, city) [Santa Clara]:

Organization Name (eg, company) [Lenovo Networking Operating System]:
Organizational Unit Name (eg, section) [Network Engineering]:

Common Name (eg, FQDN or YOUR name) []: netuser

Email (eg, email address) []: netuser@lenovo.com

Confirm generate certificate? (y/n) [n] vy

Host certificate generation succeeded

Note: The default values are in square brackets ([text]); press Enter to use the
default values.

4. Re-enable the REST server:

Switch(config)# feature restApi

5. Make sure the REST server is running:

Switch(config)# display restApi server
rest server enabled port: 443

restApi pki rest_mgmt vrf management
restApi pki rest_default vrf default

6. The REST PKI profiles are automatically generated.
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To display host certificate information, use the following commands: :

Switch(config)#display pki rest_mgmt host-certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: sha512withRSAEncryption
Issuer: C=US, ST=California, L=Santa Clara, O=Lenovo Networking
Operating System, OU=Network Engineering,
CN=acomsa/emailAddress=netuser@lenovo.com
Validity
Not Before: May 3 14:49:49 2017 GMT
Not After : May 3 14:49:49 2018 GMT
Subject: C=US, ST=California, L=Santa Clara, O=Lenovo Networking
Operating System, OU=Network Engineering,
CN=acomsa/emailAddress=netuser@lenovo.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:d2:e6:5d:11:¢c1:0c:f0:5e:75:09:ac:ab:77:2b:
a2:c2:ca:fd:33:79:f9:58:6c:c6:d9:89:87:a4:d8:
94:79:ab:ca:f2:15:f3:ab:43:66:27:2f:87:40:76:
7f:ed:4c:5a:€2:23:18:98:68:fe:4b:51:bf:4a:6b:
64:08:4f:00:90:0e:df:71:d7:c4:db:48:99:4f:3d:
47:4b:ae:0a:9a:ba:d8:f0:15:93:4e:c0:6d:2c:64:
a9:1f:c0:a7:6f:7f:4f:87:2d:b5:c7:8a:d5:09:37:
5c:8b:6f:14:b5:e7:8c:5d:99:da:ae:20:2c:0d:94:
b3:c3:f8:4c:5f:04:8f:71:4f:19:b2:18:11:64:¢e4:
9a:96:41:2b:bf:de:9a:87:32:6b:a5:22:f3:eb:32:
da:c5:ac:c8:d4:cf:83:14:6a:39:23:b9:49:2e:bc:
ec:84:e6:5c:f9:d6:df:2d:97:e7:f3:dd:cb:6d:c0:
94:el:al:9a:94:ea:3a:65:04:e7:63:45:fa:70:7d:
f6:89:2d:af:7d:bf:d4:7d:f2:f1:45:b7:a4:11:16:
29:c4:4a:56:58:63:6e:b6:4d:6a:aa:c8:2e:c0:7b:
15:b5:7b:bf:00:00:f6:9c:75:6a:cd:50:2d:6e:68:
24:74:77:dc:29:dc:7e:35:b0:4a:02:f9:76:b0:7cC:
65:23
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Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Subject Key Identifier:

51:7A:5E:95:9D:0E:23:17:57:DF:13:63:D1:07:A6:05:07:B3:38:7F

Signature Algorithm: sha512WithRSAEncryption
74:b4:16:bf:06:a9:69:8f:dc:8f:de:cf:5d:18:f8:ba:82:71:
b4:8b:8c:22:b4:1e:66:55:d3:3f:al:71:cc:7b:1a:bd:fd:5b:
56:d7:c8:4c:4c:32:09:47:1c:7e:8a:f1:f6:f4:67:95:d6:88:
7f:f5:ad:af:09:e8:5c:ca:46:54:93:71:38:b6:00:e8:b3:fa:
cc:71:e7:cbh:67:ac:8f:ec:22:01:3e:da:54:04:f8:77:3d:2c:
78:80:a1:01:6e:d6:19:23:1a:f2:d0:8e:af:71:e3:1a:b0:a5:
9b:fa:53:04:eb:92:2b:b0:b5:c2:51:d0:e0:85:b5:04:f7:24:
5b:20:58:76:f8:e3:bc:a6:c4:15:2a:5a:ee:60:bb:eb:f5:96:
ce:2d:9a:78:bd:5b:c5:68:a3:c7:5a:41:a4:48:43:5d:f6:8a:
ee:9f:cf:e8:8c:48:b6:2a:9a:93:aa:ed:00:87:2b:12:92:b6:
2f:1d:9b:70:43:57:98:a2:70:16:8e:0c:7d:ac:b2:9e:d0:99:
2d:76:2f:20:f7:49:c9:ac:08:e2:cc:ab6:4e:10:12:bd:c0:15:
a3:e6:1c:6e:5d:96:8f:31:ab:19:92:42:70:e7:c0:3a:f7:cb:
43:a0:c4:db:99:68:37:ca:69:e7:e0:35:52:7d:6c:ec:9e:0a:
56:25:4b:09

Switch(config)#display pki rest_default host-certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
95:22:0b:f1:2b:b8:96:69
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=California, L=Santa Clara, O=Lenovo Network
Operating System CNOS, OU=Network Engineering, CN=0.0.0.0
Validity
Not Before: Mar 7 12:53:02 2017 GMT
Not After : Mar 7 12:53:02 2018 GMT
Subject: C=US, ST=California, L=Santa Clara, O=Lenovo Network
Operating System CNOS, OU=Network Engineering, CN=0.0.0.0
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:e3:81:8f:dd:a2:d9:ef:9b:3e:50:4f:f6:79:e2:
d2:07:06:3e:db:46:fd:05:7b:ea:84:f0:34:al1:b7:
e7:4c:f0:3d:c3:b0:c0:82:1d:60:85:b5:ec:82:ea:
e2:65:a3:a3:6b:27:f5:17:b1:fe:52:cl:ea:4c:40:
55:0a:c0:2f:6f:4c:42:ef:74:72:ef:a4:5b:b2:4d:
90:74:97:48:51:bd:d8:9b:56:2c:ee:e4:41:5e:4fF:
b9:0a:31:91:¢c6:08:94:cbh:21:6e:d2:69:0d:db:12:
56:2a:33:2c:1b:de:53:93:2d:f4:00:74:38:65:€e3:
£5:2d:09:13:14:36:63:23:33:d8:9d:1b:d6:ba:4c:
8f:0c:de:e7:3e:56:d4:4e:ab:3c:cc:27:a1:0f:15:
e5:8c:a8:f0:cf:84:7¢:3f:3d:23:19:71:25:7d:19:
26:b6:79:47:a1:f6:6c:ee:91:2f:db:55:3e:17:7a:
89:ab:43:6e€:73:9b:bc:b7:54:b6:83:d7:a5:9a:5c:
8f:d0:a6:d1:65:f0:d2:6a:70:25:ce:9b:9a:06:49:
4e:5a:cd:d5:4c:96:1f:84:f1:b9:97:ea:a9:de:c5:
26:80:€ee:48:3b:aa:bh8:4c:fd:bc:71:0e:96:40:64:
38:20:da:0e:a4:42:a9:95:ae:43:de:14:2b:2a:4c:
3e:a9
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ea

bl:
16:
42:
18:
72:
ef:
df:
da:
e8:
76:
fb:
da:

23:
77:

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:

D5:FC:6B:30:CD:D9:7B:4D:57:30:80:6A:AD:96:E6:02:27:

X509v3 Authority Key Identifier:

keyid:D5:FC:6B:30:CD:D9:7B:4D:57:30:80:6A:AD:96:E6:

X509v3 Basic Constraints:

e5:
b7:
76:
8e:
5d:
le:
cl:
48:
3f:
97:
33:
2d:
:b2:
f3:
2d:

CA:FALSE

Signature Algorithm: sha256WithRSAEncryption

ad:cb:9c:c9:fe:7a:8f:2f:73:2a:eb:76:
c6:5b:aa:84:30:37:b2:8c:f3:5a:71:2e:
6c:fa:8c:ef:53:4d:db:34:3d:1c:45:c1:
79:8b:d7:92:55:13:89:ad:d4:d0:47:e0:
a2:45:f8:7d:ed:fd:18:f7:04:¢c8:64:98:
33:¢8:05:63:10:cf:db:28:e5:8d:c1:6d:
96:34:6f:3a:64:18:13:97:7f:2a:58:6b:
1d:58:47:9d:5d:26:44:22:d6:10:ce:11:
l1la:5c:d0:33:2b:92:23:f5:44:de:43:32:
b7:65:b4:f2:f5:a9:d4:7e:1a:3d:fb:f3:
98:a4:5c:9a:44:9f:10:81:24:78:d5:36:
6Cc:7a:48:8b:a3:4c:0a:2b:99:1f:23:ef:
41:dc:20:54:d2:06:6f:b9:10:7a:58:55:
11:ec:32:11:71:4d:70:5a:2a:6c:07:c2:

f2:af

06:

02:

cc:
77:
80:
d4:
2d:
4b:
f2:
68:
de6:
ce:
7d:
la:
f3:
od:

EF:

27:

ad:
28:
64:
10:
c5:
2e:
8e:
21:
b7:
cO:
3c:
4e:
ba:
75:

DA

06:

f2:
56:
1c:
db:
76:
2a:
ee:
db:
fc:
2f:
b5:
3d:
ba:
25:

EF:DA

41:
1c:
04:
37:
43:
54:
10:
ea:
ef:
8a:
3c:
b7:
72:
aa:
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REST Server Limitations

The following limitations apply to the REST server:
e Authentication via RADIUS or TACACS+ is not supported.

e REST API calls can only be made by a “network-admin” user. Requests made
by any other type of user will be rejected by the REST API server.

e The only MIME type supported is “application/json”. Any other values,
including no MIME type, will be rejected.

e Each request from a client must contain all information necessary for the REST
server to fulfill the request. Requests with partial information will be ignored.
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Chapter 2. REST Server JSON Calls
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This chapter contains the JavaScript Object Notation (JSON) calls you can make to
the REST server on the switch.

e “AAA” on page 33 - lists URIs and functions with regards to Authentication,

Authorization and Accounting (AAA)

“ARP” on page 51 - lists URIs and functions with regards to Address Resolution
Protocol (ARP)

“BGP” on page 65 - lists URIs and functions with regards to Border Gateway
Protocol (BGP)

“CEE” on page 125 - lists URIs and functions with regards to Converged
Enhanced Ethernet (CEE)

“DHCP” on page 165 - lists URIs and functions with regards to Dynamic Host
Configuration Protocol (DHCP)

“DNS” on page 193 - lists URIs and functions with regards to Domain Name
System (DNS)

“ECMP” on page 205 - lists URIs and functions with regards to Equal Cost
Multiple Paths (ECMP)

“FDB” on page 215 - lists URIs and functions with regards to Forwarding
Database (FDB)

“IGMP” on page 231 - lists URIs and functions with regards to Internet Group
Management Protocol (IGMP)

“Interface” on page 245 - lists URIs and functions with regards to switch
interfaces, such ethernet ports or loopback interfaces

“IP Interface” on page 257 - lists URIs and functions with regards to routed
switch interfaces

“LACP” on page 261 - lists URIs and functions with regards to Link
Aggregation Control Protocol (LACP)

“LAG” on page 265 - lists URIs and functions with regards to Link Aggregation
Groups (LAGs)

“LDAP” on page 279 - lists URIs and functions with regards to Lightweight
Directory Access Protocol (LDAP)

“LLDP” on page 303 - lists URIs and functions with regards to Link Layer
Discovery Protocol (LLDP)

“MSTP” on page 313 - lists URIs and functions with regards to Multiple
Spanning Tree Protocol (MSTP)

“NOS Copy” on page 323 - lists URIs and functions with regards to copying
NOS images and configuration files

“NPA” on page 337 - lists URIs and functions with regards to Network Policy
Agent (NPA)

“NTP” on page 367 - lists URIs and functions with regards to Network Time
Protocol (NTP)
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“OSPF” on page 371 - lists URIs and functions with regards to Open Shortest
Path First (OSPF)

“PKI” on page 387 - lists URIs and functions with regards to Private Key
Infrastructure (PKI)

“RADIUS” on page 409 - lists URIs and functions with regards to Remote
Authentication Dial-In User Service (RADIUS)

“Security Mode” on page 425 - lists URIs and functions with regards to the
switch security mode

“sFlow” on page 429 - lists URIs and functions with regards to sampled flow
(sFlow)

“SNMP” on page 437 - lists URIs and functions with regards to Simple Network
Management Protocol (SNMP)

“Startup Information” on page 447 - lists URIs and functions with regards to
startup information, such as the current startup image or Zero Touch
Provisioning (ZTP) settings

“STP” on page 453 - lists URIs and functions with regards to Spanning Tree
Protocol (STP)

“System” on page 465 - lists URIs and functions with regards to system
properties

“System Configuration” on page 467 - lists URIs and functions with regards to
system configuration, such as hostname or switch clock settings

“System Information” on page 485 - lists URIs and functions with regards to
system information, such as the status of system resources

“Telemetry” on page 497 - lists URIs and functions with regards to telemetry
information and configuration

“TACACS+” on page 531 - lists URIs and functions with regards to Terminal
Access Controller Access-Control System Plus (TACACS+)

“vLAG” on page 545 - lists URIs and functions with regards to Virtual Link
Aggregation Group (VLAG)

“VLAN” on page 561 - lists URIs and functions with regards to virtual LANs

“VLAN Interface Properties” on page 583 - lists URIs and functions with regards
to Switch Virtual Interfaces (SVIs)

“VRE” on page 591 - lists URIs and functions with regards to Virtual Routing
and Forwarding (VRF)

“VRRP” on page 595 - lists URIs and functions with regards to Virtual Router
Redundancy Protocol (VRRP)
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AAA

The following Authentication, Authorization and Accounting (AAA) URIs are

available:
® /nos/api/cfg/aaa/accounting/default GET, PUT
® /nos/api/cfg/aaa/authorization/commands/default GET, PUT

® /nos/api/cfg/aaa/authorization/config-commands/default GET, PUT

® /nos/api/cfg/aaa/authentication/login/console GET, PUT
® /nos/api/cfg/aaa/authentication/login/default GET, PUT
® /nos/api/cfg/aaa/authentication/login/error-enable GET, PUT
e /nos/api/cfg/aaa/local/authentication/ GET, PUT
® /nos/api/cfg/aaa/user/default-role GET, PUT
® /nos/api/info/aaa/groups GET

The following AAA commands are available:

e Get AAA Accounting Configuration

e Update AAA Accounting Configuration

o Get AAA User EXEC Commands Authorization Setting

e Update AAA User EXEC Commands Authorization Settings

e Get AAA Configuration Commands Authorization Settings

e Update AAA Configuration Commands Authorization Settings
® Get AAA Console User Login Authentication Configuration

e Update AAA Console User Login Authentication Configuration
o Get AAA Remote User Login Authentication Configuration

e Update AAA Remote User Login Authentication Configuration
o Get AAA Authentication Login Error Message Status

e Update AAA Authentication Login Error Message Status

® Get AAA Local Authentication Configuration

e Update AAA Local Authentication Configuration

o Get AAA User Default Role Status

e Update AAA User Default Role Status

o Get AAA Groups
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Get AAA Accounting Configuration

This command returns the AAA accounting configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/accounting/default
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
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Update AAA Accounting Configuration

This command updates the AAA accounting configuration.

Request
Method Type |PUT
Request URI |/nos/api/cfg/aaa/accounting/default
Request {
Body (JSON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
Response
Response {
Body (]SON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
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Get AAA User EXEC Commands Authorization Setting

This command returns the current User EXEC command mode authorization

settings.
Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authorization/commands/default
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
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Update AAA User EXEC Commands Authorization Settings

Request

Response
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This command updates the AAA User EXEC command mode authorization

settings.
Method Type |PUT
Request URI |/nos/api/cfg/aaa/authorization/commands/default
Request {
Body (JSON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
Response {
Body (]SON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local
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Get AAA Configuration Commands Authorization Settings

This command returns the current configuration command mode authorization

settings.
Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authorization/config-commands/default
Request
Body (JSON)
Response
Response {

Body (]SON) ) "methods":"[group {group_name}+] [local]"

where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local
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Update AAA Configuration Commands Authorization Settings

Request

Response
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This command updates the AAA User EXEC command mode authorization

settings.
Method Type |PUT
Request URI |/nos/api/cfg/aaa/authorization/config-commands/default
Request {
Body (JSON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
Response {
Body (]SON) "methods":"[group {group_name}+] [local]"
where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local
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Get AAA Console User Login Authentication Configuration

This command returns the current console user login authentication configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authentication/login/console
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local

e none
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Update AAA Console User Login Authentication Configuration

Request

Response
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This command updates the console user login authentication configuration.

Method Type |PUT
Request URI |/nos/api/cfg/aaa/authentication/login/console
Request {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
® none
Response {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
}
where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local

® none
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Get AAA Remote User Login Authentication Configuration

This command returns the current remote user login authentication configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authentication/login/default
Request
Body (JSON)
Response
Response {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local

e none
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Update AAA Remote User Login Authentication Configuration

Request

Response
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This command updates the remote user login authentication configuration.

Method Type |PUT
Request URI |/nos/api/cfg/aaa/authentication/login/default
Request {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
where:
Element Description
methods The AAA accounting methods.
Valid values:
e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)
e local
® none
Response {
Body (JSON) "methods":"[group {group_name}+] [local] [none]"
}
where:
Element Description
methods The AAA accounting methods.

Valid values:

e group - followed by a list of maximum 8 AAA groups
(optionally followed by local)

e local

® none
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Get AAA Authentication Login Error Message Status

This command checks if error messages are displayed when users fail to

authenticate.
Request
Method Type |GET
Request URI |/nos/api/cfg/aaa/authentication/login/error-enable
Request
Body (JSON)
Response
Response {
Body (]SON) "status":"{enable|disable}"
where:
Element Description
status The status of authentication login error messages.
Valid values:
e enable
e disable
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Update AAA Authentication Login Error Message Status

Request

Response
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This command updates the status of authentication login error messages.

Method Type |PUT
Request URI |/nos/api/cfg/aaa/authentication/login/error-enable
Request {
Body (JSON) "status":"{enable|disable}"
where:
Element Description
status The status of authentication login error messages.
Valid values:
e enable
e disable
Response {
Body (JSON) "status":"{enable|disable}"
}
where:
Element Description
status The status of authentication login error messages.

Valid values:

e enable
e disable
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Get AAA Local Authentication Configuration

This command returns the AAA local authentication configuration, such as the
maximum number of unsuccessful authentication attempts before a user is locked

out.
Request
Method Type |GET
Request URI |/nos/api/cfg/aaa//local/authentication
Request
Body (JSON)
Response
Response {
Body (JSON) "maxfail attempts": {maxfail_attempts}
where:
Element Description
maxfail_ The maximum number of unsuccessful authentication attempts

attempts before a user is locked out.
Valid value:

e 1-25

Default value:
e 3
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Update AAA Local Authentication Configuration

Request

Response
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This command updates the AAA local authentication configuration, such as the
maximum number of unsuccessful authentication attempts before a user is locked

out.
Method Type |PUT
Request URI |/nos/api/cfg/aaa/local/authentication
Request
Body (JSON)
where:
Element Description
maxfail_ The maximum number of unsuccessful authentication attempts
attempts before a user is locked out.
Valid value:
e 1-25
Default value:
e 3
Response {
Body (]SON) "maxfail_attempts": {maxfail_attempts}
where:
Element Description
maxfail_~  |The maximum number of unsuccessful authentication attempts
attempts before a user is locked out.

Valid value:
e 1-25

Default value:
e 3
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Get AAA User Default Role Status

This command checks if users are allowed to login even if the TACACS+ server
does not provide a default role. The default role is network-operator.

Request

Method Type |GET

Request URI |/nos/api/cfg/aaa/user/default-role

Request

Body (JSON)

Response

Response {

Body (]SON) "status":"{enable|disable}"

where:

Element Description

status The status of allowing users to login even if the TACACS+ server
does not provide a role.
Valid values:
e enable
e disable
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Update AAA User Default Role Status

Request

Response
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This command updates the status of allowing users to login even if the TACACS+
server does not provide a role. The default role is network-operator.

Method Type |PUT

Request URI |/nos/api/cfg/aaa/user/default-role

Request {

Body (JSON) "status":"{enable|disable}"

where:

Element Description

status The status of allowing users to login even if the TACACS+ server
does not provide a role.
Valid values:
e enable
e disable

Response {

Body (JSON) "status":"{enable|disable}"
}

where:

Element Description

status The status of allowing users to login even if the TACACS+ server

does not provide a role.
Valid values:

e enable
e disable
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Get AAA Groups

This command returns AAA group information.

Request
Method Type |GET
Request URI |/nos/api/info/aaa/groups
Request
Body (JSON)
Response
Response [

Body (JSON) {

"group_name": "{group_name}",
"type": "{TACACS+}"

}
1

where:

Element Description

group_name |The name of the AAA group.
Valid value:

o string representing the name of the group

type The type of the AAA group.
Valid value:

e TACACS+

Note: Currently, the only supported AAA group type is TACACS+.
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ARP
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The following ARP URIs are available:

® /nos/api/cfg/arp

® /nos/api/cfg/arp_interface

® /nos/api/cfg/arp_interface/<if name>

® /nos/api/cfg/arp_entry

® /nos/api/cfg/arp_entry/<if name>

® /nos/api/cfg/arp_entry/<if name>/<ip_addr>
® /nos/api/cfg/arp_refresh

The following ARP commands are available:
o Get ARP System Properties

e Update ARP System Properties

o Get ARP Properties of All Interfaces

o Get ARP Interface Properties

e Update ARP Interface Properties

o Get Static ARP Entries of All Interfaces
o Get Static ARP Entries of One Interface
o Create Static ARP Entry

o Get Static ARP Entry

e Update Static ARP Entry

® Delete Static ARP Entry

o Get ARP Refresh Configuration

e Update ARP Refresh Configuration

GET, PUT

GET

GET, PUT

GET

GET, POST

GET, PUT, DELETE
GET, PUT
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Get ARP System Properties

Request

Response

Get global ARP properties of the system.

Method Type |GET

Request URI |/nos/api/cfg/arp

Request

Body

(JSON)

Response {

Body "ageout_time": "<ageout_time>"
3

(JSON)

where:

Element Description

ageout_time | The global ARP entry age-out time, in seconds; an integer from

60-28800. Default value: 1500 seconds.
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Update ARP System Properties

Update the global ARP properties of the system.

Request

Response
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Method Type |PUT

Request URI  |/nos/api/cfg/arp

Request {

Body ) "ageout_time": "<ageout_time>"
(JSON)

where:

Element Description

ageout_time

The global ARP entry age-out time, in seconds; an integer from
60-28800. Default value: 1500 seconds.

Response
Body

(JSON)

{
}

"ageout_time": "<ageout_time>"
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Get ARP Properties of All Interfaces

Get ARP properties of all interfaces.

Request

Response

Method Type |GET
Request URI |/nos/api/cfg/arp_interface
Request
Body
(JSON)
Response [
Body t ,
"if_name": "<if name>",
(]SON) "ageout_time": "<ageout_time>"
}
1
where:
Element Description
if_name IP interface name (String).

Note: The interface must exist.

ageout_time

The global ARP entry age-out time, in seconds; an integer from
60-28800. Default value: 1500 seconds.
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Get ARP Interface Properties

Request

Response
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Get ARP properties of one interface.

Method Type |GET
Request URI |/nos/api/ctg/arp_interface/<if name>
Request
Body
(JSON)
Response [
Body t '
"if_name": "<if name>",
(]SON) "ageout_time": "<ageout_time>"
}
1
where:
Element Description
if_name IP interface name (String).

Note: The interface must exist.

ageout_time

The global ARP entry age-out time, in seconds; an integer from
60-28800. Default value: 1500 seconds.
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Update ARP Interface Properties

Request

Response

Update the ARP properties of one interface.

Method Type |PUT
Request URI |/nos/api/cfg/arp_interface/<if_name>
Request
Body
(JSON)
where:
Element Description
if_name The IP interface name (String).

Note: The interface must exist.
ageout_time | The global ARP entry age-out time, in seconds; an integer from

60-28800. Default value: 1500 seconds.
Response [
Body t ,

"if_name": "<if name>",
(JSON) "ageout_time": "<ageout_time>"
3

]
where:
Element Description
if_name The IP interface name (String).

ageout_time

The global ARP entry age-out time, in seconds; an integer
from 60-28800. Default value: 1500 seconds.
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Get Static ARP Entries of All Interfaces

Get all static ARP entries of all interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/arp_entry
Request
Body
(JSON)
Response
Response [
Body t '
"if_name": "<if name>",
(]SON) "ip_addr": "<ip_addr>",
"mac_addr": "<mac_addr>"
}
1
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address (in xxxx.xxxx.xxxx format).
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Get Static ARP Entries of One Interface

Request

Response

Get all static ARP entries under the specified interface.

Method Type |GET
Request URI |/nos/api/cfg/arp_entry/<if_name>
Request
Body
(JSON)
Response [
Body t ,
"if_name": "<if name>",
(]SON) "ip_addr": "<ip_addr>",
"mac_addr": "<mac_addr>"
}
]
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address (in xxxx.xxxx.xxxx format).
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Create Static ARP Entry

Create a static ARP entry under the specified interface.

Request
Method Type |POST
equest nos/api/cfg/arp_entry/<if _name>
Request URI  |/nos/api/cfg/arp_entry/<i
Request {
Body "if_name": "<if name>",
"ip_addr": "<ip_addr>",
(]SON) "mac_addr": "<mac_addr>"
}
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address (in xxxx.xxxx.xxxx format).
Response
Response [
Body e ,
"if_name": "<if name>",
(]SON) "ip_addr": "<ip_addr>",
"mac_addr": "<mac_addr>"
}
1
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Get Static ARP Entry

Get one static ARP entry under the specified interface.

Request
Method Type |GET
Request URI |/nos/api/cfg/arp_entry/<if name>/<ip_addr>
Request
Body
(JSON)
Response
Response {
Body "if_name": "<if name>",
"ip_addr": "<ip_addr>",
(]SON) "mac_addr": "<mac_addr>"
b
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address (in xxxx.xxxx.xxxx format).
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Update Static ARP Entry

Request

Response
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Update properties of one static ARP entry under the specified interface.

Method Type |PUT
Request URI |/nos/api/cfg/arp_entry/<if name>/<ip_addr>
Request {
Body "if_name": "<if name>",
"ipiaddrll : "<ip_ﬂdd'r>",
(]SON) "mac_addr": "<mac_addr>"
}
where:
Element Description
if_name Interface name.
Note: The interface must exist.
ip_addr The IP address.
mac_addr The MAC address (in xxxx.xxxx.xxxx format).
Response {
Body "if_name": "<if name>",
"ip_addr": "<ip_addr>",
(]SON) "mac_addr": "<mac_addr>"
}
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Delete Static ARP Entry

Delete a static ARP entry under the specified interface.

Note: If the specified ip_addr is all, all static ARP entries under specified interface
will be deleted.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/arp_entry/<if_name>/<ip_addr>

Request
Body

(JSON)
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Get ARP Refresh Configuration

Request

Response
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This command returns the ARP refresh configuration.

Method Type |GET

Request URI |/nos/api/cfg/arp_refresh

Request

Body (JSON)

Response {

Body (JSON) |  "state":"{enabled|disabled}"

where:

Element Description

state The status of ARP refresh on the switch.

Valid value:

e enabled
o disabled
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Update ARP Refresh Configuration

Request

Response

This command updates the ARP refresh configuration.

Method Type |PUT

Request URI |/nos/api/cfg/arp_refresh

Request {

Body (JSON) | "state":"{enabled|disabled}"

where:

Element Description

state The status of ARP refresh on the switch.
Valid value:
e enabled
e disabled

Response {

Body (JSON) | "state":"{enabled|disabled}"

where:

Element Description

state The status of ARP refresh on the switch.

Valid value:

e enabled
e disabled
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BGP
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The following BGP URIs are available:

® /nos/api/cfg/bgp/distance/<af_name>/<saf_name>/<vrf_name>

® /nos/api/cfg/interface/bgp_unnumbered/<if_name>

The following BGP interface property commands are available:

/nos/api/ctg/bgp/global/stats
/nos/api/info/bgp/neighbor/adj_rib_in
/nos/api/info/bgp/neighbor/adj_rib_out
/nos/api/cfg/bgp/global
/nos/api/cfg/bgp/bestpath
/nos/api/cfg/bgp/confed
/nos/api/cfg/bgp/graceful-restart
/nos/api/cfg/bgp/route-reflector/<vrf_name>/
/nos/api/info/bgp/global/rib
/nos/api/info/bgp/global/rib/network
/nos/api/info/bgp/neighbor/summary
/nos/api/info/bgp/neighbor/details/
/nos/api/info/bgp/neighbor/stats

/nos/api/ctg/bgp/at
/nos/api/cfg/bgp/af/maximum_paths
/nos/api/cfg/bgp/af/nht_delay
/nos/api/cfg/bgp/af/aggregate
/nos/api/cfg/bgp/af/dampening
/nos/api/info/bgp/dampening/dampened_path
/nos/api/cfg/bgp/af/network
/nos/api/cfg/bgp/at/redistribute
/nos/api/cfg/bgp/neighbor/details
/nos/api/cfg/bgp/unnumbered

Get BGP Global Statistics

Clear BGP Global Statistics

Get BGP Neighbor Received RIB Information
Get BGP Neighbor RIB Advertised Information
Get BGP Global Configuration

GET, DELETE
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
PUT
PUT
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Get BGP Best Path Configuration

Get BGP Confederation Configuration

Get BGP Graceful-Restart Configuration

Get BGP Route Reflector Information

Get BGP RIB Information

Get BGP Detailed RIB Information

Get BGP Summary Information

Get BGP Neighbor Details

Get BGP Neighbor Statistics

Get BGP Distance Configuration

Get BGP Address Family Global Configuration
Get BGP Multipath ECMP Numbers Configuration
Get BGP Nexthop Trigger-Delay Configuration
Get BGP Aggregate Configuration

Get BGP Dampening Parameters Configuration
Get BGP Dampened Path Configuration

Get BGP Network Configuration

Get BGP Redistribute Configuration

Get BGP Neighbor Configuration

Update BGP Neighbor Configuration

Update Global BGP Unnumbered Configuration
Update BGP Unnumbered Interface Configuration
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Get BGP Global Statistics

Request

Response
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Get global BGP statistics.

Method Type |GET

Request URI |/nos/api/ctg/bgp/stats/<vrf_name>

Request

Body

(JSON)

where:

Element Description

vrf_name Virtual Routing and Forwarding name; one of the VRF name,

“default,” “all”. Default value: default.
Response [
Body {
"vrf_name":"<ourf_name>",

(JSON) "stats’: {
"in_msgs": "<in_msgs>",
"out_msgs ": '"<sent_ msg>",
"bytes_in": "<bytes_in>",
"bytes_out": "<bytes_out>",
"open_in ": "<open_in>",
"open_out": "<open_out>",
"update_in": "<update_in>",
"update_out": "<update_out>",
"keepalive_in": "<keepalive_in>",
"keepalive_out": "<keepalive_out>",
"notify_in": "<notify_in>",
"notify_out": "<notify_out>",
"refresh_in": "<refresh_in>",
"refresh_out": "<refresh_out>",
"dynamic_cap_in": "<dynamic_cap_in>",
"dynamic_cap_out": "<dynamic_cap_out>",

}
}
1

where:

Element Description

vrf_name VRF name (string).

in_msgs Received message number; a positive integer.

out_msgs Send messge number; a positive integer.
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Element

Description

bytes_in Bytes received; a positive integer.

bytes_out Bytes sent; a positive integer.

open_in Open message input count; a positive integer.
open_out Open message output count; a positive integer.
update_in Update message input count; a positive integer.
update_out Update message ouput count; a positive integer.

keepalive_in

Keepalive input count; a positive integer.

keepalive_out

Keepalive output count; a positive integer.

notify_in Notify input count; a positive integer.
notify_out Notify output count; a positive integer.
refresh_in Route Refresh input count; a positive integer.
refresh_out Route Refresh output count; a positive integer.

dynamic_cap_
in

Dynamic Capability input count.; a positive integer.

dynamic_cap_
out

Dynamic Capability output count; a positive integer.
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Clear BGP Global Statistics

Clear global BGP statistics.

Request

Response
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Method Type |DELETE

Request URI |/nos/api/ctg/bgp/stats/<vrf_name>

Request

Body

(JSON)

where:

Element Description

vrf_name Virtual Routing and Forwarding name; one of the VRF name,
“default,” “all”. Default value: default.

Response

Body

(JSON)
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Get BGP Neighbor Received RIB Information

Get the BGP neighbor received Routing Information Base information.

Request

70

Method Type

GET

Request URI

/nos/api/info/bgp/neighbor/adj_rib_in/<neighbor_ip>/<af_name>/
<vrf_name>/<subaf_name>

Request
Body

(JSON)

where:

Element

Description

neighbor_ip

Neighbor IP address; a valid IPv4 or IPv6 address.

urf_name

(Optional) Address family name; one of ipv4 or ipvém. Default
value: ipv4.

af_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

subaf_name

(Optional) Subaddress family name; one of unicast,
multicast. Default value: unicast.
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Response
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Response [
Body {
"routes":
(JSON) L (
"origin": "<origin>",
"network": "<network>",
"mask_len": "<mask_len>",
"weight": "<attr_weight>",
"Metric": "<metric>",
"nexthop": "<nexthop>",
"aspath4B": "<aspath4B>",
"status": "<falg>",
"local_pref": "<local_pref>",
"aspath": "<aspath>",
b
1
}
]
where:
Element Description
origin Route origin attribute; one of:
e i-IGP
e e-EGP
e ?-incomplete
network Route destination IP address; a valid IPv4 or IPv6 address.
mask_len Route mask length; an integer from 0-32.
weight Route weight attribute; an integer from 0-65535.
metric Route Multi-Exit Discriminator attribute; an integer from
0~4294967295.
nexthop Route next hop; a valid IP address.
aspath4B Route 4B AS path; an AS path VTY string.
status Router status; one of:
® s -suppressed
e d-damped
e h-history
e *-valid
® >-best
e 1i-internal
local_pref Route local preference attribute; an integer from 0-4294967295.
aspath Route AS path attribute; an AS path VTY string.
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Get BGP Neighbor RIB Advertised Information

Get information about the advertised BGP neighbor Routing Information Base.

Request

72

Method Type

GET

Request URI

/nos/api/info/bgp/neighbor/adj_rib_out/<neighbor>/<af_name>/
[<vrf_name>{<subaf_name>

Request
Body

(JSON)

where:

Element

Description

neighbor

Neighbor IP address; a valid IPv4 or IPv6 address.

af_name

(Optional) Address family name; one of ipv4 or ipvém. Default
value: ipv4.

urf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

subaf_name

(Optional) Subaddress family name; one of unicast,
multicast. Default value: unicast.
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Response
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Response [
Body {
"routes":
(JSON) [ c
"origin": "<origin>",
"network": "<prefix_addr>",
"mask_len": "<mask_len>",
"weight": "<weight>",
"Metric": "<metric>",
"nexthop": "<nexthop>",
"aspath4B": "<aspath4B>",
"status ": "<status>",
"local_pref": "<local_pref>",
"aspath": "<aspath>",
b
1
3
]
where:
Element Description
origin Route origin attribute; one of:
e i-IGP
e e-EGP
e ?-incomplete
network Route destination IP address; a valid IPv4 or IPv6 address.
mask_len Route mask length; an integer from 0-32.
weight Route weight attribute; an integer from 0-65535.
metric Route med attribute; an integer from 0-4294967295.
nexthop Route nexthop address; a valid IPv4 or IPv6 address.
aspath4B Route 4B AS path; an AS path VTY string.
status Router status; one of:
® s -suppressed
e d-damped
e h-history
e *-valid
® >-best
e 1i-internal
local_pref Route local preference attribute; an integer from 0-4294967295.
aspath Route AS path attribute; a valid AS path VTY string.
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Get BGP Global Configuration

Get the BGP global configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/global/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
Response
Response [
Body {
"vrf_name": "<vrf_name>",
(]S()PJ) "status": '"<status>",
"router_id": "<router_id>",
"as_number": "<as_number>",
"keep-alive timer": "<keep-alive timer>",
"hold-down timer": "<hold-down timer>",
"as-local-count ": "<as-local-count>",
"enforce-first-as ": "<enforce-first-as>",
"fast-external-failover ": "<fast-external-failover>",
"log-neighbor-changes ": "<log-neighbor-changes>",
"maxas-limit ": "<maxas-limit>",
"synchronization ": "<synchronization>"
}
1
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
status BGP global status; one of disable, enable.
router_id BGP router ID; a valid IPv4 or IPv6 address.
as_number BGP AS number; an integer from 1-4294967295.
keep-alive Keep alive interval, in seconds; an integer from 0-3600.
timer
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Element Description
hold-down Hold time, in seconds; an integer from 0-3600.
timer

as-local-count

Number of times the local AS is to be prepended; an integer from
1-64.

enforce-first-as

Enforce the first AS for EBGP routes; one of enable, disable.

fast-external-
|failover

Immediately reset session if a link to a directly connected external
peer goes down; one of enable, disable.

log-neighbor-
changes

Log reasons for neighbor going up, down, and resetting; one of
enable, disable.

maxas-limit

Allow the AS-PATH attribute from EBGP neighbor to impose a
limit on the number of ASes; an integer from 0-2000.

synchronization

Perform IGP synchronization; one of enable, disable.
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Get BGP Best Path Configuration

Get the BGP best path configuration.

Request

Method Type |GET

Request URI |/nos/api/cfg/bgp/bestpath/<vrf_name>/

Request

Body

(JSON)

where:

Element Description

urf_name VRF name; one of the VRF name, default, all. Default value:

default.
Response

Response [

Body {

"vrf_name": "<uvrf_name>",

(JSON) "always- compare- med ": "falways—compare—medy' ,
"as-path-ignore":"<as-path-ignore>",
"as-path-multipath-relax": "<as-path-multipath-relax>",
"compare-confed-aspath": "<compare-confed-aspath>",
"compare-routerid ": "<compare-routerid>",
"dont-compare-originator-id": "<dont-compare-originator-id>",
"med-confed ": "<med-confed>",
"med-missing-as-worst": "<med-missing-as-worst>",
"med-non-deterministic": "<med-non-deterministic>",
"med-remove-recv-med ": "<med-remove-recv-med>",
"med-remove-send-med ": "<med-remove-send-med>",
"tie-break-on-age": "<tie-break-on-age>"

}
1
where:

Element Description

vrf_name VRF name; one of the VRF name, default, all. Default value:

default.

always- Allow comparing MED from different neighbors; one of enable,

compare-med |disable.

as-path-ignore |Ignore as-path length in selecting a route; one of enable,

disable.
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Element Description

as-path Relax AS-Path restriction when choosing multipaths; one of
multipath- enable, disable.

relax

compare- Allow comparing confederation AS path length; one of enable,

confed-aspath

disable.

compare-
routerid

Compare router IDs for identical EBGP paths; one of enable,
disable.

dont-compare-
originator-id

Don't compare originator IDs for BGP; one of enable, disable.

med-confed

Compare MED among confederation paths; one of enable,
disable.

med-missing-
as-worst

Treat missing MED as the least preferred one; one of enable,
disable.

med-non-
deterministic

Best MED path among paths not selected from same AS; one of
enable, disable.

med-remove- |Whether to remove received MED attribute; one of enable,
recu-med disable.

med-remove- |Whether to remove send MED attribute; one of enable, disable.
send-med

tie-break-on-
age

Whether to prefer the old route when compare-route-idisnot
set; one of enable, disable.

7




Get BGP Confederation Configuration

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/confed/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
Response
Response [
Body {
"vrf_name": "<uvrf_name>",
(JSON) "identifier ": "<identifier>",
"peers": "<peers>",
}
1
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
identifier Routing domain confederation AS; an integer from 0-65535.
peers Peer ASes in BGP confederation; an integer from 1-65535.
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Get BGP Graceful-Restart Configuration

Request

Response
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Get the BGP graceful-restart configuration.

Method Type |GET
Request URI |/nos/api/ctg/bgp/graceful-restart/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all. Default value:
default.
Response [
Body {
"vrf_name": "<uvrf_name>",
(JSON) "stalepath-time ": "<stalepath-time>",
"helper-status": "<helper-status>",
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all. Default value:

default.

stalepath-time

The delay value, in seconds, to remove routes marked as stale; an
integer from 1-3600.

helper-status

Status of Graceful Restart Helper Mode functionality; one of
enabled, disabled.
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Get BGP Route Reflector Information

Get BGP route reflector information.

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/rr/<vrf_name>/
Request
Body
(JSON)
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
Response
Response [
Body {
"vrf_name": "<uvrf_name>",
(]SON) "cluster-id ": "<cluster-id>",
3
]
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
cluster-id Route reflector cluster ID; a valid IP address.
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Get BGP RIB Information

Get BGP Routing Information Base Information.

Request

Method Type |GET

Request URI |/nos/api/info/bgp/global/rib/<af name>/<vrf name>/

Request

Body

(JSON)

where:

Element Description

af_name (Optional) Address family name; one or both of ipv4, ipv6.
Default value; both.

vrf_name VRF name; one of the VRF name, default, all. Default value:
default.
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Response

Response [
Body {
"status": "<status>",
"network": "<network>",
(JSON)
"nextHopGlobal": "<nextHopGlobal>",
"nextHopLocal": "<nextHopLocal>",
"Metric": '"<metric>",
"local_pref": "<local_pref>",
"weight": "<weight>",
"pathInfo": "<pathlnfo>",
"medvalue": "<medvalue>",
Ilmedll . |I<med>||’
"aspath": "<aspathstring>",
"aspath4B": '"<aspath4B>",
"origin": "<origin>"
iy
]
where:
Element Description
status Router status code; one of:
® s -suppressed
e d-damped
e h - history
e *-valid
® >-best
e i-—internal
network Route destination IP address; a valid IPv4 or IPv6 address.
nextHopGlobal |Route nexthop IPv6 address. Not used for IPv4.
nextHopLocal |Route nexthop; a valid IPv4 or IPv6 address.
weight Route weight attribute; an integer from 0-65535.
pathlnfo Route path information; a valid AS path VTY string.
medvalue Multi-exit discriminator value if the MED attribute is missing and
missing-as-worst is set; an integer from 0-4294967294.
med Multi-exit discriminator value; an integer from 0-4294967294.
aspath Route AS path attribute; a valid AS path VTY string.
aspath4B Route 4B AS path; a valid AS path VTY string.
origin Route origin attribute; one of the following:
e i-IGP
e e-EGP
e ?-incomplete
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Get BGP Detailed RIB Information

Get detailed BGP Routing Information Base information.

Request
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Method Type |GET

Request URI |/nos/api/info/bgp/global/rib/network/<af_name>/<route>/
<network_mask>/<vrf_name>/

Request

Body

(JSON)

where:

Element Description

af_name (Optional) Address family name; one or both of ipv4, ipv6.
Default value: both.

route Route; a valid IPv4 or IPv6 address.

network_mask

Network mask:

e [Pv4: An integer from 0-32.
e [Pv6: An integer from 0-128.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.
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Response

Response
Body

(JSON)

"table entry for": "<table entry for>"
"paths": [
{
"as path str": "<aspathstr>"
"aggregator as": '<aggregator as>"
"aggregator as4": "<aggregator as4>"
"aggregator address": "<aggregator address>"
"Rec from RR-client": "<Rec from RR-client>"
"suppressed (damp)": "<suppressed (damp)>"
"history entry": "<history entry>"
"nexthop address": "<nexthop address>"
Ilpeerll : ”<ll€€?’>”
"inaccessible": "<inaccessible>"
"igpmetric": "<igpmetric>"
"from peer": "<from peer>"
"orig id": "<origid>"
"next-hop local ip": "<next-hop local ip>"

"origin": "<origin>"
"metric": "<metric>"
"local pref": "<local pref>"
"weight": "<weight>"
"label": "<Iabel>"
"valid": "<ovalid>"
"stale": "<stale>"
"type": "<type>"
"multipath-candidate": "<multipath-candidate>"
"installed": "<installed>"
"synchronized": "<synchronized>"
"atomic aggregate": "<atomic aggregate>"
"best": "<best>"
"commnunity": "<community>"
"extended community": "<extended community>"
"originator": "<originator>"
"cluster-id": "<cluster-id>"
"reuse info": "<reuse info>"
"last update": "<last update>"
b
1,
"best is no.": "<best is no.>"
"advertised to any peer": "<advertised to any peer>"
"advertised to EBGP peer": "<advertised to EBGP peer>"
"advertised outside local AS ": "<Yes/No>"
"advertisements suppressed by an aggregate":
""<advertisements suppressed by an aggregate>""

"advertised to non peer-group peers": "<advertised to non
peer-group peers>"

"advertised to peer-groups": "<advertised to peer-groups>"

"not advertised": "<notadvertised>"

iy
]
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where:

Element Description

table entry for |Route IP address/mask; a valid IP address and net mask.

paths Dictionary; marks the beginning of path table for specific route
entry.

as path str Route path information; a valid AS path VTY string.

aggregator as

Aggregator AS number.

aggregator as4 |Aggregator 4-byte AS number.

aggregator Aggregator address.

address

Rec from Received from RR-client; Yes.

RR-client Note: This value only appears if it has been set.
suppressed Suppressed due to dampening; Yes.

(damp) Note: This value only appears if it has been set.
history entry  |History entry; Yes.

Note: This value only appears if it has been set.
nexthop Route nexthop; a valid IPv4 or IPv6 address.
address
peer Peer address.
inaccessible Whether the RIB is can be accessed; one of Yes, No.
igpmetric IGP metric value; No.

Note: This value only appears if it is No.
from peer Whether the from peer address can be accessed, No.

Note: This value only appears if it is No.
orig id Whether the originator ID can be accessed; No.

next-hop local
ip

Whether the next-hop IP address can be accessed; a valid IP

address or No.

Note: The value No only appears if it is inaccessible.

metric Metric; one of the metric value, removed.

local pref Local preference value; only appears if set.

weight Route weight attribute; an integer from 0-65535.
Note: This value only appears if it is set.

label Label; only appears if set.

valid Whether the path is valid; Yes.

Note: This value only appears if the path is valid.
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Element Description
stale Whether the state is stale; Yes.
Note: This value only appears if the state is stale.
Multipath- Whether this is a multipath candidate; one of Yes, No.
candidate
installed Whether installed; one of Yes, No.
synchronized |Whether synchronized; one of Yes, No.
Atomic Whether this is an atomic aggregate; Yes.
aggregate Note: This value only appears if it is Yes.
best Whether this is the best path; one of Yes, No.
community Community string.
Extended Extended community string.
community
originator Originator ID.
Cluster id Cluster ID.
Reuse info Reuse information.
Last update Last update time.
best is no. Which path number is best; the maximum number of paths for

this destination.

advertised to
any peer

Whether this is advertised to any peers; one of Yes, No.

advertised to
EBGP peer

Whether this is advertised to an EBGP peer; one of Yes, No.

advertised
outside local
AS

Whether this is advertised outside the local AS; one of Yes, No.

advertisement
s suppressed
by an agregate

Whether advertisements are suppressed by an aggregate; one of
Yes, No.

advertised to
non
peer-group
peers

IP address advertised to non peer-group peers.

advertised to
peer-groups

IP address addvertised to peer groups.

Not advertised

Not advertised to any peer.

Note: This value only appears if true.
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Get BGP Summary Information

Request

Response
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Get BGP summary information.

Method Type |GET
Request URI |/nos/api/info/bgp/neighbor/summary/<vrf_name>/<af_name>
[<subaf_name>/
Request
Body
(JSON)
where:
Element Description
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
af_name (Optional) Address family name; one or both of ipv4, ipv6.
Default value: ipv4.
subaf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
Response [
Body { . ‘
"router id": "<routerid>"
(]SON) llpeerll : "<p667’>"
"peer version": "<peer version>"
"peer AS": '"<peer AS>"
"open in": "<open in>"
"update in": "<update in>"
"keepalive in": "<keepalivein>"
"refresh in": "<refresh in>"
"dynamic cap in": "<dynamic cap in>"
"open out": "<open out>"
"update out": "<update out>"
"keepalive out": "<keepalive out>"
"refresh out": "<refresh out>"
"dynamic cap out": "<dynamic cap out>"
}
1
where:
Element Description
router id Router ID; a valid IPv4 or IPv6 address.
peer Peer address; a valid IPv4 or IPv6 address.
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Element

Description

peer version

Peer version.

peer AS Peer AS.
open in Number of received open messages.
update in Number of received updates.

keepalive in

Number of received keepalives.

refresh in

Number of received route refresh.

dynamic cap
in

Dynamic capabilities imput count.

open out

Number of sent open messages.

update out

Number of sent updates.

keepalive out

Number of sent keepalive messages.

refresh out

Number of sent route refresh messages.

dynamic cap
out

Dynamic capabilities output count.
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Get BGP Neighbor Details

Get BGP neighbor detailed information.

Request

Method Type

GET

Request URI

/nos/api/info/bgp/neighbor/details/<nbr-ip>/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

nbr-ip

(Optional) Neighbor IP address; a valid IPv4 or IPv6 address.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

Response

Response
Body

(JSON)

"neighbor": "<neighbor>"

"vrfname": "<vrfname>"

"remote AS": "<remote AS>"

"local AS": "<local AS>"

"address family": "<address family>"
"table version": '"<table version>"
"neighbor version": "<neighbor version>"
"index val": "<index val>"

"index offset": "<index offset>"
"index mask": "<index mask>"

"link type": "<link type>"

"version": "<wversion>"
"description": "<description>"
"remote router-ID": "<remote router-ID>"
"admin": "<admin>"

"ifbound": "<ifbound>"

"state": "<state>"

"dyncap_adv": "<dyncap_adv>"
"dyncap_rec": "<dyncap_rec>"
"refresh_adv": "<refresh_adv>"
"refresh_new_rec": "<refresh_new_rec>"
"refresh_old_rec": "<refresh_old_rec>"
"ext_asn_adv": "<ext_asn_adv>"
"ext_asn_rec": "<ext_asn_rec>"
"afc_adv": "<afc_adv>"

"afc_recv": "<afc_recv>"
"afc_VPN_adv": "<afc_VPN_adv>"
"afc_VPN_recv": "<afc_VPN_recv>"
"afc_mcast_adv": "<afc_mcast_adv>"
"afc_mcast_recv": "<afc_mcast_recv>"
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Response "uptime": "<uptime>"

Body "peer-group name": "<peer-group name>"
"holdtime": "<holdtime>"

(]SON- "keepalive": "<keepalive>"

continued) "conf holdtime": "<confholdtime>"
"conf keepalive": "<confkeepalive>"
"recvMsg": "<recvMsg>"
"recvNotf": "<recuNotf>"
"recvQueue": "<recvQueue>"
"sentMsg": "<sentMsg>"
"sentNotf": "<sentNotf>"
"sentQueue": "<sentQueue>"
"refresh_in": "<refresh_in>"
"refresh_out": "<refresh_out>"
"routeadv": "<routeadv>"
"update_if": "<update_if>"
"update_source": "<update_source>"
"established": "<established>"
"dropped": "<dropped>"
"prefix overflow": "<prefix overflow>"
Ilttlll . "<ttl>"
"local address": "<local address>"
"local port": "<local port>"
"remote address": "<remote address>"
"remote port": "<remote port>"
"nextHopAddress": "<nextHopAddress>"
"nextHopLocalVée": "<nextHopLocalV6>"
"nextHopGlobalVve": "<nextHopGlobalV6>"
"shared_network": "<shared_network>"
"next conn retry": "<nextconn retry>"
"err notif": "<errnotif>"
"last_reset_time": "<last_reset_time>"
"error code": "<error code>"
"error subcode": "<error subcode>"
"rmap_map": "<rmap_map>"

iy
]

where:

Element Description

neighbor Neighbor address.

vrfname VRF name.

remote AS AS number.

local AS Local AS number.

address family |Address family.

table version

Table version.

neighbor
version

Neighbor index value.

index val

Index offset.

index offset

Index mask.

index mask

Link type; one of internal, external.
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Element

Description

link type Link type; one of internal, external.

version Version.

description Description.

remote Remote router ID.

router-ID

admin Admin state.

ifbound Whether the interface is bound; one of No interface binding,
Interface bound.

state Neighbor state.

dyncap_adv  |Dynamic capability advertised, only if advertised.

dyncap_rec Dynamic capability received, only if received.

refresh_adv Refresh capability advertised, only if advertised.

refresh_new_  |Refresh New received, only if received.

rec

refresh_old_  |Refresh Old received, only if received.

rec

ext_asn_adv  |Extended ASN capability advertised.

ext_asn_rec Extended ASN capability received.

afc_adv Address family unicast sent.

afc_recv Address family unicast received.

afc_VPN_adv |Address family VPN sent.

afc_VPN_recv

Address family VPN received.

afc_mcast_adv

Address family multicast sent.

afc_mecast_ Address family multicast received.
recv

uptime Uptime.

peer-group Peer IP address.

name

holdtime Holdtime.

keepalive Keepalive time.

conf holdtime |Configured holdtime.

conf keepalive |Configured keepalive time.
recvMsg Number of received messages.
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Element Description

recoNotf Number of received notifications.
recvQueue Received messages queue count.

sentMsg Number of sent messages.

sentNotf Number of sent notifications.

sentQueue Sent messages queue count.

refresh_in Number of route refresh messages received.

refresh_out

Number of route refresh messages sent.

routeadv

Number of router advertisements.

update_if

Update interface.

update_source

Update source address.

established

Established count.

dropped

Dropped count.

prefix overflow

Whether there is a prefix overflow; one of Yes, No.

ttl

Time to live value.

local address

Local neighbor IP address.

local port

Local port number.

remote address

Remote peer IP address.

remote port

Remote port number.

nextHop Next-hop address.

Address

nextHopLocal |Next-hop address (link local).
V6

nextHop Next-hop address (global).
GlobalV6

shared Shared network.

network

next conn Number of retries.

retry

err notif Whether there was an error notification; one of sent, received.
last_reset_ Last reset time.

time

err code Code string.
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Element

Description

err subcode

Subcode string.

rmap_natme

Default originating route map.
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Get BGP Neighbor Statistics

Get BGP neighbor detailed statistics.

Request

Response

Method Type |GET
Request URI |/nos/api/info/bgp/neighbor/stats/<nbr-ip>/<item>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
nbr-ip IP address; one or more valid IPv4 or IPv6 addresses. Default; all
neighbor IP addresses.
item The type of statistics; one or more of keepalive,
notification, open, update, recv_msgs, sent_msgs.
Default; show all items.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body { - L
"statistic type": "<statistic>"
(]SON) "received": "<received>"
"sent": "<sent>"
}
1
where:
Element Description
statistic type  |Statistic type; one or more of keepalive, notification,
open, update, recv_msgs, sent_msgs.
received Number of received messages of the specified type or types.
sent Number of sent messages of the specified type or types.
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Request

Response
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Get the BGP distance configuration.

Method Type |GET
Request URI |/nos/api/ctg/bgp/distance/<af_name>/<saf_name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name": "<vrf_name>"
(JSON) "distance_ebgp": "<distance_ebgp>"
"distance_ibgp": "<distance_ibgp>"
"distance_local": "<distance_local>"
}
1
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:

default.

distance_ebgp

Distance for routes external to the AS; an integer from 0-255.

distance_ibgp

Distance for routes internal to the AS; an integer from 0-255.

distance_local

Distance for routes local to the AS; an integer from 0-255.
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Get BGP Address Family Global Configuration

Get the BGP address family global configuration.

Request

Response

Method Type |GET
Request URI |/nos/api/ctg/bgp/af/<af_name>/<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name": "<uvrf_name>"
(JSON) "cc_reflection": "<cc_reflection>"
"synchronization": "<synchronization>"
"network_synchronization": "<network_synchronization>"
}
]
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
cc_reflection Client-to-client reflect; one of enable, disable.
synchronization |Perform IGP synchronization; one of enable, disable.
network_ Perform IGP synchronization on network routes; one of enable,
synchronization |disable.
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Request

Response
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Get the BGP multipath maximum ECMP numbers configuration.

Method Type |GET

Request URI |/nos/api/ctg/bgp/af/maximum_paths/<af_name>/<saf name>
[<vrf_name>

Request

Body

(JSON)

where:

Element Description

af_name Address family name; one or both of ipv4, ipv6. Default value;
both.

saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.

vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.

Response [

Body {

"vrf_name": "<vrf_name>"
(JSON) "ibgp_max_number": "<ibgp_max_number>"
"ebgp_max_number": "<ebgp_max_number>"
}

1

where:

Element Description

vrf_name VRF name; one of the VRF name, default, all. Default value:
default.

ibgp_max_ IBGP multipath maximum ECMP number; an integer from 1-32.

number

ebgp_max_ EBGP multipath maximum ECMP number; an integer from 1-32.

number
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Get BGP Nexthop Trigger-Delay Configuration

Request

Response

Get the BGP nexthop trigger-delay configuration.

Method Type |GET
Request URI |/nos/api/cfg/bgp/af/nht_delay/<af_name>/<saf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
Response [
Body { . .
"critical": "<critical>"
(]SON) "non-critical": "<noncritical>"
}
1
where:
Element Description
critical Nexthop changes affecting reachability; an integer from

1-4294967295.

non-critical

Nexthop changes affecting metric; an integer from 1-4294967295.
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Request

Response
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Get the BGP aggregate configuration.

Method Type |GET
Request URI |/nos/api/cfg/bgp/at/aggregate/<af_name>/<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name": "<vrf_name>"
(]SON) "prefix": "<prefix>"
"typell : |l<type>ll
}
1
where:
Element Description
vrf_name VRF name; one of the VRF name, default, all. Default value:
default.
prefix Aggregate prefix; an IP address in one of the following forms:
e AB.CD/M
o X:X:X:X/M.
type Aggregate type; one of the following:

e as_set - Generate AS set path information.
e summary_only - Filter more specific routes from updates.
e as_set_summary_only -Both as-set and summary-only.
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Get BGP Dampening Parameters Configuration

Get the BGP dampening parameters configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/af/dampening/<af name>/<saf name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response
Response [
Body {
"vrf_name ": "<uvrf_name>",
(JSON) "half_life ": "<half life>",
"reuse_penalty ": ‘"<reuse_penalty>",
"suppress_penalty ": "<suppress_penalty>",
"max_suppress ": "<max_suppress>",
"unreach_half_life ": '"<unreach_half life>",
"rmap_name ": "<rmap_name>"
}
]
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
half_life Reachability half-life time for the penalty, in minutes; an integer
from 1-45.
reuse_penalty | Value to start reusing a route; an integer from 1-20000.
suppress_ Value to start suppressing a route; an integer from 1-20000.
penalty
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Element

Description

max_suppress

Maximum duration to suppress a stable route, in minutes; an
integer from 1-255.

unreach_half

life

Unreachability half-life time for the penalty, in minutes; an
integer from 1-45.

rmap_narie

Route-map name; a string up to 63 characters long.
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Get BGP Dampened Path Configuration

Get the BGP dampened path configuration.

Request

Method Type

GET

Request URI

/nos/api/cfg/bgp/at/dampening/dampened_path/<af_name>
[<saf_name>/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

af_name

Address family name; one or both of ipv4, ipv6. Default value;
both.

saf_name

Subsequent Address Family Identifier name; unicast. Default
value: unicast.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.

Response

Response
Body

(JSON)

"statusCode": "<statusCodeVal>",
"network": "<networkVal>",
"nextHopGlobal": "<nextHopGlobalVal>",
"nextHopLocal": "<nextHopLocalVal>",
"metric": "<metricVal>",

"pathInfo": "<pathlnfoVal>",
"reuseTime": "<reuseTimeVal>",
"asPathStr": "<asPathStrVal>",
"asPath4BStr": "<asPath4BStrVal>",
"routeOriginType": "<routeOriginTypeVal>"
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where:

Element Description
statusCode Router status code; one of:

® s -suppressed

e d-damped

e h-history

e *-valid

® >-best

e i-internal
network Route destination IP address; a valid IPv4 or IPv6 address.
nextHopGlobal |Route nexthop IPv6 address. Not used for IPv4.
nextHopLocal |Route nexthop; a valid IPv4 or IPv6 address.
metric Route metric; an integer.
pathlnfo Route path information; a valid AS path VTY string.
reuseTime Route reuse time; a string.
asPathStr Route AS path attribute; a valid AS path VTY string.
asPath4BStr  |Route 4B AS path; a valid AS path VTY string.
routeOrigin Route origin type; one of the following:
Type o i-IGP

e e-EGP

e ?-incomplete
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Get BGP Network Configuration

Get the BGP network configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/bgp/af/network/<af_name>/<saf_name>/<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response
Response [
Body {
"vrf_name ": "<uvrf_name>",
(]SON) "prefix ": <prefix>",
"backdoor": "<backdoor>",
"rmap_name": "<rmap_name>"
}
]
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:
default.
prefix Network prefix; an IP address in one of the following forms:
e AB.CD/M
o X:XuX:X/M.
backdoor Whether a BGP backdoor route is specified; one of enable,
disable.
rmap_name Route map name; a string up to 63 characters long.
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Request

Response
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Get the BGP network redistribute configuration.

Method Type |GET
Request URI |/nos/api/cfg/bgp/af/redistribute/<af_name>/<saf_name>
[<vrf_name>
Request
Body
(JSON)
where:
Element Description
af_name Address family name; one or both of ipv4, ipv6. Default value;
both.
saf_name Subsequent Address Family Identifier name; unicast. Default
value: unicast.
vrf_name (Optional) VRF name; one of the VRF name, default, all.
Default value: default.
Response [
Body {
"vrf_name ": "<vrf_name>",
(]SON) "redist_direct": ‘"<redist_direct>",
"direct_rmap_name ": "<direct_rmap_name>",
"redist_ospf": ‘'<redist_ospf>",
"ospf_rmap_name ": '"<ospf rmap_name>",
"redist_static ": '<redist_static>",
"static_rmap_name ": ‘'<static_rmap_name>"
}
1
where:
Element Description
urf_name VRF name; one of the VRF name, default, all. Default value:

default.

redist_direct

Whether redistribute direct is enabled; one of enable, disable.

direct_rmap_
name

Route map name for redistribute direct; a string up to 63
characters long.

redist_ospf

Whether redistribute OSPF is enabled; one of enable, disable.
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Element Description

ospf_rmap_ Route map name for redistribute OSPF; a string up to 63
name characters long.

redist_static Whether redistribute static is enabled; one of enable, disable.

static_rmap_  |Route map name for redistribute static; a string up to 63
name characters long.
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Get the BGP network neighbor configuration.

Request
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Method Type

GET

Request URI

/nos/api/cfg/bgp/neighbor/details/<neighbor_ip>/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

neighbor_ip

(Optional) The IP address of the neighbor; a valid IPv4 or IPv6
address. No value will display all neighbors.

vrf_name

(Optional) VRF name; one of the VRF name, default, all.
Default value: default.
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Response

Response
Body

(JSON)

"neighbor": "<neighbor>",

"vrfname": ‘"<vrfname>",

"remote as": '"<remoteas>",

"local as": ‘'<local as>",

"address family": '"<address family>",

"advertisement interval": '<advertisement interval>",
"bfd": "<bfd>",

"connection retry time": "<connection retry time>",
"description": "<description>",

"disallow infinite holdtime": "<disallow infinite holdtime>",
"do not capability negociate": '"<do not capability negociate>",
"advertise dynamic capability": "<advertise dynamic capability>",
"EBGP multihop": "<EBGP multihop>",

"remote private as": '"<remote private as>",

"maximum peers": "<maximum peers>",

"password": '"<password>",

"shutdown": "<shutdown>",

"peer holdtime": "<peer holdtime>",

"peer keepalive": "<peer keepalive>",

"connection-mode passive": '"<connection-mode passive>",
"ttl security hops": "<t security hops>",
"update-source": ‘"<update-source>",

"weight": "<weight>",

"allow as in": '"<allow asin>",

"default originate": "<default originate>",

"default originate rmap": '"<default originate rmap>",
"prefix-list in": '“<prefix-list in>",

"prefix-list out": "<prefix-list out>",

"maximum-prefix": "<maximum-prefix>",

"maximum-prefix warning": "<maximum-prefix warning>",
"maximum-prefix threshold percent":"<maximum-prefix threshold percent>",
"next-hop-self": ‘"<next-hop-sel>",

"filter-list in": "<filter-list in>",

"filter-list out": "<filter-list out>",

"route-map in": "<route-map in>",

"route-map out": "<route-map out>",

"route reflector client": "<route reflector client>",

"send community": "<send community>",

"send community extended": "<send community extended>",
"soft reconfiguration inbound": "<soft reconfiguration inbound>",
"unsuppress-map": "<unsuppress-map>"

where:

Element

Description

neighbor

Neighbor IP address; a valid IPv4 or IPv6 address.

urf_name

VRF name; one of the VRF name, default, all. Default value:
default.

remote as

Current neighbor AS; an AS number.

local as

Switch AS; an AS number.
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Element

Description

address family |Neighbor address family; an address family.
advertisement |Minimum interval between BGP updates, in seconds; an integer.
interval
bfd BFD state; one of:
e enabled
e disabled
e multihop enabled
connection BGP connect timer, in seconds; an integer.
retry time
description Neighbor description; a string.
disallow Neighbor disallow infinite hold time; one of Yes, No.
infinite
holdtime
do not Whether to perform capability negotiations; one of Yes, No.
capability
negociate
advertise Advertise dynamic capability to this neighbor; one of Yes, No.
dynamic
capability
EBGP Number of multihops; an integer from 1 - 255.
multihop

remote private
as

Whether to remove private AS number from outbound packets;
one of Yes, No.

maximum Maximum number of peers for this prefix; an integer from 1-96.
peers

password Neighbor password; an encrypted password.

shutdown Neighbor state; one of Yes, No.

peer holdtime

Holdtime value, in seconds; an integer from 0-3600.

peer keepalive

Keepalive value, in seconds; an integer from 0-3600.

connection-mo
de passive

Whether to allow a passive connection; one of Yes, No.

ttl security
hops

Number of hops; an integer from 1-254.

update-source

Source of routing updates; one of:

e ethernet
e vlan
e loopback interfaces
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Element Description

weight The default weight for routes from this neighbor; an integer from
0-65535.

allow as in Accept AS path with own AS in it; an integer from 1-10.

default Whether to originate default route to this neighbor; one of Yes,

originate No.

default Route map that specifies criteria; an RMAP name.

originate rmap

prefix-list in

Filter updates from this neighbor; a filter name.

prefix-list out

Filter updates to this neighbor; a filter name.

maximum- Maximum number of prefix accept from this peer; an integer
prefix from -15782.
maximum- Whether to only give a warning message when limit is exceeded;

prefix warning

one of Yes, No.

maximum-
prefix
threshold
percent

Threshold value; an integer from 1-100.

next-hop-self

Whether to disable the next hop calculation for this neighbor; one
of Yes, No.

filter-list in

Establish filter for incoming routes; a filter name.

filter-list out

Establish filter for outgoing routes; a filter name.

route-map in

Apply routemap for incoming routes; an RMAP name.

route-map out

Apply routemap for outgoing routes; an RMAP name.

route reflector
client

Whether to set neighbor as route reflector client; one of Yes, No.

send Whether to send community attribute to this neighbor; one of
community Yes, No.

send Whether to send extended community attribute to this neighbor;
community one of Yes, No.

extended

soft Whether to allow inbound soft reconfiguration for this neighbor;
reconfiguration |one of Yes, No.

inbound

unsuppress- Route map to selectively unsuppress suppressed routes; an

map RMAP name.
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Request

© Copyright Lenovo 2017

This command updates the configuration of a specific BGP neighbor. If the BGP
neighbor is inexistent, it will be created.

Method Type

PUT

Request URI

/nos/api/cfg/bgp/neighbor/details/{neighbor_ip}/{vrf_name}

Request
Body (JSON)

[

"remote as":"{as value of neighbor}",

"local as":"{local as value}",

"advertisement interval":"{advertisement interval value}",
"pfd":"{enabled/disabled/multihop enabled}",
"connection retry time":"{connection retry time value}",
"description":" {peer description}",

"disallow infinite holdtime":"{yes/no}",

"do not capability negociate":"{yes/no}",
"advertise dynamic capability":"{yes/no}",
"EBGP multihop":" {multihop value}",

"remote private as":"{yes/no}",

"maximum peers":" {maximum peers value}",
"password": " {encrypted password}",
"unencrypt-password":"{yes/no}",
"shutdown":"{yes/no}",

"peer holdtime":" {holdtime value}",

"peer keepalive":" {keepalive value}",
"connection-mode passive":"{yes/no}",

"ttl security hops":"{number of hops}",
"update-source": " {update source}",

"weight": " {weight value}",

"allow as in":"{number of as allowed}",

"default originate":"{yes/no}",

"default originate rmap":"{rmap name}",
"prefix-list in":"{prefix list name}",
"prefix-list out":"{prefix list name}",
"maximum-prefix" " {max prefix value}",
"maximum-prefix warning":"{yes/no}",
"maximum-prefix threshold percent":"{percent value}",
"next-hop-self":"{yes/no}",

"filter-list in":"{list name}",

"filter-list out":"{list name}",

"route-map in":"{route map name}",

"route-map out":"{route map name}",

"route reflector client":"{yes/no}",

"send community":"{yes/no}",

"send community extended":"{yes/no}",

"soft reconfiguration inbound":"{yes/no}",
"unsuppress-map" : " {route map name}"
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where:

Element

Description

neighbor_ip

The IP address of the BGP neighbor.
Valid value:

e P address

vrf_name The VREF instance for the BGP neighbor.
Valid value:
e VRF instance name
remote as |The current neighbor AS number.
Valid value:
o 1-4294967295
local as The current local AS number.
Valid value:
o 1-4294967295
advertisem |The minimum time interval, in seconds, between consecutive
ent BGP updates.
interval Valid value:
e 1-65535
bfd The status of Bidirectional Forwarding Detection (BFD).
Valid values:
e enabled
e disable
o multihop enabled
connection |The connection retry time, in seconds.
retry time |Valid value:
e 1-65535
description |The BGP neighbor description.
Valid value:
o string
disallow  |Whether the configuration of infinite hold-time is disallowed.
infinite Valid values:
holdtime o yes
® 1o
do not Whether capability negotiations are disabled.
capability |Valid values:
negociate |, yes
® 1o
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Element

Description

advertise

Whether dynamic capability advertisements are enabled.

dynamic Valid values:
capability |, yes
® 1o
EBGP The number of EBGP multi-hops.
multihop Valid value:
e 1-255
remote Whether the removal of private AS numbers from outbound

private as

routes updates is enabled.
Valid values:

® yes

® 1no

maximum
peers

The maximum number of peers configured for the prefix of the
BGP neighbor.
Valid value:

e 1-96

password

The encrypted password for the BGP neighbor.
Valid value:

o string

unencrypt-
password

Whether the password for the BGP neighbor is unencrypted.
Valid values:

® yes

® no

shutdown

Shuts down the BGP neighbor.
Valid values:

® yes
® no

peer
holdtime

The time interval, in seconds, the switch awaits before
transitioning the BGP neighbor to IDLE state, if the switch
doesn't receive an update or keepalive message from the
neighbor.

Valid value:

e 0-3600

peer
keepalive

The time interval, in seconds, the switch awaits before sending
another keep-alive message to the BGP neighbor.
Valid value:

e 0-3600

113




114

Element

Description

connection

Whether the initiations of TCP sessions with the BGP neighbor

-mode are disabled.
passive Valid values:
® yes
® no
ttl The minimum number of TTL router hops an IP packet must
security have to not be discarded.
hops Valid value:
e 1-254
update- The source of the BGP session and updates.
source Valid values:
o ethernet port
e VLAN interface
® loopback interface
weight The default weight of routes incoming from the BGP neighbor.
Valid value:
o 1-65535
allow as The number of AS paths with the local AS number that are
in accepted by the switch.
Valid value:
e 1-10
default Whether to distribute a default route to the BGP neighbor.
originate [|Valid values:
® yes
® no
default The name of the route map for the default route.
originate |Valid value:
rmap

® route map name

prefix-list
in

The prefix list for routes incoming from the BGP neighbor.
Valid value:

o prefix list name

prefix-list
out

The prefix list for routes outgoing to the BGP neighbor.
Valid value:

o prefix list name

maximum-
prefix

The maximum number of prefixes that can be received from the
BGP neighbor.
Valid value:

e 1-15872
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Element

Description

maximum- Whether warning messages are generated only when the
prefix maximum prefix limit is exceeded.
warning Valid values:

® yes

® 1o
maximum- The percentage of the maximum prefix limit at which the switch
prefix starts to generate a warning message.
threshold |Valid value:
percent o 1-100
next-hop- |Whether next-hop calculations for the BGP neighbor are
self disabled.

Valid values:
® yes
® 1o

filter-1list
in

The AS path ACL for routes incoming from the BGP neighbor.
Valid value:

o ACL name

filter-1list
out

The AS path ACL for routes outgoing to the BGP neighbor.
Valid value:

o ACL name

route-map
in

The route map for routes incoming from the BGP neighbor.
Valid value:

® route map name

route-map |The route map for routes outgoing to the BGP neighbor.
out Valid value:
® route map name
route Whether the BGP neighbor is a route reflector client.
reflector |Valid values:
client o yes
® no
send Whether community attributes are sent to the BGP neighbor.
community [Valid values:
® yes
e no
send Whether extended community attributes are sent to the BGP
community |neighbor.
extended Valid values:

® yes
® no
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Element

Description

soft
reconfigur
ation
inbound

Whether the switch stores BGP neighbor updates.
Valid values:

® yes

® no

unsuppress
-map

The route map to selectively unsuppress suppressed routes.
Valid value:

® route map name

Response

116

Response
Body (JSON)

"neighbor":" {ip_addr}",

"vrf_name":" {vrf_name}",

"remote as":"{as value of neighbor}",

"local as":"{local as value}",

"address family":"{address family type}",
"advertisement interval":"{advertisement interval value}",
"bfd":"{enabled/disabled/multihop enabled}",
"connection retry time":"{connection retry time value}",
"description":"{peer description}",

"disallow infinite holdtime":"{yes/no}",
"do not capability negociate":"{yes/no}",
"advertise dynamic capability":"{yes/no}",
"EBGP multihop":"{multihop value}",

"remote private as":"{yes/no}",

"maximum peers":" {maximum peers value}",
"password" : " {encrypted password}",
"shutdown":"{yes/no}",

"peer holdtime":"{holdtime value}",

"peer keepalive":"{keepalive value}",
"connection-mode passive":"{yes/no}",

"ttl security hops":"{number of hops}",
"update-source" : " {update source}",

"weight": " {weight value}",

"allow as in":"{number of as allowed}",

"default originate":"{yes/no}",

"default originate rmap":"{rmap name}",
"prefix-list in":"{prefix list name}",
"prefix-list out":"{prefix list name}",
"maximum-prefix" :" {max prefix value}",
"maximum-prefix warning":"{yes/no}",
"maximum-prefix threshold percent":"{percent value}",
"next-hop-self":"{yes/no}",

"filter-list in":"{list name}",

"filter-list out":"{list name}",

"route-map in":"{route map name}",

"route-map out":"{route map name}",

"route reflector client":"{yes/no}",

"send community":"{yes/no}",

"send community extended":"{yes/no}",
"soft reconfiguration inbound":"{yes/no}",
"unsuppress-map" : " {route map name}"
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where:

retry time

Element Description
neighbor_ |The IP address of the BGP neighbor.
ip Valid value:
e [P address
vrf_name The VRF instance for the BGP neighbor.
Valid value:
e VRF instance name
remote as |The current neighbor AS number.
Valid value:
o 1-4294967295
local as The current local AS number.
Valid value:
o 1-4294967295
address The BGP neighbor address family.
family Valid values
e [Pv4
e [Pv6
advertisem [The minimum time interval, in seconds, between consecutive
ent BGP updates.
interval Valid value:
e 1-65535
bfd The status of Bidirectional Forwarding Detection (BFD).
Valid values:
e enabled
o disable
o multihop enabled
connection |The connection retry time, in seconds.

Valid value:

o 1-65535
description |The BGP neighbor description.
Valid value:
o string
disallow Whether the configuration of infinite hold-time is disallowed.
infinite Valid values:
holdtime o yes
® no
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Element Description
do not Whether capability negotiations are disabled.
capability |Valid values:
negociate |, yes
® no
advertise |Whether dynamic capability advertisements are enabled.
dynamic Valid values:
capability |, yes
® 1o
EBGP The number of EBGP multi-hops.
multihop Valid value:
e 1-255
remote Whether the removal of private AS numbers from outbound

private as

routes updates is enabled.
Valid values:

o yes

® 1o

maximum
peers

The maximum number of peers configured for the prefix of the
BGP neighbor.
Valid value:

e 1-96

password

The encrypted password for the BGP neighbor.
Valid value:

o string

shutdown

Shuts down the BGP neighbor.
Valid values:

® yes
e no

peer
holdtime

The time interval, in seconds, the switch awaits before
transitioning the BGP neighbor to IDLE state, if the switch
doesn’t receive an update or keepalive message from the
neighbor.

Valid value:

e (-3600

peer
keepalive

The time interval, in seconds, the switch awaits before sending
another keep-alive message to the BGP neighbor.
Valid value:

e (-3600
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Element Description
connection |Whether the initiations of TCP sessions with the BGP neighbor
-mode are disabled.
passive Valid values:
® yes
® 1o
ttl The minimum number of TTL router hops an IP packet must
security have to not be discarded.
hops Valid value:
o 1-254
update- The source of the BGP session and updates.
source Valid values:
o cthernet port
e VLAN interface
o loopback interface
weight The default weight of routes incoming from the BGP neighbor.
Valid value:
e 1-65535
allow as The number of AS paths with the local AS number that are
in accepted by the switch.
Valid value:
e 1-10
default Whether to distribute a default route to the BGP neighbor.
originate [|Valid values:
® yes
e no
default The name of the route map for the default route.
originate |Valid value:
rmap

® route map name

prefix-list
in

The prefix list for routes incoming from the BGP neighbor.
Valid value:

o prefix list name

prefix-list
out

The prefix list for routes outgoing to the BGP neighbor.
Valid value:

o prefix list name

maximum-
prefix

The maximum number of prefixes that can be received from the
BGP neighbor.
Valid value:

e 1-15872
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Element

Description

maximum- Whether warning messages are generated only when the
prefix maximum prefix limit is exceeded.
warning Valid values:

® yes

® no
maximum- The percentage of the maximum prefix limit at which the switch
prefix starts to generate a warning message.
threshold |Valid value:
percent o 1-100
next-hop- |Whether next-hop calculations for the BGP neighbor are
self disabled.

Valid values:
® yes
® 1o

filter-1list
in

The AS path ACL for routes incoming from the BGP neighbor.
Valid value:

o ACL name

filter-1list
out

The AS path ACL for routes outgoing to the BGP neighbor.
Valid value:

e ACL name
route-map |The route map for routes incoming from the BGP neighbor.
in Valid value:

® route map name
route-map |The route map for routes outgoing to the BGP neighbor.
out Valid value:

® route map name

route Whether the BGP neighbor is a route reflector client.
reflector [|Valid values:
client o yes

® 10
send Whether community attributes are sent to the BGP neighbor.
community [Valid values:

® yes

® 10
send Whether extended community attributes are sent to the BGP
community |neighbor.
extended Valid values:

® yes
e no
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Element Description

soft Whether the switch stores BGP neighbor updates.
reconfigur |Valid values:
ation o yes
inbound
® 1o

unsuppress |The route map to selectively unsuppress suppressed routes.
-map Valid value:

® route map name
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Update Global BGP Unnumbered Configuration

Request

Response

This command updates the global BGP unnumbered configuration.

Method Type |PUT
Request URI |/nos/api/cfg/bgp/unnumbered
Request {
Body (JSON) "state":"{enabled|disabled}"
where:
Element Description
state The status of the global BGP unnumbered feature.
Valid value:
e enabled
e disabled
Response {
Body (JSON) "state":"{enabled|disabled}"
where:
Element Description
state The status of the global BGP unnumbered feature.

Valid value:

e enabled
e disabled
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Update BGP Unnumbered Interface Configuration

Request

Response
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This command updates the BGP unnumbered configuration for a specific switch

interface.
Method Type |PUT
Request URI |/nos/api/cfg/interface/bgp_unnumbered/<if_name>
Request {
Body (JSON) "state":"{enabled|disabled}"
where:
Element Description
if_name The name of the switch interface.
Valid value:
o interface name (for example, Ethernet1/12)
state The status of the global BGP unnumbered feature.
Valid value:
e enabled
e disabled
Response {
Body (JSON) "state":"{enabled|disabled}"
}
where:
Element Description
state The status of the global BGP unnumbered feature.

Valid value:

e enabled
o disabled
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CEE

The following Converged Enhanced Ethernet (CEE) URIs are available:

® /nos/api/cfg/cee GET, PUT
® /nos/api/cfg/cee/pfc GET, PUT
® /nos/api/cfg/cee/pfc/{if_name} GET, PUT
® /nos/api/info/cee/pfc/counters/{if_name} GET

® /nos/api/cfg/cee/ets GET, PUT
® /nos/api/ctg/cee/app-proto GET, POST, DELETE
e /nos/api/cfg/cee/dcbx/{if_name} GET, PUT
® /nos/api/info/cee/dcbx/ctrl/{if name} GET

® /nos/api/info/cee/dcbx/admin/{if name} GET

® /nos/api/info/cee/dcbx/oper/{if_name} GET

® /nos/api/info/cee/dcbx/remote/{if_name} GET

The following CEE commands are available:

e Get CEE Configuration

e Update CEE Configuration

e Get PFC Configuration

e Update PFC Configuration

e Get PFC Interface Configuration

e Update PFC Interface Configuration

o Get PFC Interface Statistics

e Get ETS Configuration

e Update ETS Configuration

e Get Application Protocol Configuration

e Create Application Protocol Configuration

e Delete Application Protocol Configuration

e Get DCBX Configuration

e Update DCBX Configuration

e Get DCBX Control Interface Information

e Get DCBX Administrative Interface Information
e Get DCBX Operational Interface Information

o Get DCBX Remote Interface Information
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Get CEE Configuration

Request
Method Type |GET
Request URI |/nos/api/cfg/cee
Request
Body (JSON)
Response
Response {
Body (]SON) "status":"{off|on}",
where:
Element Description
status The status of the CEE service on the switch.
Valid value:
o off (disabled)
e on (enabled)
Default Value: of f
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Update CEE Configuration

Request

Response
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This command updates the CEE configuration.

Method Type |PUT

Request URI |/nos/api/cfg/cee

Request {

Body (]SON) "status":"{off|on}",

where:

Element Description

status The status of the CEE service on the switch.

Valid value:

o off (disabled)
o on (enabled)

Default value: of

Response {
BOdy (JSON) "status":"{off|on}",
3
where:
Element Description
status The status of the CEE service on the switch.

Valid value:

o off (disabled)
o on (enabled)
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Get PFC Configuration

This command returns the current Priority Flow Control (PFC) configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/cee/pfc
Request
Body (JSON)
Response
Response {
Body (]SON) "state":"{off|on}",
“priority_map”: " {priority_map}"
}
where:
Element Description
state The status of PFC on the switch.

Valid value:

o off (disabled)
® on (enabled)

Default value: on

priority_ |The PFC priority flow map.
map Valid value:

e list of enabled priorities: 0-7

Default value: 3

128 REST API Programming Guide for Lenovo CNOS 10.6



Update PFC Configuration

This command updates the PFC configuration.

Note: Unlike the CLI command, the PUT operation overwrites any previous
configurations.

Request

Method Type |[PUT

Request URI |/nos/api/cfg/cee/pfc

Request {
Body (]SON) "state":"{off|on}",
“priority_map”: " {priority_map}"
}
where:
Element Description
state The status of PFC on the switch.

Valid value:

o off (disabled)
o on (enabled)

Default value: on

priority_ |The PEC priority flow map.
map Valid value:

e list of enabled priorities: 0-7

Default value: 3

Notes:

e Up to two PFC priorities can be simultaneously enabled, except
for the NE10032, where the limit is one priority.

e The PFC priority flow map must not contain a combination of
enabled and disabled priorities. Configure ETS appropriately
and then enabled PFC to avoid configuration issues.
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Response
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Response {
Body (JSON) "state":"{off|on}",
“priority_map”: " {priority_map}"
}
where:
Element Description
state The status of PFC on the switch.
Valid value:
o off (disabled)
e on (enabled)
priority_ |The PFC priority flow map.
map Valid value:
e list of enabled priorities: 0-7
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Get PFC Interface Configuration

This command returns the current PFC configuration for a specific switch

interface.
Request
Method Type |GET
Request URI  |/nos/api/ctg/cee/pfc/{if_name)
Request
Body (JSON)
where:
Element Description
if_name The name of the switch interface.
Valid values:
o [nterface name (for example, Ethernet1/12)
Response
Response {
Body (JSON) "if_name" :" {if_name}",
"state":"{off|on}",
}
where:
Element Description
if_name The name of the switch interface.
Valid values:
o [nterface name (for example, Ethernet1/12)
state The status of PFC on the switch.
Valid value:
e off (disabled)
® on (enabled)
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Update PFC Interface Configuration

Request

Response

This command updates the PFC configuration for a specific switch interface.

Method Type |PUT
Request URI |/nos/api/cfg/cee/pfc/{if_name}
Request {
BOdy (]SON) "if_name" :" {if name}",
"state":"{off|on}",
}
where:
Element Description
if_name The name of the switch interface.
Valid values:
o [nterface name (for example, Ethernet1/12)
state The status of PFC on the switch.
Valid value:
e off (disabled)
o on (enabled)
Default value: on
Response {
Body (]SON) "if_name" :" {if name}",
"state":"{off|on}",
}
where:
Element Description
if_name The name of the switch interface.
Valid values:
o [nterface name (for example, Ethernet1/12)
state The status of PFC on the switch.

Valid value:

e off (disabled)
e on (enabled)

132 REST API Programming Guide for Lenovo CNOS 10.6




Get PFC Interface Statistics

Request

Response
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This command returns PFC statistics for a specific switch interface.

Method Type |GET

Request URI |/nos/api/info/cee/pfc/counters/{if_name}

Request

Body (JSON)

Response {

BOdy (]SON) "if_name":"{if name}",
"pfc_received" : {Rx count},
"pfc_sent": {Tx count}

}

where:

Element Description

if_name The name of the switch interface.

Valid values:

o [nterface name (for example, Ethernet1/12)
pfc_ The number of received PFC packets.
received Valid value:

o integer
pfc_sent The number of sent PFC packets.

Valid value:

o integer
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Get ETS Configuration

This command returns the current Enhanced Transmission Selection (ETS)
configuration.

Request

Method Type |GET

Request URI |/nos/api/cfg/cee/ets

Request
Body (JSON)
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Response
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Response
Body (JSON)

3

"pgid": O,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 1,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 2,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 3,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 4,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 5,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 6,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 7,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 15,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"
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where:

Element Description

pgid The ID of the ETS priority group.
Valid value:
e (-7,or15

bandwidth |The bandwidth percentage allocated to the priority group.
Valid value:

e (-100

priority_ |The priorities mapped to the priority group.
pgid_ Valid value:
mapping ® 0-7
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Update ETS Configuration

Request
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This command updates the ETS configuration.

Method Type |PUT
Request URI |/nos/api/cfg/cee/ets
Request [
Body (JSON) { _
"pgid": O,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping":” {priority_map}"”
+
{
"pgid": 1,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 2,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
i
{
"pgid": 3,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":"” {priority_map}"”
H
{
"pgid": 4,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 5,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping":"” {priority_map}"
}
{
"pgid": 6,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"”
H
{
"pgid": 7,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
iy
{
"pgid": 15,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}”
}l
1
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where:

Element

Description

pgid

The ID of the ETS priority group.
Valid value:

e (-7,or15

bandwidth

The bandwidth percentage allocated to the priority group.
Valid value:
e (0-100

Note: The total bandwidth percentage for all priority groups
must not exceed 100%

pgid_
mapping

priority_

The priorities mapped to the priority group.
Valid value:

e (-7
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Response
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Response
Body (JSON)

3

"pgid": O,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 1,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 2,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 3,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 4,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 5,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 6,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 7,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 15,
"pbandwidth":” {banwidth}",
"priority_pgid_mapping"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"

" {priority_map}"”

" {priority_map}"”

" {priority_map}"

139




where:

Element Description

pgid The ID of the ETS priority group.
Valid value:
e (-7,or15

bandwidth |The bandwidth percentage allocated to the priority group.
Valid value:

e (-100

priority_ |The priorities mapped to the priority group.
pgid_ Valid value:
mapping ® 0-7
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Get Application Protocol Configuration

This command returns the current application protocol configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/cee/app-proto
Request
Body (JSON)
Response
Response [
Body (JSON) { _ .
"config_name" :"{config_name}",
"protocol": " {protocol}",
"protoid": " {proto_id}",
"priority":"{priority}”
3
1
where:
Element Description
config_ The name of application protocol configuration.
name Valid value:
o string
protocol The name of the protocol
Valid value:
e string (for example, Ethertype, TCP, or UDP)
protoid The protocol identifier.
Valid values:
o hexadecimal for Ethernet type (for example, 0x8900)
e fcoe, iscsi, roce, or rocev2 for well known protocols
e 0-65535 for TCP or UDP ports
priority The priority mapped to the application protocol configuration.
Valid value:
e 0-7
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Create Application Protocol Configuration

This command creates a new application protocol configuration.

Request
Method Type |POST
Request URI |/nos/api/cfg/cee/app-proto
Request [
Body (JSON) { _ ,
"config_name" :"{config_name}",
"protocol": " {protocol}",
"protoid": "{proto_id}",
"priority":" {priority}"”
3
]
where:
Element Description
config_ The name of application protocol configuration.
name Valid value:
o string
protocol (Optional) The unique name of the configured application
protocol.
Valid value:
o string (for example, Ethertype, TCP, or UDP)
Note: For well known protocols (fcoe, iscisi, roce, rocev2) this
variable is not mandatory. For user defined protocols, the value of
the variable must be ethertype and protoid must be a valid
Ethernet type value (0x800 - 0x9100)
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Element Description
protoid The protocol identifier.
Valid values:
o hexadecimal for Ethernet type (for example, 0x8900)
e fcoe, iscsi, roce, or rocev2 for well known protocols
e 0-65535 for TCP or UDP ports
Note: This variable is optional for well known protocols
To create a new application protocol for other proto-IDs, protocol
information is required as showed in the following example for
TCP port 8090.
Protocol ProtoId Priorities ConfigName
Ethertype fcoe 5 fcoe_app
TCP isCSI 4 iscsi_app
uDP ROCEV2 3 rocev2_app
Ethertype 0x8900 1 my_eth_app
priority The priority mapped to the application protocol configuration.
Valid value:
e 0-7
Response
Response [
Body (JSON) { , ,
"config_name":" {config_name}",
"protocol": " {protocol}",
"protoid": " {proto_id}",
"priority":"{priority}”
3
]
where:
Element Description
config_ The name of application protocol configuration.
name Valid value:
o string
protocol The name of the protocol
Valid value:
o string (for example, Ethertype, TCP, or UDP)
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Element Description

protoid The protocol identifier.
Valid value:

o hexadecimal for Ethernet type (for example, 0x8900)
e fcoe, iscsi, roce, or rocev2 for well known protocols
e 0-65535 for TCP or UDP ports

priority The priority mapped to the application protocol configuration.
Valid value:

e (-7
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Delete Application Protocol Configuration

Request
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This command deletes an application protocol configuration.

Method Type |DELETE

Request URI  |/nos/api/cfg/cee/app-proto/{config_name}
Request

Body (JSON)

where:

Element Description

config_name

The name of application protocol configuration.

Valid value:

o string
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Get DCBX Configuration

This command returns the current Data Center Bridging Exchange (DCBX)
configuration for a specific switch interface.

Request

Response

Method Type |GET
Request URI |/nos/api/cfg/cee/dcbx/{if_name}
Request
Body (JSON)
Response {
BOdy (]SON) "if_name": " {if name}",
"dcbx state":"{enable|disable}",
"pfc advt":"{on|off}",
"ets advt":"{on|off}",
"app advt":"{on|off}"
}
where:
Element Description
if_name The name of the switch interface.

Valid values:

o [nterface name (for example, Ethernet1/12)

dcbx state

The status of DCBX on the interface.
Valid value:

e enable
e disable

pfc advt

The status of PFC local configuration advertisement to the DCBX
peer.
Valid value:

® on

® off
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Element

Description

ets advt

The status of ETS local configuration advertisement to the DCBX
peer.
Valid value:

® on

oojf

app advt

The status of application protocol local configuration
advertisement to the DCBX peer.
Valid value:

® on

° off
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Update DCBX Configuration

This command updates the DCBX configuration for a specific switch interface.

Request
Method Type |PUT
Request URI |/nos/api/cfg/cee/dcbx/{if_name}
Request {
BOdy (]SON) "if_name" :" {if name}",
"dcbx state":"{enable|disable}",
"pfc advt":"{on|off}",
"ets advt":"{on|off}",
"app advt":"{on|off}"
}
where:
Element Description
if_name The name of the switch interface.
Valid values:
o [nterface name (for example, Ethernet1/12)
dcbx state |The status of DCBX on the interface.
Valid value:
® cnable
e disable
Default value: on
pfc advt The status of PFC local configuration advertisement to the DCBX
peer.
Valid value:
e on
° off
Default value: on
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Element Description

ets advt The status of ETS local configuration advertisement to the DCBX
peer.
Valid value:

® on

oojf

Default value: on

app advt The status of application protocol local configuration
advertisement to the DCBX peer.
Valid value:

® on
° off
Default value: on
Response
Response {
BOdy (JSON) "if_name":"{if name}",
"dcbx state":"{enable|disable}",
"pfc advt":"{on|off}",
"ets advt":"{on|off}",
"app advt":"{on|off}"
}
where:
Element Description
if_name The name of the switch interface.

Valid values:

o [nterface name (for example, Ethernet1/12)

dcbx state |The status of DCBX on the interface.
Valid value:

e enable
e disable

pfc advt The status of PFC local configuration advertisement to the DCBX
peer.
Valid value:

® on

° off
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Element

Description

ets advt

The status of ETS local configuration advertisement to the DCBX
peer.
Valid value:

® on

ooﬂ'

app advt

The status of application protocol local configuration
advertisement to the DCBX peer.
Valid value:

® on

° off
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Get DCBX Control Interface Information

This command returns DCBX control information for a specific switch interface.

Request
Method Type |GET
Request URI |/nos/api/info/cee/dcbx/ctrl/{if_name}
Request
Body (JSON)
Response
Response {
BOdy (]SON) "if_name":"{if name}",
"DCBX Admin-state":"{disable|enable}",
"DCBX version":"{dcbx_version}"
}
where:
Element Description
if_name The name of the switch interface.
Valid values:
o [nterface name (for example, Ethernet1/12)
DCBX The status of DCBX on the switch interface.
Admin-stat |Valid value:
e e enable
e disable
DCBX The version of DCBX.
version Valid value:
e DCBX CEE (v1.01)
e DCBXIEEE 802.1Qaz (v2.5)
seqg_no The sequence number, in case of DCBX CEE.
ack_no The acknowledgement number, in case of DCBX CEE.
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Get DCBX Administrative Interface Information

This command returns DCBX administrative information for a specific switch

interface.
Request
Method Type |GET
Request URI |/nos/api/info/cee/dcbx/admin/{if_name}
Request
Body (JSON)
Response
Response {
BOdy (]SON) "if_name": " {if name}",
"dcbx_state":"{enable|disable}",
"pfc_admin":
{

"state":"{on]|off}",
"advt":"{on]|off}",
"willing":"{on|off}",
"max_cap" :"” {max_cap}",
"syncd":"{on]|off}",
"priority_map":” {priority_map}"”

i

"ets_admin":

{
"state":"{on]|off}",
"advt":"{on]|off}",
"willing":"{on|off}",
"syncd":"{on]|off}",

"teg":
[
{
"pgid": O,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":" {priority_map}"
}
{
"pgid": 1,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
3
{
"pgid": 2,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":" {priority_map}"
+
{
"pgid": 3,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":" {priority_map}"
+
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Response

{
Body (JSON) iogid: 4,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
}l
{
"pgid": 5,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
H
{
"pgid": 6,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":” {priority_map}"
i
{
"pgid": 7,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping": " {priority_map}”
}l
{
"pgid": 15,
"bandwidth":” {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
1
i
"app_admin":
{
"state":"{on|off}",
"advt":"{on|off}",
"willing":"{on]|off}",
}
"app_protocol":
[
{
"protocol": " {protocol}",
"protostr":"{proto_str}",
"priority":” {priority}"”
H
1
}
where:
Element Description
if_name The name of the switch interface.

Valid value:

o [nterface name (for example, Ethernet1/12)

dcbx state

The status of DCBX on the interface.
Valid values:

e enable
e disable

pfc_admin

The current PFC configuration.
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Element

Description

state

The status of PFC on the switch interface.
Valid values:

® on

ooﬂ'

advt

The status of PFC local configuration advertisement to the DCBX
peer.
Valid values:

® on

° off

willing

Whether the switch is “willing” to learn PFC configurations from
a DCBX peer.
Valid values:

® on

° off

max_cap

The maximum PFC capability.
Valid value:

e integer

syncd

The status of PFC information synchronization.
Valid values:

® on

® off

map

priority_

The PFC priorities enabled on the interface.
Valid value:

e (-7

ets_admin

The current ETS configuration.

state

The status of ETS on the switch interface.
Valid values:

® on

° off

advt

The status of ETS local configuration advertisement to the DCBX
peer.
Valid values:

® on

° off

willing

Whether the switch is “willing” to learn ETS configurations from
a DCBX peer.
Valid values:

® on

° off
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Element

Description

syncd

The status of ETS information synchronization.
Valid values:

® on

oojf

pgid

The ID of the ETS priority group.
Valid value:

e (-7,0or15

bandwidth

The bandwidth percentage allocated to the priority group.
Valid value:

e (0-100

priority_

pgid_
mapping

The priorities mapped to the priority group.
Valid value:

e (-7

app_admin

The current application control configuration.

state

The status of application control on the switch interface.
Valid values:

® on

o off

advt

The status of application control local configuration
advertisement to the DCBX peer.
Valid values:

® on

o off

willing

Whether the switch is “willing” to learn application control
configurations from a DCBX peer.
Valid values:

® on

oojf

app_
protocol

The list of created application protocols.
Valid value:

o string

protocol

The name of the protocol
Valid value:

e string (for example, Ethertype, TCP, or UDP)

© Copyright Lenovo 2017
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Element Description

protostr The protocol identifier.
Valid value:

e string for Ethertype or well known protocols
® (0-65535 for TCP or UDP ports

priority The priority mapped to the application protocol configuration.
Valid value:

e (-7

156  REST API Programming Guide for Lenovo CNOS 10.6



Get DCBX Operational Interface Information

Request

Response
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This command returns DCBX operational information for a specific switch

interface.

Method Type

GET

Request URI

/nos/api/info/cee/dcbx/oper/{if_name}

Request
Body (JSON)

Response
Body (JSON)

"if_name":"{if name}",
"dcbx_state":"{enable|disable}",

"pfc_admin":

{

"state":"{on|off}",
"max_cap" : " {max_cap}”,
"syncd":"{on|off}",
"priority_map":” {priority_map}"

Y

"ets_admin":

"state":"{on|off}",

"th" .
[
{

Y

"pgid": O,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 1,
"bandwidth": " {banwidth}",
"priority_pgid_mapping"

"pgid": 2,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 3,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 4,
"bandwidth": " {banwidth}",
"priority_pgid_mapping"

" {priority_map}"”

" {priority_map}"

" {priority_map}"

" {priority_map}"”

" {priority_map}"
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Response

{
Body (JSON) vogidh: 5,
"bandwidth": " {banwidth}",
"priority_pgid_mapping":" {priority_map}"
H
{
"pgid": 6,
"bandwidth": " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
i
{
"pgid": 7,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping": " {priority_map}"
H
{
"pgid": 15,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":" {priority_map}"
H
1
i
"app_admin":
{
"state":"{on]|off}",
+
"app_protocol":
[
{
"protocol": " {protocol}",
"protostr":"{proto_str}",
"priority":"” {priority}"”
i
]
}
where:
Element Description
if_name The name of the switch interface.

Valid value:

o [nterface name (for example, Ethernet1/12)

dcbx state |The status of DCBX on the interface.
Valid values:

e enable
e disable

pfc_admin |The current PFC configuration.

state The status of PFC on the switch interface.
Valid values:

® on

ooﬂ'

158 REST API Programming Guide for Lenovo CNOS 10.6



Element Description
max_cap The maximum PFC capability.
Valid value:
o integer
syncd The status of PFC information synchronization.
Valid values:
® on
° off
priority_ |The PFC priorities enabled on the interface.
map Valid value:
e 0-7
ets_admin |The current ETS configuration.
state The status of ETS on the switch interface.
Valid values:
® on
o off
pgid The ID of the ETS priority group.
Valid value:
e (-7,0or15
bandwidth |The bandwidth percentage allocated to the priority group.
Valid value:
e (0-100
priority_ |The priorities mapped to the priority group.
pgid_ Valid value:
mapping ° 0-7
app_admin |The current application control configuration.
state The status of application control on the switch interface.
Valid values:
® on
° off
app_ The list of created application protocols.
protocol Valid value:
o string
protocol The name of the protocol

Valid value:

o string (for example, Ethertype, TCP, or UDP)

© Copyright Lenovo 2017

159



Element Description

protostr The protocol identifier.
Valid value:

e string for Ethertype or well known protocols
® (0-65535 for TCP or UDP ports

priority The priority mapped to the application protocol configuration.
Valid value:

e (-7
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Get DCBX Remote Interface Information

Request

Response
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This command returns DCBX remote information for a specific switch interface.

Method Type |GET

Request URI |/nos/api/info/cee/dcbx/remote/{if name}
Request

Body (JSON)

Response {

BOdy (JSON) "if_name" :"{if_name}",

"dcbx_state":"{enable|disable}",

"pfc_admin":

"state":"{on|off}",
"willing":"{on]|off}",
"max_cap":"” {max_cap}”,
"priority_map":” {priority_map}"

Y

"ets_admin":

{

"state":"{on|off}",
"willing":"{on]|off}",

Ilthll .
[
{

}l

"pgid": O,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 1,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 2,
"bandwidth":” {banwidth}",
"priority_pgid_mapping"

"pgid": 3,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

"pgid": 4,
"bandwidth" :” {banwidth}",
"priority_pgid_mapping"

" {priority_map}"

" {priority_map}"”

" {priority_map}"

" {priority_map}"”

" {priority_map}"”
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Response
Body (JSON)

{
"pgid": 5,
"bandwidth": " {banwidth}",
"priority_pgid_mapping":
i
{
"pgid": 6,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":
}
{
"pgid": 7,
"bandwidth":” {banwidth}",
"priority_pgid_mapping":
i
{
"pgid": 15,
"bandwidth" : " {banwidth}",
"priority_pgid_mapping":
i
1
}
"app_admin":
{
"state":"{on]|off}",
"willing":"{on|off}",
H
"app_protocol":
[
{
"protocol": " {protocol}",
"protostr":"{proto_id}",
"priority": " {priority}"”
H
1

" {priority_map}"

" {priority_map}"

" {priority_map}"

" {priority_map}"

where:

Element

Description

if_name

The name of the switch interface.
Valid value:

o [nterface name (for example, Ethernet1/12)

dcbx state

The status of DCBX on the interface.
Valid values:

e enable
e disable

pfc_admin

The current PFC configuration.

state

The status of PFC on the switch interface.
Valid values:

® on

o off
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Element

Description

willing

Whether the switch is “willing” to learn PFC configurations from
a DCBX peer.
Valid values:

® on

° Qﬂ

max_cap

The maximum PFC capability.
Valid value:

o integer

priority_
map

The PFC priorities enabled on the interface.
Valid value:

e (-7

ets_admin

The current ETS configuration.

state

The status of ETS on the switch interface.
Valid values:

® on

o off

willing

Whether the switch is “willing” to learn ETS configurations from
a DCBX peer.
Valid values:

® on

o off

pgid

The ID of the ETS priority group.
Valid value:

e 0-7,0r15

bandwidth

The bandwidth percentage allocated to the priority group.
Valid value:

e 0-100

priority_

pgid_
mapping

The priorities mapped to the priority group.
Valid value:

e (-7

app_admin

The current application control configuration.

state

The status of application control on the switch interface.
Valid values:

® on

° off

willing

Whether the switch is “willing” to learn application control
configurations from a DCBX peer.
Valid values:

® on

° off
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Element

Description

app_
protocol

The list of created application protocols.
Valid value:

o string

protocol

The name of the protocol
Valid value:

o string (for example, Ethertype, TCP, or UDP)

protostr

The protocol identifier.
Valid value:

e string for Ethertype or well known protocols
e 0-65535 for TCP or UDP ports

priority

The priority mapped to the application protocol configuration.
Valid value:

e (-7
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DHCP
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The following DHCP URIs are available:

e /nos/api/cfg/dhcp

® /nos/api/cfg/dhcp_client/interface

® /nos/api/cfg/dhcp_client/interface/<if name>

® /nos/api/cfg/dhcp_client/interface/class_id/<if name>
e /nos/api/cfg/dhcp_relay

e /nos/api/cfg/dhcp_relay/interface

e /nos/api/cfg/dhcp_relay/interface/<if name>

® /nos/api/cfg/dhcp_relay/interface/<if_name>/<relay_address>
® /nos/api/cfg/dhcpsnp/entry

® /nos/api/cfg/dhcpsnp/entry/<mac_vlan_ifname>
® /nos/api/cfg/dhcpsnp

e /nos/api/cfg/dhcpsnp/vlan

e /nos/api/ctg/dhcpsnp/vlan/<vlan_id>

® /nos/api/cfg/dhcpsnp/trust

® /nos/api/info/dhcpsnp/cnt

The following DHCP commands are available:

o Get the Global DHCP Client Feature Property

e Update DHCP Client Feature Property

e Get DHCP Client Properties of All Interfaces

e Update DHCP Client Interface Properties

® Delete the Vendor Class Identifier of an Interface
® Get the Global DHCP Relay Service Property

e Update the Global DHCP Relay Service Property
o Get the DHCP Relay Properties of All Interfaces
o Get DHCP Relay Interface Properties

e Update DHCP Relay Interface Properties

® Delete DHCP Relay Interface Properties

e Get DHCP Snooping Binding Table Entry

o Create DHCP Snooping Binding Table Entry

® Delete DHCP Snooping Binding Table Entry

® Get DHCP Snooping Configuration

GET, PUT
GET

PUT

DELETE

GET, PUT
GET

GET, PUT
DELETE
GET, POST
DELETE
GET, PUT
GET

PUT, DELETE
GET, PUT
GET, DELETE
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e Update DHCP Snooping Configuration

e Get DHCP Snooping VLAN Configuration

e Update DHCP Snooping VLAN Configuration

e Delete DHCP Snooping VLAN Configuration

e Get DHCP Snooping Trusted Ports Configuration

e Update DHCP Snooping Trusted Ports Configuration
e Get DHCP Snooping Statistics

e Clear DHCP Snooping Statistics
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Get the Global DHCP Client Feature Property

Request

Response
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Get the global DHCP client feature property (whether or not DHCP is globally

enabled).

Method Type |GET

Request URI  |/nos/api/ctg/dhcp

Request

Body

(JSON)

Response

Body "ena_dhcp_feature": "<ena_dhcp_feature>"
}

(JSON)

where:

Element Description

ena_dhcp_ Whether the DHCP client feature is enabled globally; one of yes,

feature no. Default value: yes.

Note: If disabled globally, DHCP client and DHCP relay is
disabled on all interfaces. If enabled globally, the per-interface
setting of DHCP client and DHCP relay takes effect.
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Update DHCP Client Feature Property

Set the global DHCP client feature property (whether or not DHCP is globally

enabled).
Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcp
Request {
Body "ena_dhcp_feature": "<ena_dhcp_feature>"
3
(JSON)
where:
Element Description
ena_dhcp_ Enable or disable the DHCP client feature globally; one of yes,
feature no. Default value: yes.
Note: If disabled globally, DHCP client and DHCP relay is
disabled on all interfaces. If enabled globally, the per-interface
setting of DHCP client and DHCP relay takes effect.
Response
Response {
Body "ena_dhcp_feature": "<ena_dhcp_feature>"
3
(JSON)
where:
Element Description
ena_dhcp_ Whether the DHCP client feature is enabled globally; one of yes,
feature no. Default value: yes.
Note: If disabled globally, DHCP client and DHCP relay is
disabled on all interfaces. If enabled globally, the per-interface
setting of DHCP client and DHCP relay takes effect.
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Get DHCP Client Properties of All Interfaces

Request

Response
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Get DHCP client properties of all interfaces.

Method Type |GET

Request URI |/nos/api/cfg/dhcp_client/interface/

Request

Body

(JSON)

Response {

Body "if_name": "<if name>",
"ena_v4_client": "<ena_v4_client>",

(]SON) "ena_v6_client": ‘"<ena_v6_client>",
"reg_hostname": ‘"<req_hostname>",
"reg_ntp_server": '<req_ntp_server>",
"req_log_server": '<req_log server>",
"class_id": '"<class_id>"

}

where:

Element Description

if_name Interface name.

Note: The interface must exist.

ena_v4_client

Whether the DHCPv4 client is enabled on the interface; one of
Yes, No. Default values: Yes for the management interface and
No for other switch interfaces.

ena_v6_client

Whether the DHCPv6 client is enabled on the interface; one of
Yes, No. Default values: Yes for the management interface and
No for other switch interfaces.

req_hostname

Whether a request has been issued for the host name option on an
interface; one of Yes, No. Default value: No.

req_ntp_
server

Whether a request has been issued for the NTP-server option on
an interface; one of Yes, No. Default value: No.

req_log_server

Whether a request has been issued for the Log server option on
an interface; one of Yes, No. Default value: No.

class_id

The name of Vendor class identifier.

Note: The Vendor class identifier name must exist.
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Update DHCP Client Interface Properties

Request

Updates DHCP client properties of a specific interface.

Method Type |PUT

Request URI |/nos/api/cfg/dhcp_client/interface/<if_name>

Request {

Body "if_name": "<if name>",
"ena_v4_client": "<ena_v4_client>",

(]SON) "ena_v6_client": "<ena_v6_client>",
"req_hostname": '<req_hostname>",
"reg_ntp_server": '"<req_ntp_server>",
"reg_log_server": '<req_log server>",
"class_id": '"<class_id>"

}

where:

Element Description

if_name Interface name.

Note: The interface must exist.

ena_v4_client

Whether the DHCPv4 client is enabled on the interface; one of
Yes, No. Default values: Yes for the management interface and
No for other switch interfaces.

ena_v6_client

Whether the DHCPv6 client is enabled on the interface; one of
Yes, No. Default values: Yes for the management interface and
No for other switch interfaces.

req_hostname

Whether a request has been issued for the host name option on an
interface; one of Yes, No. Default value: No.

req_ntp_
server

Whether a request has been issued for the NTP-server option on
an interface; one of Yes, No. Default value: No.

req_log_server

Whether a request has been issued for the Log server option on
an interface; one of Yes, No. Default value: No.

class_id

The name of Vendor class identifier.

Note: The Vendor class identifier name must exist.
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Response
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Response
"na n. n . n

Body if_name": "<if name>",
"ena_v4_client": ‘"<ena_v4_client>",

(]SON) "ena_v6_client": '"<ena_v6_client>",
"req_hostname": '"<req_hostname>",
"reg_ntp_server": '<req_ntp_server>",
"reg_log_server": '<req_log server>",
"class_id": '"<class_id>"

}

where:

Element Description

if_name Interface name.

Note: The interface must exist.

ena_v4_client

Whether the DHCPv4 client is enabled on the interface; one of
Yes, No. Default values: Yes for the management interface and
No for other switch interfaces.

ena_v6_client

Whether the DHCPv6 client is enabled on the interface; one of
Yes, No. Default values: Yes for the management interface and
No for other switch interfaces.

req_hostname

Whether a request has been issued for the host name option on an
interface; one of Yes, No. Default value: No.

req_ntp_
server

Whether a request has been issued for the NTP-server option on
an interface; one of Yes, No. Default value: No.

req_log_server

Whether a request has been issued for the Log server option on
an interface; one of Yes, No. Default value: No.

class_id

The name of Vendor class identifier.

Note: The Vendor class identifier name must exist.
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Delete the Vendor Class lIdentifier of an Interface

Delete the vendor class identifier of a specific interface.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/dhcp_client/interface/class_id/<if_name>

Request

Body

(JSON)

where:

Element Description

if_name Interface name.

Note: The interface must exist.

Response

Response

Body

(JSON)
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Get the Global DHCP Relay Service Property

Request

Response
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Get the global DHCP relay service property (whether the relay service has been
enabled globally) class identifier of a specific interfaces.

Method Type |GET

Request URI |/nos/api/cfg/dhcp_relay

Request

Body

(JSON)

Response {

Body "ena_v4_relay": ‘'<ena_v4_relay>",
"ena_vé_relay": '"<ena_v6_relay",

(JSON) }

where:

Element Description

ena_v4_relay

Whether DHCPv4 relay is enabled on the interface; one of Yes,
No. Default value: Yes.

Note: If disabled globally, DHCPv4 relay is disabled on all
interfaces. If DHCPv4 relay service is enabled globally, the
per-interface setting of DHCPv4 relay takes effect.

ena_v6_relay

Whether DHCPv6 relay is enabled on the interface; one of Yes,
No. Default value: Yes.

Note: If disabled globally, DHCPv6 relay is disabled on all
interfaces. If DHCPv6 relay service is enabled globally, the
per-interface setting of DHCPv6 relay takes effect.
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Update the Global DHCP Relay Service Property

Update the global DHCP relay service property (whether the relay service has
been enabled globally) class identifier of a specific interfaces.

Request

Response

Method Type |PUT

Request URI |/nos/api/cfg/dhcp_relay

Request

Body

(JSON)

Response {

Body "ena_v4_relay": ‘"<ena_v4_relay>",
"ena_v6_relay": "<ena_v6_relay",

(JSON) }

where:

Element Description

ena_v4_relay

Whether DHCPv4 relay is enabled on the interface; one of Yes,
No. Default value: Yes.

Note: If disabled globally, DHCPv4 relay is disabled on all
interfaces. If DHCPv4 relay service is enabled globally, the
per-interface setting of DHCPv4 relay takes effect.

ena_v6_relay

Whether DHCPv6 relay is enabled on the interface; one of Yes,
No. Default value: Yes.

Note: If disabled globally, DHCPv6 relay is disabled on all
interfaces. If DHCPv6 relay service is enabled globally, the
per-interface setting of DHCPv®6 relay takes effect.
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Get the DHCP Relay Properties of All Interfaces

Get the DHCP relay properties for all interfaces.

Request

Response

© Copyright Lenovo 2017

Method Type |GET
Request URI |/nos/api/cfg/dhcp_relay/interface/
Request
Body
(JSON)
Response {
Body "if_name": "<if name>",
"dhcpv4_relay":
(JSON) [
"va_relay_addr": "<v4_relay_addr>",
}
1,
"dhcpvé_relay":
[
{
"vé_relay_addr": "<v6_relay_addr>",
"v6_relay_out_if": "<v6_relay_out_if>"
}
1
}
where:
Element Description
if_name Interface name.

Note: The interface must exist.

v4_relay_addr

IPv4 address of the relay server; a valid IPv4 address.

v6_relay_addr

IPv6 address of the relay server; a valid IPv6 address.

v6_relay_out_

if

Outgoing interface of the relay service.

Note: The interface must exist.
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Get DHCP Relay Interface Properties

Get the DHCP relay interface properties for a specific interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcp_relay/interface/<if_name>
Request
Body
(JSON)
where:
Element Description
if_name Interface name.
Note: The interface must exist.
Response
Response [
Body t ‘
"if_name": "<if name>",
(]SON) "dhcpv4_relay":
[
{
"v4_relay_addr": "<vd_relay_addr>",
}
1,
"dhcpv6_relay":
[
{
"v6_relay_addr": "<v6_relay_addr>",
"v6_relay_out_if": "<v6_relay_out_if>"
}
1
}
1
where:
Element Description
if_name Interface name.

Note: The interface must exist.

v4_relay_addr |IPv4 address of the relay server; a valid IPv4 address.

v6_relay_addr |IPv6 address of the relay server; a valid IPv6 address.

v6_relay_out_ |Outgoing interface of the relay service.

if Note: The interface must exist.
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Notes:

e The response body will be empty if no DHCP relay configuration has been made
on the specified interface.

® Only the what is configured will be displayed. For example, if no
dhcpv6_relay is configured, none will be displayed.
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Update DHCP Relay Interface Properties

Update the DHCP relay interface properties for a specific interface.

Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcp_relay/interface/<if_name>
Request {
Body "if_name": "<if name>",
"dhcpv4_relay":
(JSON) [ .
"v4_relay_addr": "<v4_relay_addr>",
}
1,
"dhcpv6_relay":
[
{
"v6_relay_addr": "<v6_relay_addr>",
"v6_relay_out_if": "<v6_relay_out_if>"
}
1
}
where:
Element Description
if_name Interface name.

Note: The interface must exist.

v4_relay_addr |IPv4 address of the relay server; a valid IPv4 address.

v6_relay_addr |IPv6 address of the relay server; a valid IPv6 address.

v6_relay_out_ |Outgoing interface of the relay service.

if Note: The interface must exist.
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Response
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Response [
Body ¢ '
"if_name": "<if name>",
(]SON) "dhcpv4_relay":
[
{
"v4_relay_addr": "<v4_relay_addr>",
}
1,
"dhcpv6_relay":
[
{
"v6_relay_addr": "<v6_relay_addr>",
"vé_relay_out_if": "<v6_relay_out_if>"
}
]
}
1
where:
Element Description
if_name Interface name.

Note: The interface must exist.

v4_relay_addr

IPv4 address of the relay server; a valid IPv4 address.

v6_relay_addr

IPv6 address of the relay server; a valid IPv6 address.

v6_relay_out_

if

Outgoing interface of the relay service.

Note: The interface must exist.
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Delete DHCP Relay Interface Properties

Request

Response

Delete the DHCP relay interface properties for a specific interface.

Method Type |DELETE

Request URI |/nos/api/cfg/dhcp_relay/interface/<if _name>/<relay_address>
Request

Body

(JSON)

where:

Element Description

if_name Interface name.

Note: The interface must exist.

relay_address

IPv4 or IPv6 address of the relay server; a valid IPv4 or IPv6
address.

Note: If no relay address is specified, all relay server
configuration information for this interface will be removed.

Response
Body

(JSON)
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Get DHCP Snooping Binding Table Entry

This command returns the DHCP Snooping binding table entries.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcpsnp/entry
Request
Body (JSON)
Response
Response [

Body (JSON) | {

"mac" :"{mac address}",
"ip_addr":"{ip address}",
"lease_time" : " {lease time in seconds}",
"type" : " {dynamic/static}",
"vlan":"{vlan number}",
"if_name":"{if name}",

3
]
where:
Element Description
mac The MAC address of the binding table entry.

Valid value:
o MAC address in format XX:XX:XX:XX:XX:XX

ip_addr The IP address of the binding table entry.
Valid value:

o P address

lease_time |The lease time, in seconds, for the binding table entry.
Valid values:

o 1-4294967295

type The type of the binding table entry.
Valid values:

e dynamic

e static

vlan The VLAN of the binding table entry.
Valid values:

e 1-4093

if_name The name of the switch interface for the binding table entry.
Valid values:

o [nterface name (for example, Ethernet1/12)
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Create DHCP Snooping Binding Table Entry

This command adds a DHCP Snooping binding table entry.

Request

Method Type |POST

Request URI |/nos/api/cfg/dhcpsnp/entry

Request {

Body (]SON) "mac" : " {mac address}",
"ip_addr":"{ip address}",
"lease_time": " {lease time in seconds}",
"vlan":"{vlan number}",
"if_name" :" {if name}",

3

where:

Element Description

mac The MAC address of the binding table entry.

Valid value:
o MAC address in format XX: XX:XX:XX:XX:XX

ip_addr The IP address of the binding table entry.
Valid value:

e ]P address

lease_time |The lease time, in seconds, for the binding table entry.
Valid values:

o 1-4294967295

vlan The VLAN of the binding table entry.
Valid values:
e 1-4093
if_name The name of the switch interface for the binding table entry.

Valid values:

o [nterface name (for example, Ethernet1/12)
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Delete DHCP Snooping Binding Table Entry

Request
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This command removes an entry from the DHCP Snooping binding table.

Method Type |DELETE

Request URI |/nos/api/cfg/dhcpsnp/entry/{mac_vlan_ifname}

Request

Body (JSON)

where:

Element Description

mac_vlan_ The MAC address, VLAN, or interface name to identify the
ifname binding table entry.

Valid values:

o MAC address in format XX:XX:XX:XX:XX:XX
e VLAN number: 1-4093
o [nterface name (for example, Ethernet1/12)
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Get DHCP Snooping Configuration

This command gets the DHCP Snooping configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/dhcpsnp
Request
Body (JSON)
Response
Response {
Body (JSON) "dhcpsnp_feature":"{enable/disable}",
"option_82":"{enable/disable}",
b
where:
Element Description

dhcpsnp_ The global status of the DHCP service on the switch.
feature Valid values:

e enable
e disable

option_82 |The status of DHCP Option 82.
Valid values:

e enable
e disable
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Update DHCP Snooping Configuration

This command updates the DHCP Snooping configuration.

Request
Method Type |PUT
Request URI |/mos/api/cfg/dhcpsnp
Request {
Body (JSON) "dhcpsnp_feature":"{enable/disable}",
"option_82":"{enable/disable}",
}
Response
Response
Body (JSON)
where:
Element Description
dhcpsnp_ The global status of the DHCP service on the switch.
feature Valid values:
e enable
e disable
option_82 |The status of DHCP Option 82.

Valid values:

e enable
o disable
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Get DHCP Snooping VLAN Configuration

This command gets the DHCP Snooping VLAN configuration.

Request
Method Type |GET
Request URI  |/nos/api/cfg/dhcpsnp/vlan
Request
Body (JSON)
Response
Response {

Body (JSON) "vlan_enabled":"{vlan_id}",
}

where:

Element Description

vlan_ The VLAN for DHCP Snooping.
enabled Valid values:

e 1-4093
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Update DHCP Snooping VLAN Configuration

Request
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This command updates the DHCP Snooping VLAN configuration.

Method Type |PUT
Request URI |/nos/api/cfg/dhcpsnp/vlan
Request {
Body (JSON) "vlan_enabled": {vlan_id}
where:
Element Description
vlan_ The VLAN on which DHCP Snooping is enabled.
enabled Valid values:
e 1-4093
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Delete DHCP Snooping VLAN Configuration

This command deletes the DHCP Snooping VLAN configuration.

Request
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Method Type

DELETE

Request URI

/nos/api/cfg/dhcpsnp/vlan/{vian_id}

Request
Body (JSON)

where:

Element

Description

vlan_id

The VLAN for DHCP Snooping.
Valid values:

e 1-4093
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Get DHCP Snooping Trusted Ports Configuration

Request

Response
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This command gets the DHCP Snooping trusted ports configuration.

Method Type |GET
Request URI |/nos/api/ctfg/dhcpsnp/trust
Request
Body (JSON)
Response [
Body (JSON) | { _
"if_name" :" {interface name}",
"trusted":" {yes/no}"
3
1
where:
Element Description
if_name The name of the switch interface to be configured as a DHCP
Snooping trusted port.
Valid values:
o [nterface name (for example, Ethernet1/12)
trusted Whether the specified switch interface is a trusted port.

Valid values:
® yes
e no
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Update DHCP Snooping Trusted Ports Configuration

This command updates the DHCP Snooping trusted ports configuration.

Request
Method Type |PUT
Request URI |/nos/api/cfg/dhcpsnp/trust
Request {
BOdy (JSON) "if_name": " {interface name}",
"trusted": " {yes/no}"
}
where:
Element Description
if_name The name of the switch interface to be configured as a DHCP
Snooping trusted port.
Valid values:
o [nterface name (for example, Ethernet1/12)
trusted Whether the specified switch interface is a trusted port.
Valid values:
® yes
® no
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Get DHCP Snooping Statistics

This command gets DHCP Snooping statistics.

Request

Response
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Method Type |GET

Request URI |/nos/api/info/dhcpsnp/cnt

Request

Body (JSON)

Response {

BOdy (JSON) "rev_req_pkts": " {Received Request packets}",
"rev_rep_pkts": " {Received Reply packets}",
"drop_pkts":"{Dropped packets}"

}

where:

Element Description

rcv_req_ The number of received DHCP request packets.

pkts Valid values:

o (-4294967295

rcv_rep_ The number of received DHCP reply packets.

pkts Valid values:

o (-4294967295
drop_pkts |The number of dropped DHCP packets.

Valid values:
o 0-4294967295
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Clear DHCP Snooping Statistics

This command resets DHCP Snooping statistics.

Request

Method Type |DELETE

Request URI |/nos/api/info/dhcpsnp/cnt

Request
Body (JSON)
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DNS
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The following Domain Name System (DNS) URIs are available:

/nos/api/info/dns
/nos/api/cfg/dns
/nos/api/cfg/dns/nameserver
/nos/api/cfg/dns/defaultdomain
/nos/api/cfg/dns/domain

/nos/api/cfg/dns/nametoip

The following DNS commands are available:

Get DNS Host Information

Configure DNS Client Service
Configure DNS Name Server

Delete DNS Name Server

Configure DNS Default Domain Name
Delete DNS Default Domain Name
Configure DNS Domain Name

Delete DNS Domain Name

GET

POST

POST, DELETE
POST, DELETE
POST, DELETE
POST, DELETE

Configure DNS Hostname to IP Address Mapping

Delete DNS Hostname to IP Address Mapping

193



Get DNS Host Information

This command returns DNS Client information, such as domain-lookup service
state, default domain name, and additional domain names.

Request

Response

Method Type |GET

Request URI |/nos/api/info/dns

Request

Body (JSON)

Response {

Body (]SON) "domain_lookup":"enable/disable",
"dynamic_domain":"Dynamic domain/No dynamic domain",
"dynamic_nameserver":"Dynamic name server/Static name
server",

"domain_list":[{"domain_name" : "<domain>"}],

"nameserver_list":[{"address":"<address>"}],

"nametoip_list":[{"name":"<name>", "address":'"<address>"}]
}

where:

Element Description

domain_ The status of the DNS service on the switch.

lookup Valid values:

e enabled

e disabled
dynamic_  |Whether the DNS Client domain name is dynamically learnt.
domain Valid values:

o dynamic domain

® no dynamic domain

dynamic_ Whether the DNS Client name server is dynamically learnt.

nameserver |Valid values:

o dynamic name server
® static name server

domain_ (Optional) The DNS Client configured domain name list.

list Valid value:

o list of domain names
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Element Description

nameserver |(Optional) The DNS Client configured name server list.
_list Valid value:

o list of name servers

nametoip_ [(Optional) The DNS Client configured hostname to IP address
list mapping list.
Valid value:

e list of hostname to IP address mappings
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Configure DNS Client Service

This command configures the status of the DNS Client service on the switch.

Request
Method Type |POST
Request URI |/nos/api/cfg/dns
Request {
Body (JSON) "dns_client_status":"enabled/disabled"
}
where:
Element Description
dns_client |The status of the DNS Client service.
_status Valid values:
e enabled
e disabled
Response
Response {
Body (JSON) "dns_client_status":"enabled/disabled"

196 REST API Programming Guide for Lenovo CNOS 10.6



Configure DNS Name Server

Request

© Copyright Lenovo 2017

This command configures a DNS name server.

Method Type |POST
Request URI |/nos/api/cfg/dns/nameserver
Request {
Body (]SON) "nameserverl1" : "<serverl_address>",
"nameserver2" : "<server2_address>",
"nameserver3" : "<server3_address>",
"vrf!": "<orf_name>"
3
where:
Element Description
nameserverl |The first name server address.
Valid value:
o ]P address
nameserver?2 |The second name server address.
Valid value:
o P address
nameserver3 |The third name server address.
Valid value:
o P address
vrf The VRF instance for the name server.
Valid value:
e VRF instance name
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Delete DNS Name Server

This command removes a configured DNS name server.

Request
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Method Type

DELETE

Request URI

/nos/api/cfg/dns/nameserver/<server_addr>/<vrf>

where:

Element

Description

server_addr

The name server address.
Valid value:

e [P address

orf

The VRF instance for the name server.
Valid value:

o VRF instance name

Default value:
o default
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Configure DNS Default Domain Name

Request
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This command configures the default DNS domain name.

Method Type |POST
Request URI |/nos/api/cfg/dns/defaultdomain
Request {
Body (]SON) "domain_name" :"<default_domain_name>",
"vrf": "<orf_name>"
}
where:
Element Description
default_ The name of the default DNS domain.

domain_name

Valid value:

o string representing the default DNS domain name

vrf_name

The VRF instance for the default DNS domain.
Valid value:

e VRF instance name

Default value:
o default
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Delete DNS Default Domain Name

This command removes the default DNS domain name.

Request
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Method Type

DELETE

Request URI

/nos/api/ctg/dns/defaultdomain/<domain_name>/<vrf>

where:

Element

Description

domain_name

The name of the default DNS domain.
Valid value:

o string representing the default DNS domain name

orf

The VRF instance for the default DNS domain.
Valid value:

o VRF instance name

Default value:
o default
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Configure DNS Domain Name

Request
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This command configures a DNS domain name.

Method Type |POST
Request URI  |/nos/api/cfg/dns/domain
Request {
Body (]SON) "domain_name" : "<domain_name>",
"vrf": "<orf_name>"
}
where:
Element Description

domain_name

The name of the default DNS domain.
Valid value:

o string representing the default DNS domain name

orf

The VRF instance for the default DNS domain.
Valid value:

e VRF instance name

Default value:
o default
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Delete DNS Domain Name

This command removes a configured DNS domain name.

Request
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Method Type

POST

Request URI

/nos/api/cfg/dns/domain/<domain_name>/<vrf>

where:

Element

Description

domain_name

The name of the default DNS domain.
Valid value:

o string representing the default DNS domain name

orf

The VRF instance for the default DNS domain.
Valid value:

o VRF instance name

Default value:
o default
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Configure DNS Hostname to IP Address Mapping

Request
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This command configures a DNS server hostname to IP address mapping.

Method Type |POST
Request URI |/nos/api/cfg/dns/nametoip
Request {
Body (JSON) "hostname" : "<hostname>",
"ip_addri": "<address1>",
"ip_addr2": "<address2>",
"vrf!": "<orf_name>"
3
where:
Element Description
hostname The hostname of the DNS server.
Valid value:
o string representing the DNS server hostname
address1 The first IP address of the DNS server.
Valid values:
o P address
address?2 The second IP address of the DNS server.
Valid values:
o P address
urf The VRF instance for the default DNS domain.

Valid value:

e VRF instance name

Default value:
o default
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Delete DNS Hostname to IP Address Mapping

This command removes a configured DNS server hostname to IP address

mapping.

Request
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Method Type

Request URI

/nos/api/cfg/dns/nametoip/<hostname>/<addr>/<vrf>

where:

Element

Description

hostname

The hostname of the DNS server.
Valid value:

o string representing the DNS server hostname

addr

The IP address of the DNS server.
Valid values:

e ]P address

orf

The VRF instance for the default DNS domain.
Valid value:

o VRF instance name

Default value:
o default
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ECMP
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The following Equal Cost Multiple Paths (ECMP) URIs are available:

® /nos/api/cfg/ip/ecmp/weight

® /nos/api/info/ip/ecmp/weight/ipv4/<ipv4_address>
® /nos/api/info/ip/ecmp/weight/ipv6/<ipv6_address>
® /nos/api/info/ip/ecmp/weight/interface/<interface_name>
® /nos/api/cfg/ip/ecmp/weight/ipv4

® /nos/api/cfg/ip/ecmp/weight/ipv6

® /nos/api/cfg/ip/ecmp/weight/interface

The following ECMP commands are available:

o Get Weighted ECMP Status

e Update Weighted ECMP Status

e Get IPv4 Next-hop ECMP Weight

e Configure IPv4 Next-hop ECMP Weight

e Get IPv6 Next-hop ECMP Weight

e Configure IPv6 Next-hop ECMP Weight

e Get Interface ECMP Weight

e Configure Interface ECMP Weight

GET, PUT
GET

GET

GET
POST
POST
POST
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Get Weighted ECMP Status

This command returns the status of weighted ECMP on the switch.

Request
Method Type |GET
Request URI |/nos/api/cfg/ip/ecmp/weight
Request
Body (JSON)
Response
Response {

Body (JSON) ) "weighted_ecmp_state":"{Enable|Disable}"

where:

Element Description

weighted_ |The status of weighted ECMP.
ecmp_state |Valid values:

e enable
o disable
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Update Weighted ECMP Status

Request

Response
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This command updates the status of weighted ECMP on the switch.

ecmp_state

Method Type |PUT
Request URI |/nos/api/ctg/ip/ecmp/weight
Request {
Body (JSON) "weighted_ecmp_state":"{enable|disable}"
where:
Element Description
weighted_ |The status of weighted ECMP.
ecmp_state |Valid values:
e enable
e disable
Response {
Body (JSON) "weighted_ecmp_state":"{enable|disable}"
where:
Element Description
weighted_ |The status of weighted ECMP.

Valid values:

e enable
e disable
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Get IPv4 Next-hop ECMP Weight

This command returns the ECMP weight of a specified IPv4 next-hop.

Request
Method Type |GET
Request URI  |nos/api/info/ip/ecmp/weight/ipv4/<ipv4_address>
Request
Body (JSON)
Response
Response {
Body (JSON) "ipv4_nexthop_address":"{IPv4 address}",
"ipv4_nexthop_weight": {weight}
}
where:
Element Description

ipv4_nexthop |[The IPv4 address of the next-hop.
_address Valid value:

o [Pv4 address

ipv4_nexthop |The ECMP weight of the specified next-hop.
_weight Valid value:

o 14
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Configure IPv4 Next-hop ECMP Weight

Request

Response
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This command configures the ECMP weight of a specific IPv4 next-hop.

Method Type |POST
Request URI |/nos/api/cfg/ip/ecmp/weight/ipv4
Request {
Body (JSON) "ipv4_nexthop_address" :"{IPv4 address}",
"ipv4_nexthop_weight": {weight}
}
where:
Element Description

ipv4_nexthop
_address

The IPv4 address of the next-hop.
Valid value:

o [Pv4 address

ipv4_nexthop
_weight

The ECMP weight of the specified next-hop.
Valid value:

o 14

Response {
Body (]SON) "ipv4_nexthop_address": " {IPv4 address}",
"ipv4_nexthop_weight" : {weight}
}
where:
Element Description

ipv4_nexthop
_address

The IPv4 address of the next-hop.
Valid value:

o [Pv4 address

ipv4_nexthop
_weight

The ECMP weight of the specified next-hop.
Valid value:

o 14
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Get IPv6 Next-hop ECMP Weight

This command returns the ECMP weight of a specified IPv6 next-hop.

Request
Method Type |GET
Request URI |/nos/api/info/ip/ecmp/weight/ipv6/<ipv6_address>
Request
Body (JSON)
Response
Response {
Body (JSON) "ipv6_nexthop_address": " {IPv6 address}",
"ipv6_nexthop_weight": {weight}
}
where:
Element Description

ipv6_nexthop |[The IPv6 address of the next-hop.
_address Valid value:

o [Pv6 address

ipv6_nexthop |The ECMP weight of the specified next-hop.
_weight Valid value:

o 14
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Configure IPv6 Next-hop ECMP Weight

Request

Response
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This command configures the ECMP weight of a specific IPv6 next-hop.

Method Type |POST
Request URI |/nos/api/ctg/ip/ecmp/weight/ipv6
Request {
Body (JSON) "ipv6_nexthop_address" :"{IPv6 address}",
"ipvé_nexthop_weight": {weight}
}
where:
Element Description

ipv6_nexthop
_address

The IPv6 address of the next-hop.
Valid value:

o [Pvé6 address

ipv6_nexthop
_weight

The ECMP weight of the specified next-hop.
Valid value:

o 14

Response {
Body (]SON) "ipv6_nexthop_address": " {IPv6 address}",
"ipv6_nexthop_weight" : {weight}
}
where:
Element Description

ipv6_nexthop
_address

The IPv6 address of the next-hop.
Valid value:

o [Pv6 address

ipv6_nexthop
_weight

The ECMP weight of the specified next-hop.
Valid value:

o 14
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Get Interface ECMP Weight

Request

Response

This command returns the ECMP weight of a specific switch interface.

Method Type |GET
Request URI |/nos/api/info/ip/ecmp/weight/interface/<interface name>
Request
Body (JSON)
Response {
BOdy (JSON) "interface_name" : " {interface name}",
"interface_weight": {weight}
}
where:
Element Description
interface_ |The name of the switch interface.
name Valid value:
o interface name
interface_ |The ECMP weight of the specified switch interface.
weight Valid value:

o 14
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Configure Interface ECMP Weight

This command configures the ECMP weight of a specific switch interface.

Request
Method Type |POST
Request URI |/nos/api/ctg/ip/ecmp/weight/interface
Request {
Body (JSON) "interface_name":" {interface name}",
"interface_weight": {weight}
}
where:
Element Description
interface_ |The name of the switch interface.
name Valid value:
e interface name
interface_ |The ECMP weight of the specified switch interface.
weight Valid value:
o 14
Response
Response {
Body (]SON) "interface_name": " {interface name}",
"interface_weight": {weight}
}
where:
Element Description
interface_ |The name of the switch interface.
name Valid value:
o interface name
interface_ |The ECMP weight of the specified switch interface.
weight Valid value:
o 14
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FDB
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The following Forwarding Database (FDB) URIs are available:

e /nos/api/info/fdb/list POST

® /nos/api/info/fdb/count POST

® /nos/api/info/fdb/global GET

® /nos/api/info/fdb/interface/{if_name} GET

® /nos/api/cfg/fdb GET, POST, PUT
e /nos/api/cfg/tdb/global GET, PUT

e /nos/api/cfg/tdb/interface/{if name} GET, PUT

The following FDB commands are available:

e Get List of MAC Addresses

e Get Number of MAC Addresses

e Get Global FDB Runtime Settings

e Get Global FDB Configured Settings

e Update Global FDB Settings

e Get MAC Address Learning Interface Runtime Setting

e Get MAC Address Learning Interface Configured Setting
e Update Interface MAC Address Learning Setting

e Get Static MAC Addresses

® Create Static MAC Address

® Delete MAC Address or Interface for Multicast MAC Address
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Get List of MAC Addresses

This command returns all MAC addresses that match the search criteria.

Request

Method Type |POST

Request URI |/nos/api/info/fdb/list

Request {

Body (JSON) "fdb_type":"{static|multicast|dynamic}",
"mac_address" : " {mac_address}",
"interfaces":["{if_name}"],

"vlan_id": " {olan_id}"
}
where:
Element Description

fdb_type The type of MAC address to filter on.
Valid value:

e static

o dynamic

o multicast

mac_ The MAC address matching the criteria.
address Valid value:

o MAC address

interfaces |The name of the switch interface to filter on.
Valid value:

o interface name (for example, Ethernet1/12)

vlan_id The VLAN number to filter on.
Valid value:

e 1-4094
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Response
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Response {
Body (JSON) "address_table":
[
{
"vlan_id":"{vlan_id}",
"mac_address" : " {mac_address}",
"is_static":"{true|false}",
"if_name": " {if name}"
}
1
}
where:
Element Description
address_ The MAC table entries.
table
vlan_id The VLAN number for the MAC table entry.
Valid value:
o 1-4094
mac_ The MAC address matching the search criteria.
address Valid value:
o MAC address
is_static |Whether the MAC address is statically configured.
Valid value:
e ftrue
o false
if_name The name of the switch interface to filter on.

Valid value:

e interface name (for example, Ethernet1/12)
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Get Number of MAC Addresses

This command returns the total number of MAC addresses matching the search
criteria.

Request

Method Type |POST

Request URI |/nos/api/info/fdb/count

Request {

Body (JSON) "fdb_type":"{static|multicast|dynamic}",
"mac_address" : " {mac_address}",
"interfaces":["{if_name}"],

"vlan_id": " {olan_id}"
}
where:
Element Description

fdb_type The type of MAC address to filter on.
Valid value:

e static

o dynamic

o multicast

mac_ The MAC address matching the criteria.
address Valid value:

o MAC address

interfaces |The name of the switch interface to filter on.
Valid value:

o interface name (for example, Ethernet1/12)

vlan_id The VLAN number to filter on.
Valid value:

e 1-4094
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Response
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Response {

Body (JSON) "dynamic_add_cnt": " {dynamic_add_cnt}",
"static_add_cnt":"{static_add_cnt}",
"multicast_add_cnt":" {multicast_add_cnt}",
"total_in_use_cnt":"{total_in_use_cnt}"

}

where:

Element Description

dynamic_  |The number of dynamically learnt MAC addresses.

add_cnt Valid value:

o integer

static_add
_cnt

The number of statically configured MAC addresses.

Valid value:

o integer
multicast_ |The number of multicast MAC addresses.
add_cnt Valid value:

o integer
total_in_ |The total number of MAC addresses.
use_cnt Valid value:

o integer
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Get Global FDB Runtime Settings

Request

Response

This command returns the global FDB runtime settings.

Method Type |GET
Request URI |/nos/api/info/fdb/global
Request
Body (JSON)
Response {
Body (JSON) "global_learning_status":"{enabled|disabled}",
"aging_time": " {aging time}"
}
where:
Element Description
global_ The status of global MAC address learning.
learning_ |Valid values:
status o enabled
e disabled

aging_time

The MAC address aging time, in seconds.
Valid value:

e (-1000000
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Get Global FDB Configured Settings

This command returns the global FDB configured settings.

Request

Response
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Method Type |GET
Request URI |/nos/api/ctg/fdb/global
Request
Body (JSON)
Response {
Body (JSON) "global_learning_status":"{enabled|disabled}",
"aging_time":"{aging time}"
}
where:
Element Description
global_ The status of global MAC address learning.
learning_ |Valid values:
status o enabled
o disabled

aging_time

The MAC address aging time, in seconds.
Valid value:

e (-1000000
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Update Global FDB Settings

Request

Response

This command updates the global FDB settings.

Method Type |PUT
Request URI |/nos/api/cfg/tdb/global
Request {
Body (]SON) "global_learning_status":"{enabled|disabled}",
"aging_time":"{aging time}"
}
where:
Element Description
global_ The status of global MAC address learning.
learning_ |Valid values:
status ® enabled
e disabled

aging_time

The MAC address aging time, in seconds.
Valid value:

e (-1000000
Response {
Body (]SON) "global_learning_status":"{enabled|disabled}",
"aging_time":"{aging time}"
}
where:
Element Description
global_ The status of global MAC address learning.
learning_ [|Valid values:
status o enabled
e disabled

aging_time

The MAC address aging time, in seconds.
Valid value:

e (-1000000

Note: Setting this variable to 0 disables MAC address aging.
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Get MAC Address Learning Interface Runtime Setting

Request

Response
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This command returns the runtime setting of MAC learning for a specific switch

interface.
Method Type |GET
Request URI |/nos/api/info/fdb/interface/{if_name}
Request
Body (JSON)
where:
Element Description
if_name The name of the switch interface.
Valid value:
o interface name (for example, Ethernet1/12)
Response {
Body (]SON) "learning_status":"{enabled|disabled}"
where:
Element Description
learning_ |The status of MAC address learning for the specified interface.
status Valid values:

e enabled
o disabled
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Get MAC Address Learning Interface Configured Setting

This command returns the configured setting of MAC learning for a specific switch

interface.
Request
Method Type |GET
Request URI |/nos/api/cfg/tdb/interface/{if_name}
Request
Body (JSON)
where:
Element Description
if_name The name of the switch interface.
Valid value:
o interface name (for example, Ethernet1/12)
Response
Response {
Body (]SON) "learning_status":"{enabled|disabled}"
where:
Element Description

learning_ |The status of MAC address learning for the specified interface.
status Valid values:

e enabled
e disabled
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Update Interface MAC Address Learning Setting

Request

Response
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This command returns the status of MAC learning for a specific switch interface.

Method Type |PUT
Request URI |/nos/api/ctg/tdb/interface/{if_name}
Request {
Body (JSON) "learning_status":"{enabled|disabled}"
where:
Element Description
if_name The name of the switch interface.
Valid value:
o interface name (for example, Ethernet1/12)
learning_ |The status of MAC address learning for the specified interface.
status Valid values:
o enabled
o disabled
Response {
Body (JSON) "learning_status":"{enabled|disabled}"
b
where:
Element Description
learning_ |The status of MAC address learning for the specified interface.
status Valid values:

e enabled
o disabled
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Get Static MAC Addresses

This command returns all statically configured MAC addresses.

Request

Response

Method Type |GET
Request URI |/nos/api/cfg/tdb
Request
Body (JSON)
Response {
Body (JSON) "address_table":
[
{
"vlan_id": " {vlan_id}",
"mac_address" : " {mac_address}",
"is_static":"{true|false}",
"if_name":"{if name}"
}
1
}
where:
Element Description
address_ The MAC table entries.
table
vlan_id The VLAN number for the MAC table entry.
Valid value:
o 1-4094
mac_ The MAC address.
address Valid value:
o MAC address
is_static |Whether the MAC address is statically configured.
Valid value:
o ftrue
o false
if_name The name of the switch interface.

Valid value:

o interface name (for example, Ethernet1/12)
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Create Static MAC Address

Request

Response
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This command adds a new statically configured MAC address.

Method Type |POST

Request URI  |/nos/api/cfg/tdb

Request {

Body (JSON) "mac_address" : " {mac_address}",
"vlan_id":"{vlan_id}",
"interfaces": ["{if_name}"]

}

where:

Element Description

mac_ The MAC address.

address Valid value:

o MAC address

vlan_id The VLAN number.
Valid value:

e 1-4094

interfaces |The name of the switch interface.
Valid value:

o interface name (for example, Ethernet1/12)

Response {

Body (JSON) "mac_address" : " {mac_address}",
"vlan_id":"{vlan_id}",
"is_static":"{true|false}",
"if_name": " {if name}"

}

where:

Element Description

mac_ The MAC address.

address Valid value:

o MAC address

vlan_id The VLAN number.
Valid value:

e 1-4094
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Element

Description

is_static

Whether the MAC address is statically configured.
Valid value:

o frue
o false

if_name

The name of the switch interface.
Valid value:

o interface name (for example, Ethernet1/12)
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Delete MAC Address or Interface for Multicast MAC Address

Request
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This command removes a MAC address matching the search criteria, or removes a

switch interface from a multicast MAC address.

Method Type |PUT

Request URI |/nos/api/cfg/tdb

Request {

Body (JSON) "fdb_type":"{static|dynamic}",
"mac_address" : " {mac_address}",
"interfaces": ["{if_name}"],
"vlan_id":"{vlan_id}"

}
where:
Element Description

fdb_type The type of MAC address to delete.
Valid value:

e static

e dynamic
mac_ The MAC address matching the criteria.
address Valid value:

o MAC address

Valid value:

o interface name (for example, Ethernet1/12)

interfaces |The name of the switch interface to filter on.

vlan_id The VLAN number to filter on.
Valid value:

o 1-4094
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IGMP
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The following Internet Group Management Protocol (IGMP) URIs are available:

/nos/api/cfg/mc_vlan/groups?vid="<vid>"&if_name="<if name>" GET

/nos/api/cfg/mc_vlan/mrouter?vid="<vid>"&if_name="<if name>"  GET

/nos/api/cfg/mc_vlan/mrouter/<vlan_id> PUT
/nos/api/cfg/mc_vlan/querier/<vlan_id> GET, PUT
/nos/api/cfg/igmp/snoop GET, PUT
/nos/api/cfg/mc_vlan GET
/nos/api/cfg/mc_vlan/<vlan_id> GET, PUT

The following IGMP commands are available:

Get IGMP Groups

Get IGMP Mrouter

Update IGMP Mrouter Interface for a VLAN
Get IGMP Querier

Update IGMP Querier on a VLAN

Get IGMP Snooping System Properties
Update IGMP Snooping System Properties
Get IGMP Snooping Properties of All VLANs
Get IGMP Snooping VLAN Properties
Update IGMP Snooping VLAN Properties
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Get IGMP Groups

Get all Internet Group Management Protocol (IGMP) snooping groups’
membership information for a specific VLAN or interface/port aggregation.

Notes:

If the specified vid is None, this request gets a list of IGMP snooping groups’
membership information for all VLAN.

If the specified if_name is None, this request gets a list of IGMP snooping groups’
membership information for all interface/port aggregations.

A value must be provided for either vid or if_name in the request.

Request
Method Type |GET
Request URI |/nos/api/cfg/mc_vlan/groups?vid="<vid>"&if_name="<if name>"
Request
Body
(JSON)
where:
Element Description
vid VLAN number; an integer from 1-3999.
if_name Ethernet interface name or port aggregation name.
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Response
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Response
Body

(JSON)

llvidll : I'<Uid>" ,
"if_name": "<if name>",
"group_address": '"<group_address>",
"source_ip":
{

"include_list" :

[

{

"source_address" : "<source ip address>",
"uptime" : "<uptime>",
"expires" : "<expires>",
Ilfwdll : Il<ﬁud>l|,
Ilflagsll : Il<ﬂags>ll
}
]l
"exclude_list" :
[
{
"source_address" : "<source ip address>",
"uptime" : "<uptime>",
"expires" : "<expires>",
Ilfwdll : "<fu)d>",
"flags" : "<flags>"
1
1
}
llflagsu : "<ﬂﬂg5>",
"expires": "<expires>",
"version": "<wversion>",
"filter_mode": "<filter_mode>",

where:

Element

Description

vid

VLAN number; an integer from 1-3999.

if_name

Ethernet interface name or port aggregation name.

group_address

The IGMP group IPv4 address.

source_ip

Dictionary of included and excluded source IP details.

include_list

List of included source IP details.

exclude_list

List of excluded source IP details.

source_ Included or excluded source IPv4 address.

address

uptime Time since switch is running in HH:MM:SS format.

expires Source expiry time interval in HH:MM:SS format.

fwd Whether to forward traffic for this source IP; one of yes, no.
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Element

Description

flags

Source IP flag; one of:
® D-Dynamic

e S - Static

e L —Local and Static

Note: This flag is included in include_list and
exclude_list.

flags

Group flags; one of Dynamic, Static IGMP group.

expires

Group expiry time interval HH:MM:SS format.

version

IGMP version number.

filter_mode

IGMP Router-Filter-Mode State; one of include, exclude.
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Get IGMP Mrouter

Get Internet Group Management Protocol (IGMP) Multicast Router (mrouter)
entries for a specific VLAN or interface/port-aggregation.

Request

Response
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Method Type |GET
Request URI |/nos/api/cfg/mc_vlan/mrouter?vid="<vlan_id>"&if_name="<if na
m€>ﬂ

Request
Body
(JSON)
where:
Element Description
vlan_id VLAN number; an integer from 1-3999.
if_name Ethernet interface name or port aggregation name.
Response [
Body o .

llVldll : "<Uld>",
(]SON) "if_name": "<if name>",

"mrouter_address": "<mrouter_address>",

"mrouter_type": "<mrouter_type>",

"expires": "<expires>",

}
1

where:
Element Description
vid VLAN number; an integer from 1-3999.
if_name Ethernet interface name or port aggregation name.
mrouter_ The IGMP multicast router IPv4 address.
address

mrouter_type

Specifies how this entry was learned; one of dynamic, PIM hello,
static.

expires

Expiry time interval HH:MM:SS format.
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Update IGMP Mrouter Interface for a VLAN

Request

Method Type |PUT

Request URI |/nos/api/cfg/mc_vlan/mrouter/<vid>

Request {

Body "if_name": "<if name>",

3

(JSON)

where:

Element Description

vid VLAN number; an integer from 1-3999.

if_name Ethernet interface name or port aggregation name.
Response

Response {

Body "if_name": "<if name>",

}

(JSON)

where:

Element Description

if_name Ethernet interface name or port aggregation name.
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Get IGMP Querier

Get IGMP querier information for a VLAN or for all VLANS.

Request
Method Type |GET
Request URI |/nos/api/cfg/mc_vlan/querier/<vlan_id>"
Request
Body
(JSON)
where:
Element Description
vlan_id VLAN number; an integer from 1-3999.
Response

Response [
Body o .

llVldll : "<U1d>",
(]SON) "address": "<address>",

"state": "<state>",

"version": "<wversion>",

"expires": "<expires>",

}
1

where:
Element Description
vid VLAN number; an integer from 1-3999.
address Querier IPv4 address.
state Elected querier state; one of Querier, Non-querier.
version Snooping querier version.
expires Expiry time interval HH:MM:SS format.
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237




Update IGMP Querier on a VLAN

Enables or disables the Internet Group Management Protocol (IGMP) snooping
querier on the specified VLAN.

Note: To set the querier address for a VLAN, the VLAN need not be present. After
the VLAN is created, the running configuration will show the querier address

update.
Request
Method Type [PUT
Request URI |/nos/api/cfg/mc_vlan/querier/<vid>
Request
Body "address": "<address>",
}
(JSON)
where:
Element Description
address The querier IPv4 address.
Response

Response [
Body t _

IIVldll . "<Uld>",
(]SON) "address": "<address>",

"state": "<state>",

"version": "<wversion>",

"expires": "<expires>",

}
1

where:
Element Description
vid VLAN number; an integer from 1-3999.
address Querier IPv4 address.
state Elected querier state; one of Querier, Non-querier.
version Snooping querier version.
expires Expiry time interval HH:MM:SS format.
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Get IGMP Snooping System Properties

Request

Response
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Get global IGMP Snooping properties of the system.

Method Type |GET

Request URI |/nos/api/cfg/igmp/snoop

Request

Body

(JSON)

Response {

Body "ena_igmp_snoop": "<ena_igmp_snoop>"
(JSON)

where:

Element Description

ena_igmp_ Enables IGMP snooping globally on all VLANS; one of yes
snoop (default), no.

If disabled globally, IGMP snooping is disabled on all VLANSs,
regardless of the per-VLAN setting of IGMP snooping. If IGMP
snooping is enabled globally, the per-VLAN setting of IGMP
snooping takes effect.
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Update IGMP Snooping System Properties

Update the global IGMP Snooping properties of the system.

Request

Method Type |PUT

Request URI |/nos/api/cfg/igmp/snoop

Request {

Body "ena_igmp_snoop": "<ena_igmp_snoop>"
3

(JSON)

where:

Element Description

ena_igmp_ Enables IGMP snooping globally on all VLANS; one of yes

s100p (default), no.
If disabled globally, IGMP snooping is disabled on all VLANS,
regardless of the per-VLAN setting of IGMP snooping. If IGMP
snooping is enabled globally, the per-VLAN setting of IGMP
snooping takes effect.

ResponseResponse

Response {

Body "ena_igmp_snoop": "<ena_igmp_snoop>"
}

(JSON)
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Get IGMP Snooping Properties of All VLANs

Get the IGMP snooping properties of all VLANS.

Request

Response
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Method Type |GET
Request URI |/nos/api/cfg/mc_vlan
Request
Body
(JSON)
Response [
Body { . .
"vlan_id": "<vlan_id>",
(JSON) "ena_igmp_snoop": "<ena_igmp_snoop>"
}

1
where:
Element Description
vlan_id VLAN number.
ena_igmp_ Enables IGMP snooping on a VLAN; one of yes (default), no.
snoop
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Get IGMP Snooping VLAN Properties

Get the IGMP snooping properties of one VLAN.

Request
Method Type |GET
Request URI |/nos/api/cfg/mc_vlan/<vlan_id>
Request
Body
(JSON)
Response
Response [
Body . .
"vlan_id": "<ovlan_id>",
(JSON) "ena_igmp_snoop": "<ena_igmp_snoop>"
3
]
where:
Element Description
vlan_id VLAN number.
ena_igmp_ Enables IGMP snooping on a VLAN; one of yes (default), no.
snoop
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Update IGMP Snooping VLAN Properties

Update the IGMP snooping properties of the specified VLAN.

Request

Response

© Copyright Lenovo 2017

Method Type |PUT
Request URI |/nos/api/cfg/mc_vlan/<vian_id>
Request {
Body "vlan_id": "<vlan_id>",
"ena_igmp_snoop": "<ena_igmp_snoop>",
(]SON) "fast_leave": "<fast_leave>",
"query_interval": "<query_interval>",
"version": "<wversion>",
}
where:
Element Description
vlan_id VLAN number.
Note: The VLAN must exist.
ena_igmp_ (Optional) Whether to enable IGMP snooping on a VLAN; one of
snoop yes, no. Default value: yes.
|fast_leave One of yes, no. Default value: no.

query_interval

(Optional) IGMP query interval, in seconds; an integer from
1-18000. Default value: 125.

version (Optional) IGMP Snooping version number; one of 2, 3. Default
value: 3.
Response {
Body "vlan_id": "<vlan_id>",
"ena_igmp_snoop": "<ena_igmp_snoop>",
(]SON) "fast_leave": "<fast_leave>",
"query_interval": "<query_interval>",
"version": "<wversion>",
}
where:
Element Description
vlan_id VLAN number.
Note: The VLAN must exist.
ena_igmp_ (Optional) Whether to enable IGMP snooping on a VLAN; one of
snoop yes, no. Default value: yes.
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Element Description

fast_leave One of yes, no. Default value: no.

query_interval |(Optional) IGMP query interval, in seconds; an integer from
1-18000. Default value: 125.

version (Optional) IGMP Snooping version number; one of 2, 3. Default
value: 3.
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Interface
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The following interface URIs are available:

e /nos/api/cfg/interface GET
® /nos/api/cfg/interface/<if_name> GET, PUT
® /nos/api/cfg/interface/transceiver GET
® /nos/api/cfg/interface/transceiver/<if_name> GET

The following interface commands are available:
e Get All Interfaces

e Get Interface

e Update Interface

e Get Transceiver Information for All Interfaces

e Get Transceiver Information for One Interfaces
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Get All Interfaces

Get properties of all interfaces.

Request
Method Type |Get
Type
Request URI |/nos/api/cfg/interface
Request
Body
(JSON)
Response
Response [
Body {
"duplex": "full",
(]S()PJ) "if_name": "Etherneti/1",
"mtu": 1500,
"admin_state": "down",
"mac_addr": "a897.dc1b.8602",
"ifindex": 410001,
"oper_state": "down",
"speed": "40000"
3
]
where:
Element Description
if_name The interface name; a string.
Note: The interface must exist.
duplex The communication method of the interface; one of auto, full,
half.
speed The communication speed of the interface; one of the following;:
e auto (auto negotiate)
e 10 (10Mb/s)
e 100 (100Mb/s)
e 1000 (1Gb/s)
e 10000 (10Gb/s)
® 40000 (40GDb/s).
mtu The maximum transmission unit, in bytes; a positive integer from
64-9216.
mac_addr The MAC address (in xxxx.xxxx.xxxx format).
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Element Description

admin_state The admin status; one of up, down.

oper_state The operation state; one of up, down.
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Get Interface

Get properties of one interface.

Request
Method Type |GET
Type
Request URI |/nos/api/cfg/interface/<if name>
Request
Body
(JSON)
where:
Element Description
if_name The interface name; a string.
Note: The interface must exist.
Response
Response {
Bod§7 "duplex": "full",
"if_name": "Etherneti/1",
(]SON) "mtu": 1500,
"admin_state": "down",
"mac_addr": "a897.dc1b.8602",
"ifindex": 410001,
"oper_state": "down",
"speed": "40000"
3
where:
Element Description
if_name The interface name; a string.
Note: The interface must exist.
duplex The communication method of the interface; one of auto,
full, half.
speed The communication speed of the interface; one of the
following:
e auto (auto negotiate)
e 10 (10Mb/s)
e 100 (100Mb/s)
e 1000 (1Gb/s)
e 10000 (10Gb/s)
® 40000 (40Gb/s).
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Element Description

mtu The maximum transmission unit, in bytes; a positive
integer from 64-9216.

mac_addr The MAC address (in xxxx.xxxx.xxxx format).

admin_state The admin status; one of up, down.

oper_state The operation state; one of up, down.
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Update Interface

Request

Response

250

Update properties of one interface.

Method Type |PUT
Request URI |/nos/api/cfg/interface/<if name>
Request {
Body "if_name": "<if name>",
Ilmtull : |I<mtu>",
(]SON) “admin_state": "<admin_state>"
}
where
Element Description
if_name The interface name (String).
Note: The interface must exist.
mtu The maximum transmission unit, in bytes; a positive integer
from 64-9216. Default value: 1500.
admin_state The admin status; up (default), down.

Note: If an element is not specified in a PUT request, no update for that element
will be performed.

Response {
B0d§7 "duplex": "full",
"if_name": "Etherneti1/1",
(]SON) "mtu": 1500,
"admin_state": "down",
"mac_addr": "a897.dc1b.8602",
"ifindex": 410001,
"oper_state": "down",
"speed": "40000"
}
where:
Element Description
if_name The interface name; a string.
Note: The interface must exist.
duplex The communication method of the interface; one of auto,

full, half.
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Element

Description

speed

The communication speed of the interface; one of the
following:

e auto (auto negotiate)
10 (10Mb/s)

100 (100Mb/s)

1000 (1Gb/s)

10000 (10Gb/s)
40000 (40Gb/s).

if_name

The interface name; a string.

Note: The interface must exist.

duplex

The communication method of the interface; one of auto,
full, half.

speed

The communication speed of the interface; one of the
following:

auto (auto negotiate)
10 (10Mb/s)

100 (100Mb/s)

1000 (1Gb/s)

10000 (10Gb/s)
40000 (40Gb/s).

Example

Method Type

PUT

Request URI

/nos/api/cfg/interface/Ethernet1%2F5

Request
Body

(JSON)

{
"if_name": "Ethernet1/5",
"duplex": "duplex-full",
"speed": "auto",

"mtu": 9216,
"mac_addr": "0001.0200.0005",
"admin_state": "up"

© Copyright Lenovo 2017

251




Get Transceiver Information for All Interfaces

Get transceiver information for all interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/interface/transceiver
Request
Body
(JSON)
Response
Response [
Body { .
"status": "Disabled",
(]S()PJ) "part number": "00D5803-N13692A ",
"vendor": "IBM-Amphenol ",
"temperature": " 0.0C",
"volts": "0.00V",
Ilrevll: IIN/A",
"if_name": "Etherneti1/1",
"installed": "Present",
"serial number": "YK10FY382776 ",
"link": "Down",
"approval": "Approved",
"type": "40Gb Passive DAC 3m"
i
1
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
installed Whether the transceiver is present; one of present, not
present.
status Interface status; one of enabled, disabled.
type Type of transceiver; a string.
vendor Vendor of transceiver; a string.
part_number  |Part number of transceiver; a string.
revision Revision of transceiver; a string or N/A.
serial number |Serial number of transceiver; a string.
volts Volts of transceiver; a string or N/A.
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Element Description

temperature Temperature of transceiver; a string or N/A.

approved Approval status of the transceiver; one of approved, accepted,
unapproved, Unsuport, Restrict, No Device.
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Get Transceiver Information for One Interfaces

Get the transceiver information for a specified interface.

Request
Method Type |GET
Request URI |/nos/api/cfg/interface/transceiver/<if_name>
Request
Body
(JSON)
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
Response
Response [
Body { .
"status": "Disabled",
(]S()PJ) "part number": "0OOD5803-N13692A ",
"vendor": "IBM-Amphenol ",
"temperature": " 0.0C",
"volts": "0.00V",
IlreVll: "N/A",
"if_name": "Etherneti/1",
"installed": "Present",
"serial number": "YK10FY382776 ",
"1link": "Down",
"approval": "Approved",
"type": "40Gb Passive DAC 3m"
}
1
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
installed Whether the transceiver is present; one of present, not
present.
status Interface status; one of enabled, disabled.
type Type of transceiver; a string.
vendor Vendor of transceiver; a string.
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Element

Description

part_number

Part number of transceiver; a string.

revision

Revision of transceiver; a string or N/A.

serial number

Serial number of transceiver; a string.

volts Volts of transceiver; a string or N/A.
temperature | Temperature of transceiver; a string or N/A.
approved Approval status of the transceiver; one of approved, accepted,

unapproved, Unsuport, Restrict, No Device.
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IP Interface
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The following IP interface URIs are available:

® /nos/api/cfg/ip_interface GET

® /nos/api/cfg/ip_interface/<if_name> GET, PUT
The following IP interface commands are available:

o Get IP Properties of All Interfaces

o Get IP Interface Properties

e Update IP Interface Properties
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Get IP Properties of All Interfaces

Get IP properties of all interfaces.

Request
Method Type |GET
Request URI |/nos/api/cfg/ip_interface
Request
Body
(JSON)
Response
Response [
Body t ,
"if_name": "<if name>",
(JSON) "bridge_port": "<bridge_port>",
Ilmtull : ||<mtu>",
"ip_addr": "<ip_addr>",
"ip_prefix_len": "<ip_prefix_len>",
"vrf_name": "<uvrf_name>",
"admin_state": "<admin_state>"
3
]
where:
Element Description
if_name IP interface name (String).
Note: The interface must exist.
bridge_port Whether or not the port is a bridge port; one of yes (default), no.
mtu The maximum transmission unit, in bytes; an integer from
64-9216. Default value: 1500.
ip_addr IP address for the interface.
ip_prefix_len |IP address mask; a positive integer from 1-32.
urf_name The name of the VRF to which the interface belongs.
Note: The named VRF must exist.
admin_state The admin status; one of up, down.
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Get IP Interface Properties

Request

Response
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Get IP properties of one interface.

Method Type |GET

Request URI |/nos/api/ctg/ip_interface/<ip_if_name>

Request

Body

(JSON)

Response {

Body "if_name": "<if name>",
"bridge_port": "<bridge_port>",

(]SON) llmtull: Il<mtu>ll,
"ip_addr": "<ip_addr>",
"ip_prefix_len": "<ip_prefix_len>",
"vrf_name": "<vrf_name>",
"admin_state": "<admin_state>"

}

where:

Element Description

if_name IP interface name (String).

Note: The interface must exist.

bridge_port

Whether or not the port is a bridge port; one of yes (default),

no.

mtu The maximum transmission unit, in bytes; an integer from
64-9216. Default value: 1500.
ip_addr IP address for the interface.

ip_prefix_len

IP address mask; a positive integer from 1-32.

vrf_name

The name of the VRF to which the interface belongs.
Note: The named VRF must exist.

admin_state

The admin status; one of up, down.
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Update IP Interface Properties

Request

Response

260

Update the IP properties of one interface.

Note: If an element is not specified in a PUT request, no update for that element
will be performed.

Method Type |(PUT
Request URI |/nos/api/cfg/ip_interface/<ip_if_name>
Request {
Body "if_name": "<if name>",
"bridge_port": "<bridge_port>",
(]SON) Ilmtull : ||<mtu>",
"ip_addr": "<ip_addr>",
"ip_prefix_len": "<ip_prefix_len>",
"vrf_name": "<uvrf_name>",
"admin_state": "<admin_state>"
3
where:
Element Description
if_name IP interface name (String).
Note: The interface must exist.
bridge_port Whether or not the port is a bridge port; one of yes (default), no.
mtu The maximum transmission unit, in bytes; an integer from
64-9216. Default value: 1500.
ip_addr IP address for the interface.

ip_prefix_len

IP address mask; a positive integer from 1-32.

vrf_name

The name of the VRF to which the interface belongs.
Note: The named VRF must exist.

admin_state

The admin status; one of up, down.

Response
Body

(JSON)

"if_name": "<if name>",
"bridge_port": "<bridge_port>",
Ilmtull : |I<mtu>lll

"ip_addr": "<ip_addr>",
"ip_prefix_len": "<ip_prefix_len>",
"vrf_name": "<uvrf_name>",
"admin_state": "<admin_state>"
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The following LACP URIs are available:
® /nos/api/cfg/lacp

The following LACP commands are available:

e Get LACP System Properties
e Update LACP System Properties

GET, PUT
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Get LACP System Properties

Request

Response

Get the LACP properties of the system.

Method Type |GET
Request URI |/nos/api/cfg/lacp
Request
Body
(JSON)
Response {
Body "sys_prio": "<sys_prio>",
"max_bundle": "<max_bundle>",
(]SON) "interfaces": [
{
"if_name": "<if name>",
"lag_mode": "<lag mode>",
"lacp_prio": "<lacp_prio>",
"lacp_timeout": "<lacp_timeout>"
3
]
3
where:
Element Description
Ssys_prio LACP system priority.; a positive integer from 1-65535. Default
value: 32768.
max_bundle | The supported maximum number of links per LAG.; a positive
integer.
if_name Ethernet interface name (String).
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp
lacp_prio LACP priority for the physical port a positive integer from

1-65535. Default value: 32768.

lacp_timeout

LACP timeout for the physical port; one of short, long
(default).
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Update LACP System Properties

Update the LACP properties of the system.

Request

Method Type |PUT

Request URI |/nos/api/cfg/lacp

Request {

Body "sys_prio": "<sys_prio>",
b

(JSON)

where:

Element Description

sys_prio LACP system priority; a positive integer from 1-65535. Default
value: 32768.

Response

Response {

Body "sys_prio": "<sys_prio>",
3

(JSON)

where:

Element Description

SYs_prio LACP system priority; a positive integer from 1-65535. Default
value: 32768.
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LAG
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The following LAG-related URIs are available:

e /nos/api/cfg/lag

e /nos/api/cfg/lag/<lag_id>

The following LAG commands are available:
o Get AIILAGs

Create LAG

Get LAG Properties

Update LAG

Delete LAG

GET, POST, DELETE
GET, PUT, DELETE
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Get All LAGs

Get properties of all LAGs.

Request
Method Type |GET
Request URI |/nos/api/cfg/lag
Request
Body
(JSON)
Response
Response [
Body {
"lag_name": '"<lag_name>",
(JSON) "lag_id": ‘"<lag_id>",
"interfaces": [
{
"if_name": "<if name>",
"lag_mode": '"<lag mode>",
"lacp_prio": "<lacp_prio>",
"lacp_timeout": "<lacp_timeout>"
3
1,
"suspend_individual": ‘"<status>",
"min_links": "<min_links>",
}
]
where:
Element Description
lag_name The name of the LAG; a string.
lag_id LAG identifier; an integer from 1-65535
interfaces Physical interface members of the LAG; an integer from 1-32.
if_name Ethernet interface name.
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp.
lacp_prio LACP priority for the physical port; an integer from 1-65535.
Default value: 32768.
lacp_timeout  |LACP timeout for the physical port; one of short, 1long. Default
value: long.
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Element Description
suspend_ If the LAG does not get the LACP BPUD from peer ports the port
individual aggregation, the result is one of the following;:
e suspended: LACP on the ports is suspended rather than put
into individual state
e individual: LAG on the ports is put into individual state
Default value: individual
min_links LACP minimum links number; an integer from 1-32.

Default value: 1
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Create LAG

Creates a LAG.
Request
Method Type |POST
Request URI |/nos/api/cfg/lag
Request {
BOdy "lag_id": "<lag id>",
"interfaces": [
(JSON) . .
"if_name": "<if name>",
"lag_mode": "<lag mode>",
"lacp_prio": "<lacp_prio>",
"lacp_timeout": "<lacp_timeout>"
}
1
}
where:
Element Description
lag_id LAG identifier; a positive integer from 1-65535.
interfaces Physical interface members of the LAG. Up to 32 interfaces can be
added.
if_name Ethernet interface name (String).
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp.
lacp_prio (Optional) LACP priority for the physical port; a positive integer
from 1-65535. Default value: 32768.
lacp_timeout  |(Optional) LACP timeout for the physical port; one of short,
long. Default value: long.
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Response {
Body "lag_id": "<lag_id>",
"lag_name": "<lag _name>",
(]SON) "interfaces": [
{
"if_name": "<if name>",
"lag_mode": "<lag_mode>",
"lacp_prio": "<lacp_prio>",
"lacp_timeout": "<lacp_timeout>"
b
1
3
where:
Element Description
lag_name LAG name.
lag_id LAG identifier; a positive integer from 1-65535.
interfaces Physical interface members of the LAG. Up to 32 interfaces can be
added.
if_name Ethernet interface name (String).
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp.
lacp_prio LACP priority for the physical port; a positive integer from

1-65535. Default value: 32768.

lacp_timeout

LACP timeout for the physical port; one of short, long. Default

value: 1ong.
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Get LAG Properties

Get properties of the specified LAG.

Request
Method Type |GET
Request URI |/nos/api/cfg/lag/<lag_id>
Request
Body
(JSON)
where:
Element Description
lag_id LAG identifier; an integer from 1-65535.
Response
Response [
Body {
"lag_name": '"<lag_name>",
(]SON) "lag_id": ‘"<lag_id>",
"interfaces": [
{
"if_name": "<if name>",
"lag_mode": "<lag_mode>",
"lacp_prio": ‘"<lacp_prio>",
"lacp_timeout": ‘"<lacp_timeout>"
}
1,
"suspend_individual": ‘"<status>",
"min_links": "<min_links>",
}
]
where:
Element Description
lag_name The name of the LAG; a string.
lag_id LAG identifier; an integer from 1-65535
interfaces Physical interface members of the LAG; an integer from 1-32.
if_name Ethernet interface name.
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp.
lacp_prio LACP priority for the physical port; an integer from 1-65535.
Default value: 32768.
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Element

Description

lacp_timeout

LACP timeout for the physical port; one of short, long. Default
value: long.

suspend_
individual

If the LAG does not get the LACP BPUD from peer ports the port
aggregation, the result is one of the following;:

e suspended: LACP on the ports is suspended rather than put
into individual state

e individual: LAG on the ports is put into individual state

Default value: individual

min_links

LACP minimum links number; an integer from 1-32.

Default value: 1.
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Update LAG

Request

Note: If an element is not specified in a PUT request, no update for that element
will be performed.

Method Type |PUT
Request URI |/nos/api/cfg/lag/<lag_id>
Request [
Body { . .
"lag_id": "<lag id>",
(]SON) "interfaces": [
{
"if_name": "<if name>",
"lag_mode": "<lag_mode>",
"lacp_prio": "<lacp_prio>",
"lacp_timeout": "<lacp_timeout>"
}
1,
"suspend_individual": "<status>",
"min_links": "<min_links>",
}
]
where:
Element Description
lag_id LAG identifier; an integer from 1-65535
interfaces (Optional) Physical interface members of the LAG; an integer
from 1-32.
if_name Ethernet interface name.
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp.
lacp_prio (Optional) LACP priority for the physical port; an integer from

1-65535. Default value: 32768.

lacp_timeout

(Optional) LACP timeout for the physical port; one of short,
long. Default value: 1ong.

suspend_
individual

If the LAG does not get the LACP BPUD from peer ports the port
aggregation, the result is one of the following;:

e suspended: LACP on the ports is suspended rather than put
into individual state

e individual: LAG on the ports is put into individual state

Default value: individual

min_links

LACP minimum links number; an integer from 1-32.

Default value: 1.
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Response

Response [
Body { : .
"lag_ld " "<lﬂg_1d>" ’
(]SON) "lag_name": "<lag_name>",
"interfaces": [
{
"if_name": "<if name>",
"lag_mode": '"<lag_mode>",
"lacp_prio": ‘"<lacp_prio>",
"lacp_timeout": ‘“<lacp_timeout>"
}
1
"suspend_individual": ‘'<status>",
"min_links": "<min_links>",
3
]
where:
Element Description
lag_id LAG identifier; an integer from 1-65535
lag_name The name of the LAG; a string.
interfaces Physical interface members of the LAG; an integer from 1-32.
if_name Ethernet interface name.
Note: The interface must exist.
lag_mode LAG mode; one of lacp_active, lacp_passive, no_lacp.
lacp_prio LACP priority for the physical port; an integer from 1-65535.
Default value: 32768.
lacp_timeout  |LACP timeout for the physical port; one of short, long. Default
value: long.
suspend_ If the LAG does not get the LACP BPUD from peer ports the port
individual aggregation, the result is one of the following;:
e suspended: LACP on the ports is suspended rather than put
into individual state
e individual: LAG on the ports is put into individual state
Default value: individual
min_links LACP minimum links number; an integer from 1-32.
Default value: 1.
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Get LAG Load Balance Settings

Request

Response

Get the load balance properties for port aggregations.

Method Type |GET

Request URI |/nos/api/cfg/lag/load_balance

Request

Body

(JSON)

Response {

Body "destination-ip" 1 "<destination-ip>"
"destination-mac" : "<destination-mac>"

(]SON) "destination-port" : "<destination—yort>"
"source-dest-ip" 1 "<source-dest-ip>"
"source-dest-mac" : "<source-dest-mac>"
"source-dest-port" : "<source-dest-port>"
"source-interface" : "<source-interface>"
"source-ip" 1 "<source-ip>"
"source-mac" 1 "<source-mac>"
"source-port” : "<source-port>"

}
where:
Element Description

destination-ip

Load distribution on the destination IP address.

destination- Load distribution on the destination MAC address.
mac

destination-  |Load distribution on the destination TCP/UDP port.
port

source-dest-ip

Load distribution on the source and destination IP address.

source-dest-
mac

Load distribution on the source and destination MAC address.

source-dest-
port

Load distribution on the source and destination TCP/UDP port.

source- Load distribution on the source ethernet interface.
interface

source-ip Load distribution on the source IP address.
source-mac Load distribution on the source MAC address.

source-port

Load distribution on the source TCP/UDP port.

274 REST API Programming Guide for Lenovo CNOS 10.6




Update LAG Load Balance Settings

Update the load balance properties for port aggregations.

Request

Method Type |PUT

Request URI |/nos/api/ctg/lag/load_balance

Request {

Body "destination-ip" 1 "<destination-ip>"
"destination-mac" : "<destination-mac>"

(JSON) "destination-port" : "<destination-port>"
"source-dest-ip" 1 "<source-dest-ip>"
"source-dest-mac" : "<source-dest-mac>"
"source-dest-port" : "<source-dest-port>"
"source-interface" : "<source-interface>"
"source-ip" 1 "<source-ip>"
"source-mac" 1 "<source-mac>"
"source-port” 1 "<source-port>"

}
where:
Element Description

destination-ip |Load distribution on the destination IP address.

destination- Load distribution on the destination MAC address.
mac

destination- Load distribution on the destination TCP/UDP port.
port

source-dest-ip |Load distribution on the source and destination IP address.

source-dest- Load distribution on the source and destination MAC address.
mac

source-dest- Load distribution on the source and destination TCP/UDP port.
port

source- Load distribution on the source ethernet interface.

interface

source-ip Load distribution on the source IP address.

source-mac Load distribution on the source MAC address.

source-port Load distribution on the source TCP/UDP port.
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Response

Response {

Bod}f "destination-port": "no",
"source-dest-port": "yes",

(]S()PJ) :source—ip": fno",
source-dest-ip": "no",
"destination-mac": "no",
"source-mac": "no",
"destination-ip": "no",
"source-interface": "no",
"source-port": "no",
"source-dest-mac": "no"

}
where:
Element Description

destination-ip

Load distribution on the destination IP address.

destination- Load distribution on the destination MAC address.
mac

destination-  |Load distribution on the destination TCP/UDP port.
port

source-dest-ip

Load distribution on the source and destination IP address.

source-dest-
mac

Load distribution on the source and destination MAC address.

source-dest-
port

Load distribution on the source and destination TCP/UDP port.

source- Load distribution on the source ethernet interface.
interface

source-ip Load distribution on the source IP address.
source-mac Load distribution on the source MAC address.

source-port

Load distribution on the source TCP/UDP port.
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Delete LAG
Delete a LAG.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/lag/<lag_id>

Request
Body

(JSON)

where:

Element Description

lag_id LAG identifier; a positive integer from 1-65535.

Note: If there is no lag_id (lag_id=None or specified lag_id=A11), all user-created

LAGs will be deleted.
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The following Lightweight Directory Access Protocol (LDAP) URIs are available:

e /nos/api/cfg/ldap GET, PUT
® /nos/api/cfg/ldap/profiles GET, POST, DELETE
® /nos/api/cfg/ldap/groups GET, POST, DELETE

The following LDAP commands are available:
e Get LDAP Configuration

e Update LDAP Configuration

e Get LDAP Profile Configuration

e Add LDAP Profile

® Delete LDAP Profile

e Get LDAP Server Group Information

e Add LDAP Server Group

e Delete LDAP Server Group
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Get LDAP Configuration

This command returns the current LDAP configuration.

Request

Response

Method Type |GET

Request URI |/nos/api/cfg/ldap

Request

Body (JSON)

Response {

Body (JSON) "status":{enable|disable},
"global_pki": {pki_name},
"global_authorization":{bitmap|rbac},
"global_retransmit": {retransmit},
"global_timeout": {timeout}

3

where:

Element Description

status The global status of the LDAP service on the switch.

Valid value:
® cnable
e disable
global_pki |The name of the PKI profile used by LDAP.
Valid value:
o string

global_ The global LDAP authentication method.

authorizat |Valid value:

Lon e bitmap for 8-byte permission bitmaps

® rbac for Role-Based Access Control (RBAC)
global_ The global LDAP server retransmit count.
retransmit |Valid value:

e 1-5

global_ The global LDAP server timeout, in seconds.

timeout Valid value:

e 1-60
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Update LDAP Configuration

Request
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This command updates the LDAP configuration.

Method Type |PUT
Request URI |/nos/api/ctg/ldap
Request {
Body (JSON) "status":{enable|disable},
"global pki":{pki_name},
"global_authorization":{bitmap|rbac},
"global_retransmit" : {retransmit},
"global_timeout": {timeout}
}
where:
Element Description
status The global status of the LDAP service on the switch.
Valid value:
® enable
e disable
global_pki |The name of the PKI profile used by LDAP.
Valid value:
o string
global__ The global LDAP authentication method.
authorizat |Valid value:
1on o bitmap for 8-byte permission bitmaps
® rbac for Role-Based Access Control (RBAC)
global_ The global LDAP server retransmit count.
retransmit |Valid value:
e 1-5
global_ The global LDAP server timeout, in seconds.
timeout Valid value:

e 1-60
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Response

Response {

Body (JSON) "status":{enable|disable},
"global_pki": {pki_name},
"global_authorization":{bitmap|rbac},
"global_retransmit" : {retransmit},
"global_timeout": {timeout}

}

where:

Element Description

status The global status of the LDAP service on the switch.

Valid value:
e enable
e disable
global_pki |The name of the PKI profile used by LDAP.
Valid value:
o string

global_ The global LDAP authentication method.

authorizat |Valid value:

1on ® bitmap for 8-byte permission bitmaps

e rbac for Role-Based Access Control (RBAC)
global_ The global LDAP server retransmit count.
retransmit |Valid value:

e 1-5

global_ The global LDAP server timeout, in seconds.

timeout Valid value:

e 1-60
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Get LDAP Profile Configuration

This command returns the configuration of a specific LDAP profile.

Request

Method Type |GET

Request URI |/nos/api/ctg/ldap/profiles/{profile_name}

Request
Body (JSON)

where:

Element Description

profile_name  |The name of the LDAP profile.
Valid value:

o string
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Response

Response
Body (JSON)

"profile_name": {profile_name},

"host": {ip_address},

"port":{port},

"base_dn": {base_dn},

"bind_mode" :{prompted|predefined},

"security":{ldaps (ignore)|startTLS (ignore)|clear},

"retransmit": {retransmit},

"timeout": {timeout},

"authorization":{bitmap|rbac},

"attribute_group": {attribute_group},

"attribute_permission_name" : {attribute_permission_name} ,

"attribute_permission_admin_bitmap":
{attribute_permission_admin_bitmap} ,

"attribute_permission_oper_bitmap":
{attribute_permission_oper_bitmap},

"attribute_permission_deny_bitmap":
{attribute_permission_deny_bitmap},

"attribute_permission_admin_role":

{attribute_permission_admin_role},

"attribute_permission_oper_role":
{attribute_permission_oper_role},

"attribute_permission_deny_role":
{attribute_permission_deny_role},

"attribute_username" : {attribute_username},

"predefined_credential_dn": {predefined_credential_dn},

"predefined_credential_key" : {predefined_credential_key},

"credential_key_form":{0|7},

"group_filter":{group_filter},

"pki_name":{pki_name}

where:

Element

Description

profile_
name

The name of the LDAP profile.
Valid value:

o string

host

The IP address of the LDAP server.
Valid value:

e [P address

port

The TCP port for sending messages to the LDAP server.
Valid value:

e 1-65535

base_dn

The LDAP based Domain Name (DN).
Valid value:

o string
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Element

Description

bind_mode

The LDAP binding method.
Valid value:

e prompted
o predefined

security The LDAP transmit mode and security option.
Valid value:
e LDAPS (ignore)
e startTLS (ignore)
o clear
retransmit |The LDAP retransmit count.
Valid value:
e 1-5
timeout The LDAP server connection timeout period, in seconds.
Valid value:
e 1-60
authorizat |The LDAP authorization method.
ion Valid value:
o bitmap for 8-byte permission bitmaps
® rbac for Role-Based Access Control (RBAC)
attribute_ |The name of the custom LDAP attribute group.
group Valid value:
o string
attribute_ |The custom LDAP attribute permission name.
permission |Valid value:
—hame ® string
attribute_ |The custom LDAP attribute permission administrative bitmap.
permission |Valid value:
—?dmln— ® string
bitmap
predefined_ |The Domain Name for binding with the LDAP server.
credential_ |Valid value:
dn o string
attribute_ |The custom LDAP attribute permission administrator role.
permission |Valid value:
—admin_ o string
role
attribute_ |The custom LDAP attribute permission operative bitmap.
permission |Valid value:
—oper_ e string
bitmap
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Element

Description

attribute_

The custom LDAP attribute permission denial bitmap.

permission |Valid value:
_Qeny_ o string
bitmap
credential |The LDAP authentication key encryption method.
_key_form |Valid value:

® (- clear text

e 7-encrypted
predefined_ |The password for the Domain Name.
credential  |Valid value:
key ® string
attribute_ |The custom LDAP attribute username.
username Valid value:

o string
attribute_ |The custom LDAP attribute permission operator role.
permission |Valid value:
_oper_role |, string
attribute_ |The custom LDAP attribute deny operator role.
permission |Valid value:
_deny_role |,
group_ The filter when performing group searches.
filter Valid value:

o string
pki_name The name of the PKI profile used by LDAP.

Valid value:

® string
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Add LDAP Profile

This command configures a new LDAP profile.

Request

Method Type

POST

Request URI

/nos/api/cfg/ldap/profiles

Request
Body (JSON)

{

"profile_name" : {profile_name},

"host": {ip_address},

"port": {port},

"base_dn": {base_dn},

"bind_mode": {prompted|predefined},

"security":{ldaps (ignore)|startTLS (ignore)|clear},

"retransmit": {retransmit},

"timeout": {timeout},

"authorization": {bitmap|rbac},

"attribute_group": {attribute_group},

"attribute_permission_name" : {attribute_permission_name},

"attribute_permission_admin_bitmap":
{attribute_permission_admin_bitmap},

"attribute_permission_oper_bitmap":
{attribute_permission_oper_bitmap},

"attribute_permission_deny_bitmap":
{attribute_permission_deny_bitmap} ,

"attribute_permission_admin_role":
{attribute_permission_admin_role},

"attribute_permission_oper_role":
{attribute_permission_oper_role} ,

"attribute_permission_deny_role":
{attribute_permission_deny_role},

"attribute_username" : {attribute_username},

"predefined_credential_dn": {predefined_credential_dn},

"predefined_credential_key" : {predefined_credential_key},

"credential_key_form":{0|7},

"group_filter": {group_filter},

"pki_name": {pki_name}

where:

Element

Description

profile_
name

The name of the LDAP profile.
Valid value:

o string

host

The IP address of the LDAP server.
Valid value:

e ]P address

port

The TCP port for sending messages to the LDAP server.
Valid value:

e 1-65535
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Element

Description

base_dn The LDAP based Domain Name (DN).
Valid value:
o string
bind_mode |The LDAP binding method.
Valid value:
o prompted
o predefined
security The LDAP transmit mode and security option.
Valid value:
e LDAPS (ignore)
o startTLS (ignore)
o clear
retransmit |The LDAP retransmit count.
Valid value:
e 15
timeout The LDAP server connection timeout period, in seconds.
Valid value:
e 1-60
authorizat |The LDAP authorization method.
ion Valid value:
® bitmap for 8-byte permission bitmaps
e rbac for Role-Based Access Control (RBAC)
attribute_ |The name of the custom LDAP attribute group.
group Valid value:
o string
attribute_ |The custom LDAP attribute permission name.
permission |Valid value:
—hame ® string
attribute_ |The custom LDAP attribute permission administrative bitmap.
permission |Valid value:
_gdmln_ ® string
bitmap
predefined_ |The Domain Name for binding with the LDAP server.
credential_ |Valid value:
dn o string
attribute_ |The custom LDAP attribute permission administrator role.
permission |Valid value:
—admin_ o string
role

REST API Programming Guide for Lenovo CNOS 10.6




© Copyright Lenovo 2017

Element

Description

attribute_

The custom LDAP attribute permission operative bitmap.

permission |Valid value:
—oper_ o string
bitmap
attribute_ |The custom LDAP attribute permission denial bitmap.
permission |Valid value:
_deny_ o string
bitmap
credential |The LDAP authentication key encryption method.
_key_form |Valid value:
® 0 -clear text
e 7-encrypted
predefined_ |The password for the Domain Name.
credential_ |Valid value:
key o string
attribute_ |The custom LDAP attribute username.
username Valid value:
o string
attribute_ |The custom LDAP attribute permission operator role.
permission |Valid value:
_oper_role |, string
attribute_ |The custom LDAP attribute deny operator role.
permission |Valid value:
_deny_role |,
group_ The filter when performing group searches.
filter Valid value:
e string
pki_name The name of the PKI profile used by LDAP.

Valid value:

o string
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Response

290

Response
Body (JSON)

"profile_name" : {profile_name},

"host" : {ip_address},

"port": {port},

"base_dn": {base_dn},

"bind_mode": {prompted|predefined},

"security":{ldaps (ignore)|startTLS (ignore)|clear},

"retransmit" : {retransmit},

"timeout": {timeout},

"authorization":{bitmap|rbac},

"attribute_group": {attribute_group},

"attribute_permission_name" : {attribute_permission_name},

"attribute_permission_admin_bitmap":
{attribute_permission_admin_bitmap},

"attribute_permission_oper_bitmap":
{attribute_permission_oper_bitmap} ,

"attribute_permission_deny_bitmap":
{attribute_permission_deny_bitmap},

"attribute_permission_admin_role":
{attribute_permission_admin_role},

"attribute_permission_oper_role":
{attribute_permission_oper_role},

"attribute_permission_deny_role":
{attribute_permission_deny_role},

"attribute_username" : {attribute_username},

"predefined_credential_dn": {predefined_credential_dn},

"predefined_credential_key" : {predefined_credential_key},

"credential_key_form":{0|7},

"group_filter": {group_filter},

"pki_name":{pki_name}

where:

Element

Description

profile_
name

The name of the LDAP profile.
Valid value:

o string

host

The IP address of the LDAP server.
Valid value:

e P address

port

The TCP port for sending messages to the LDAP server.
Valid value:

e 1-65535

base_dn

The LDAP based Domain Name (DN).
Valid value:

o string
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Element

Description

bind_mode

The LDAP binding method.
Valid value:

e prompted
o predefined

security The LDAP transmit mode and security option.
Valid value:
e LDAPS (ignore)
e startTLS (ignore)
o clear
retransmit |The LDAP retransmit count.
Valid value:
e 1-5
timeout The LDAP server connection timeout period, in seconds.
Valid value:
e 1-60
authorizat |The LDAP authorization method.
ion Valid value:
o bitmap for 8-byte permission bitmaps
® rbac for Role-Based Access Control (RBAC)
attribute_ |The name of the custom LDAP attribute group.
group Valid value:
o string
attribute_ |The custom LDAP attribute permission name.
permission |Valid value:
—hame ® string
attribute_ |The custom LDAP attribute permission administrative bitmap.
permission |Valid value:
—?dmln— ® string
bitmap
predefined_ |The Domain Name for binding with the LDAP server.
credential_ |Valid value:
dn o string
attribute_ |The custom LDAP attribute permission administrator role.
permission |Valid value:
—admin_ o string
role
attribute_ |The custom LDAP attribute permission operative bitmap.
permission |Valid value:
—oper_ e string
bitmap
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Element

Description

attribute_

The custom LDAP attribute permission denial bitmap.

permission |Valid value:
_Qeny_ o string
bitmap
credential |The LDAP authentication key encryption method.
_key_form |Valid value:

® (- clear text

e 7-encrypted
predefined_ |The password for the Domain Name.
credential  |Valid value:
key ® string
attribute_ |The custom LDAP attribute username.
username Valid value:

o string
attribute_ |The custom LDAP attribute permission operator role.
permission |Valid value:
_oper_role |, string
attribute_ |The custom LDAP attribute deny operator role.
permission |Valid value:
_deny_role |,
group_ The filter when performing group searches.
filter Valid value:

o string
pki_name The name of the PKI profile used by LDAP.

Valid value:

® string
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Delete LDAP Profile

This command deletes a configured LDAP profile.

Request

Method Type |DELETE

Request URI |/nos/api/ctg/ldap/profiles/{profile_name}

Request
Body (JSON)

where:

Element Description

profile_name  |The name of the LDAP profile.
Valid value:

o string
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Get LDAP Server Group Information

This command returns LDAP group information.

Request

Method Type |GET

Request URI |/nos/api/cfg/ldap/groups/{group_name}

Request
Body (JSON)

where:

Element Description

group_name | The name of the LDAP server group.
Valid value:

o string

Note: If this variable is not provided, then the command returns
information about all configured LDAP server groups.
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Response
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Response
Body (JSON)

[
{
"group_name": " {group_name}",
"vrf_name": " {vrf_name}",
"profiles":
[
{
"profile_name" : {profile_name},
"host" : {ip_address},
"port": {port},
"base_dn": {base_dn},
"bind_mode": {prompted|predefined},

"security":{ldaps (ignore)|startTLS (ignore)|clear},

"retransmit" : {retransmit},
"timeout": {timeout},
"authorization": {bitmap|rbac},
"attribute_group": {attribute_group},

"attribute_permission_name" : {attribute_permission_name},

"attribute_permission_admin_bitmap":
{attribute_permission_admin_bitmap},
"attribute_permission_oper_bitmap":
{attribute_permission_oper_bitmap},
"attribute_permission_deny_bitmap":
{attribute_permission_deny_bitmap},
"attribute_permission_admin_role":
{attribute_permission_admin_role},
"attribute_permission_oper_role":
{attribute_permission_oper_role} ,
"attribute_permission_deny_role":
{attribute_permission_deny_role},
"attribute_username" : {attribute_username},
"predefined_credential_dn": {predefined_credential_dn},
"predefined_credential_key" : {predefined_credential_key},
"credential_key_form":{0|7},
"group_filter": {group_filter},
"pki_name":{pki_name}

where:

Element

Description

group_name

The name of the LDAP server group.
Valid value:

o string

vrf_name The VRF instance for the LDAP server group.
Valid value:
e VRF instance name

profiles The list of LDAP profiles.
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Element

Description

profile_
name

The name of the LDAP profile.
Valid value:

o string

host

The IP address of the LDAP server.
Valid value:

o [P address

port

The TCP port for sending messages to the LDAP server.
Valid value:

e 1-65535

base_dn

The LDAP based Domain Name (DN).
Valid value:

o string

bind_mode

The LDAP binding method.
Valid value:

o prompted
o predefined

security

The LDAP transmit mode and security option.
Valid value:

e LDAPS (ignore)

o startTLS (ignore)

o clear

retransmit

The LDAP retransmit count.
Valid value:

e 15

timeout

The LDAP server connection timeout period, in seconds.
Valid value:

e 1-60

authorizat
ion

The LDAP authorization method.
Valid value:

® bitmap for 8-byte permission bitmaps
e rbac for Role-Based Access Control (RBAC)

attribute_
group

The name of the custom LDAP attribute group.
Valid value:

o string

attribute_
permission
_hame

The custom LDAP attribute permission name.
Valid value:

o string
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Element

Description

attribute_

The custom LDAP attribute permission administrative bitmap.

permission |Valid value:
—admln— o string
bitmap
predefined_ |The Domain Name for binding with the LDAP server.
credential_ |Valid value:
dn o string
attribute_ |The custom LDAP attribute permission administrator role.
permission |Valid value:
—admin_ o string
role
attribute_ |The custom LDAP attribute permission operative bitmap.
permission |Valid value:
—oper_ o string
bitmap
attribute_ |The custom LDAP attribute permission denial bitmap.
permission |Valid value:
—‘?'eny— o string
bitmap
credential |The LDAP authentication key encryption method.
_key_form |Valid value:
® (- clear text
e 7-encrypted
predefined_ |The password for the Domain Name.
credential_ |Valid value:
key e string
attribute_ |The custom LDAP attribute username.
username Valid value:
e string
attribute_ |The custom LDAP attribute permission operator role.
permission |Valid value:
_oper_role |, string
attribute_ |The custom LDAP attribute deny operator role.
permission |Valid value:
_deny_role |,
group_ The filter when performing group searches.
filter Valid value:
e string
pki_name The name of the PKI profile used by LDAP.

Valid value:

e string
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Add LDAP Server Group

This command configures a new LDAP server group.

Request
Method Type |POST
Request URI |/nos/api/cfg/ldap/groups
Request {
Body (JSON) "group_name": " {group_name}",
"vrf_name":" {vrf_name}",
"profiles":
[
“profile_name”: " {profile_name}"
1
}
where:
Element Description

group_name |The name of the LDAP server group.
Valid value:

o string

vrf_name The VRF instance for the LDAP server group.
Valid value:

e VRF instance name

profiles The list of LDAP profiles.

profile_ The name of the LDAP profile.
name Valid value:

® string
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Response
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Response
Body (JSON)

[
{
"group_name": " {group_name}",
"vrf_name": " {vrf_name}",
"profiles":
[
{
"profile_name" : {profile_name},
"host" : {ip_address},
"port": {port},
"base_dn": {base_dn},
"bind_mode": {prompted|predefined},

"security":{ldaps (ignore)|startTLS (ignore)|clear},

"retransmit" : {retransmit},
"timeout": {timeout},
"authorization": {bitmap|rbac},
"attribute_group": {attribute_group},

"attribute_permission_name" : {attribute_permission_name},

"attribute_permission_admin_bitmap":
{attribute_permission_admin_bitmap},
"attribute_permission_oper_bitmap":
{attribute_permission_oper_bitmap},
"attribute_permission_deny_bitmap":
{attribute_permission_deny_bitmap},
"attribute_permission_admin_role":
{attribute_permission_admin_role},
"attribute_permission_oper_role":
{attribute_permission_oper_role} ,
"attribute_permission_deny_role":
{attribute_permission_deny_role},
"attribute_username" : {attribute_username},
"predefined_credential_dn": {predefined_credential_dn},
"predefined_credential_key" : {predefined_credential_key},
"credential_key_form":{0|7},
"group_filter": {group_filter},
"pki_name":{pki_name}

where:

Element

Description

group_name

The name of the LDAP server group.
Valid value:

o string

vrf_name The VRF instance for the LDAP server group.
Valid value:
e VRF instance name

profiles The list of LDAP profiles.
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Element

Description

profile_
name

The name of the LDAP profile.
Valid value:

o string

host

The IP address of the LDAP server.
Valid value:

o [P address

port

The TCP port for sending messages to the LDAP server.
Valid value:

e 1-65535

base_dn

The LDAP based Domain Name (DN).
Valid value:

o string

bind_mode

The LDAP binding method.
Valid value:

o prompted
o predefined

security

The LDAP transmit mode and security option.
Valid value:

e LDAPS (ignore)

o startTLS (ignore)

o clear

retransmit

The LDAP retransmit count.
Valid value:

e 15

timeout

The LDAP server connection timeout period, in seconds.
Valid value:

e 1-60

authorizat
ion

The LDAP authorization method.
Valid value:

® bitmap for 8-byte permission bitmaps
e rbac for Role-Based Access Control (RBAC)

attribute_
group

The name of the custom LDAP attribute group.
Valid value:

o string

attribute_
permission
_hame

The custom LDAP attribute permission name.
Valid value:

o string
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Element

Description

attribute_

The custom LDAP attribute permission administrative bitmap.

permission |Valid value:
—admln— o string
bitmap
predefined_ |The Domain Name for binding with the LDAP server.
credential_ |Valid value:
dn o string
attribute_ |The custom LDAP attribute permission administrator role.
permission |Valid value:
—admin_ o string
role
attribute_ |The custom LDAP attribute permission operative bitmap.
permission |Valid value:
—oper_ o string
bitmap
attribute_ |The custom LDAP attribute permission denial bitmap.
permission |Valid value:
—‘?'eny— o string
bitmap
credential |The LDAP authentication key encryption method.
_key_form |Valid value:
® (- clear text
e 7-encrypted
predefined_ |The password for the Domain Name.
credential_ |Valid value:
key e string
attribute_ |The custom LDAP attribute username.
username Valid value:
e string
attribute_ |The custom LDAP attribute permission operator role.
permission |Valid value:
_oper_role |, string
attribute_ |The custom LDAP attribute deny operator role.
permission |Valid value:
_deny_role |,
group_ The filter when performing group searches.
filter Valid value:
e string
pki_name The name of the PKI profile used by LDAP.

Valid value:

e string
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Delete LDAP Server Group

This command deletes a configured LDAP server group.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/ldap/groups/{group_name}

Request
Body (JSON)

where:

Element Description

group_name | The name of the LDAP server group.
Valid value:

o string
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The following LLDP URIs are available:

e /nos/api/cfg/lldp

e /nos/api/cfg/lldp/lldp_interface

e /nos/api/cfg/lldp/lldp_interface/<eth_if_name>

o /nos/api/cfg/lldp/lldp_interface/statistics/<eth_if_name>
o /nos/api/cfg/lldp/lldp_interface/neighbor/<eth_if _name>
e /nos/api/cfg/lldp/lldp_interface/neighbor

The following LLDP commands are available:

e Get LLDP System Properties

e Update LLDP System Properties

e Get LLDP Properties for All Interfaces

e Get LLDP Interface Properties

e Update LLDP Interface Properties

e Get LLDP Interface Statistics

e Get LLDP Interface Neighbor information

e Get LLDP Neighbor Information for All Interfaces

GET, PUT
GET
GET, PUT
GET
GET
GET
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Get LLDP System Properties

Request

Response

Get global LLDP properties of the system.

Method Type |GET

Request URI |/nos/api/cfg/lldp

Request

Body

(JSON)

Response {

Body "reinit delay": "<reinit delay>",

"transit interval": "<transmit interval>",

(JSON) "transmit delay": "<transmit delay>"
}

where:

Element Description

reinit delay

The number of seconds until LLDP re-initialization is attempted
on an interface; an integer from 1-10. Default value: 2 seconds.

transmit
interval

The time interval, in seconds, between transmissions of LLDP
messages; an integer from 5-32768. Default value: 30 seconds.

transmit delay

The number of seconds for transmission delay; an integer from
1-8192. Default value: 2 seconds.
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Update LLDP System Properties

Request

Response
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Update the global LLDP properties of the system.

Method Type |PUT
Request URI  |/nos/api/cfg/lldp
Request {
Body "reinit delay": "<reinit delay>",
"transit interval": "<transmit interval>",
(JSON) "transmit delay": "<transmit delay>"
}
where:
Element Description

reinit delay

The number of seconds until LLDP re-initialization is attempted
on an interface; an integer from 1-10. Default value: 2 seconds.

transmit
interval

The time interval, in seconds, between transmissions of LLDP
messages; an integer from 5-32768.. Default value: 30 seconds.

transmit delay

The number of seconds for transmission delay; an integer from
1-8192. Default value: 2 seconds.

Response
Body

(JSON)

{
"reinit delay": "<reinit delay>",
"transit interval": "<transmit interval>",
"transmit delay": "<transmit delay>"

3
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Get LLDP Properties for All Interfaces

Get LLDP properties of all interfaces.

Request

Response

Method Type |GET
Request URI |/nos/api/cfg/lldp/lldp_interface
Request
Body
(JSON)
Response [
Body t ,
"if_name": "<if name>",
(]SON) "ena_lldp_rx": "<ena_lldp_rx>",
"ena_lldp_tx": "<ena_lldp_tx>"
}
]
where:
Element Description
if_name Ethernet interface name (String).
Note: The Ethernet interface must exist.
ena_lldp_rx Enables or disables LLDP frame reception on a physical interface;
one of yes (default), no.
ena_lldp_tx Enables or disable sSLLDP frame transmission on a physical

interface; one of yes (default), no.
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Get LLDP Interface Properties

Request

Response
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Get LLDP properties of one interface.

Method Type |GET
Request URI |/nos/api/cfg/lldp/lldp_interface/{eth_if_name}
Request
Body
(JSON)
Response {
Body "if_name": "<if name>",
"ena_lldp_rx": "<ena_lldp_rx>",
(]SON) "ena_lldp_tx": "<ena_lldp_tx>"
}
where:
Element Description
if_name Ethernet interface name (String).
Note: The Ethernet interface must exist.
ena_lldp_rx Enables or disables LLDP frame reception on a physical interface;
one of yes (default), no.
ena_lldp_tx Enables or disable SLLDP frame transmission on a physical

interface; one of yes (default), no.
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Update LLDP Interface Properties

Update the LLDP properties of one interface.

Request
Method Type |PUT
Request URI |/nos/api/cfg/lldp/lldp_interface/<eth_if_name>
Request
Body "if_name": "<if name>",
"ena_lldp_rx": "<ena_lldp_rx>",
(]SON) "ena_lldp_tx": "<ena_lldp_tx>"
3
where:
Element Description
if_name Ethernet interface name (String).
Note: The Ethernet interface must exist.
ena_lldp_rx Enables or disables LLDP frame reception on a physical interface;
one of yes (default), no.
ena_lldp_tx Enables or disable sSLLDP frame transmission on a physical
interface; one of yes (default), no.
Response
Response {
BOdy "if_name": "<if name>",
"ena_lldp_rx": "<ena_lldp_rx>",
(]SON) "ena_lldp_tx": "<ena_lldp_tx>"
3
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Get LLDP Interface Statistics

Get LLDP interface statistics per interface.

Request
Method Type |GET
Request URI |/nos/api/cfg/lldp/lldp_interface/statistics/<eth_if_name>
Request
Body
(JSON)
Response
Response Body  |{
"total frames": "<total_frames>",
(]SON) "total tlvs discarded": "<total_tlvs_discarded>",
"total frames transmitted": "<total frames_transmitted>",
"total errrored frames": "<total_errrored_frames>",
"total frames discarded": "<total_frames_discarded>",
"total entries aged": "<total_entries_aged>",
"total tlvs unrecognized": "<total tlvs_unrecognized>"
}
where:
Element Description

total frames |The total number of LLDP frames received.

total tlvs The total number of LLDP TLVs discarded.
discarded

total frames |The total number of LLDP frames transmitted.
transmitted

total The total number of frames received with errors.
errrored
frames

total frames |The total number of discarded frames.
discarded

total entries |The total number of entries aged out.
aged

total tlvs The total number of unrecognized LLDP TLVs.
unrecognized
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Get LLDP Interface Neighbor information

Get LLDP interface neighbor information

Request
Method Type |GET
Request URI |/nos/api/cfg/lldp/lldp_interface/neighbor/<eth_if_name>
Request
Body
(JSON)
Response
Response {
Body "if_name": "<if name>",
"capability": "<capability>",
(]SON) "rx ttl": "<rx ttl>",
"system name": "<system name>",
"system description": "<system description>"
"system_mac": "<system mac>"
}
where:
Element Description
if_name Ethernet interface name (String).
Note: The Ethernet interface must exist.
capability Remote switch capability; one of (B) - Bridge, (R) -
Router.
rx ttl The TTL.
system name  |Remote system name.
system Remote system description.
description
system_mac  |Unique system MAC.
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Get LLDP Neighbor Information for All Interfaces

Request

Response
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Get LLDP neighbor information for all interfaces

Method Type |GET
Request URI |/nos/api/ctg/lldp/lldp_interface/neighbor
Request
Body
(JSON)
Response [
Body { '
"if_name": "<if name>",
(JSON) "capability": "<capability>",
"rx o ttl": "<rx t>",
"system name": '<system name>",
"system description": "<system description>"
}
1
where:
Element Description
if_name Ethernet interface name (String).
Note: The Ethernet interface must exist.
capability Remote switch capability; one of (B) - Bridge, (R) -
Router.
rx ttl The TTL.

system name

Remote system name.

system
description

Remote system description.
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The following MSTP URIs are available:

/nos/api/cfg/mstp
/nos/api/cfg/mstp_instance
/nos/api/cfg/mstp_instance/<instance_number>

/nos/api/cfg/mstp_interface/<instance_number>/<if_name>

The following MSTP commands are available:

Get MSTP System Properties

Update MSTP System Properties

Get Properties of All MSTP Instances

Create MSTP Instance

Get MSTP Instance

Update MSTP Instance

Delete MSTP Instance

Get Interface Properties of an MSTP Instance

Update Interface Properties of an MSTP Instance

GET, PUT

GET, POST

GET, PUT, DELETE
GET, PUT
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Get MSTP System Properties

Request

Response

Update global MSTP properties of the system.

Method Type |GET

Request URI |/nos/api/cfg/mstp

Request

Body

(JSON)

Response {

Body "region_name": "<region_name>"
"revision": "<revision>"

(JSON) }

where:

Element Description

region_name

Region name; a string up to 32 characters long.

revision

Revision number; an integer from 0-65535.
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Update MSTP System Properties

Request

Response
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Update global MSTP properties of the system.

Note: If an element is not specified in a PUT request, no update for that element
will be performed.

Method Type |[PUT

Request URI |/nos/api/cfg/mstp

Request {

Body "region_name": "<region_name>"
"revision": "<revision>"

(JSON) }

where:

Element Description

region_name

Region name; a string up to 32 characters long.

revision Revision number; an integer from 0-65535.

Response {

Body "region_name": "<region_name>"
"revision": "<revision>"

(JSON) ’
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Get Properties of All MSTP Instances

Get properties of all MSTP instances.

Request
Method Type |GET
Request URI  |/nos/api/cfg/mstp_instance
Request
Body
(JSON)
Response
Response [
Body L . . .
"instance_id": "<instance_id>",
(JSON) "instance_prio": "<instance_prio>",
"vlans": [
{
"vlan_id": "<ovlan_id>"
3
]
}
]
where:
Element Description
instance_id MST instance ID; an integer from 0-64. Instance 0 refers to the
CIST.
instance_prio  |Sets the instance bridge priority; an integer from 0-61440. Default
value: 32768.
vlans Maps a range of VLANSs to a multiple spanning tree instance
(MSTI); an integer from 1-4094.
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Create MSTP Instance

Request

Response
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Create an MSTP instance.

Method Type |POST
Request URI |/nos/api/cfg/mstp_instance
Request {
Body "instance_id": "<instance_id>",
"instance_prio": "<instance_prio>",
(]SON) "vlans": [
{
"vlan_id": "<ovlan_id>"
}
1
}
where:
Element Description

instance_id

MST instance ID; an integer from 0-64. Instance 0 refers to the
CIST.

instance_prio  |Sets the instance bridge priority; an integer from 0-61440. Default
value: 32768.
vlans Maps a range of VLANSs to a multiple spanning tree instance
(MSTI); an integer from 1-4094.
Response {
Body "instance_id": "<instance_id>",
"instance_prio": '"<instance_prio>",
(JSON) "vlans": [
"vlan_id": "<vlan_id>"
3
1
}
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Get MSTP Instance

Get properties of an MSTP instance.

Request
Method Type |GET
Request URI  |/nos/api/cfg/mstp_instance/<instance_id>
Request
Body
(JSON)
Response
Response {
Body "instance_id": "<instance_id>",
"instance_prio": "<instance_prio>",
(JSON) "vlans": [
{
"vlan_id": "<vlan_id>"
}
1
}
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Update MSTP Instance

Request

Response
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Update the properties of an MSTP instance.

Note: If an element is not specified in a PUT request, no update for that element
will be performed.

Method Type |[PUT
Request URI |/nos/api/cfg/mstp_instance/<instance_id>
Request {
Body "instance_id": "<instance_id>",
"instance_prio": "<instance_prio>",
(]SON) "vlans": [
{
"vlan_id": "<vlan_id>"
}
1
}
where:
Element Description

instance_id

MST instance ID; an integer from 0-64. Instance 0 refers to the
CIST.

instance_prio

Sets the instance bridge priority; an integer from 0-61440. Default
value: 32768.

vlans Maps a range of VLANSs to a multiple spanning tree instance

(MSTI); an integer from 1-4094.
Response {
Body "%nstance_id '_' . "<instance_id>",

"instance_prio": "<instance_prio>",
(]SON) "vlans": [

"vlan_id": "<vlan_id>"
}
1
3
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Delete MSTP Instance

Delete an MSTP instance.

Request

320

Method Type

DELETE

Request URI

/nos/api/cfg/mstp_instance/<instance_id>

Request
Body

(JSON)

where:

Element

Description

instance_id

MST instance ID; an integer from 0-64. Instance 0 refers to the
CIST.
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Get Interface Properties of an MSTP Instance

Request

Response
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Get properties of one interface in an MSTP instance.

Method Type |GET
Request URI |/nos/api/ctg/mstp_interface/<instance_id>/<if_name>
Request
Body
(JSON)
Response {
Body "if_name": "<if name>",
"path_cost": "<path_cost>",
(JSON) "port_prio": "<port_prio>"
}
where:
Element Description
if_name Interface name.
Note: The interface must exist.
path_cost The port path-cost value on the specified MST instance; either an
integer from 1-200000000 or auto (default) to base the path-cost
on port speed.
port_prio The port priority, in increments of 32, on the specified MST

instance; a multiple of 32 from 0-224. Default value: 128.

321




Update Interface Properties of an MSTP Instance

Update the properties of one interface in an MSTP instance.

Request
Method Type |PUT
Request URI  |/nos/api/cfg/mstp_interface/{instance_id}/<if_name>
Request
Body "if_name": "<if name>",
"path_cost": "<path_cost>",
(JSON) "port_prio": "<port_prio>"
3
where:
Element Description
if_name Interface name.
Note: The interface must exist.
path_cost The port path-cost value on the specified MST instance; either an
integer from 1-200000000 or auto (default) to base the path-cost
on port speed.
port_prio The port priority, in increments of 32, on the specified MST
instance; a multiple of 32 from 0-224. Default value: 128.
Response
Response {
BOdy "if_name": "<if name>",
"path_cost": "<path_cost>",
(JSON) "port_prio": "<port_prio>"
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The following NOS copy URIs are available:

/nos/api/saveneeded GET
/nos/api/save/config GET
/nos/api/reset GET
/nos/api/download/image POST
/nos/api/download/config POST
/nos/api/upload/config POST
/nos/api/upload/tech_support POST
/nos/api/download/status/<content> GET
/nos/api/upload/status/<content> GET

The following NOS Copy commands are available:

Determine Whether the Running Configuration Needs to be Saved
Reset Switch

Save Configuration

Download Image to Switch

Download Configuration to Switch

Upload Configuration to Server

Upload Tech Support to Server

Get Download Transfer Status

Get Upload Transfer Status

Note: The requests in this section are required for XClarity support.
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Determine Whether the Running Configuration Needs to be Saved

Request

Response

Get whether the running configuration needs to be saved by checking if there is a
difference between the configuration that is running versus what is in flash.

Method Type |GET

Request URI |/nos/api/saveneeded

Request

Body

(JSON)

Response {

Body “saveneeded” : “<flag>"
3

(JSON)

where:

Element Description

flag Whether the running configuration matches what is in flash

memory; one of “yes”, “no”.
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Reset Switch

Resets the switch.

Request
Method Type |GET
Request URI  |/nos/api/reset
Request
Body
(JSON)

Response

True if the operation succeeded; otherwise False.
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Save Configuration

Saves the running configuration to flash memory.

Request
Method Type |GET
Request URI |/nos/api/save/config
Request
Body
(JSON)
Response

True if the operation succeeded; otherwise False.
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Download Image to Switch

Downloads a boot image to the switch.

Request
Method Type |POST
Request URI |/nos/api/download/image
Request {
Body "protocol" : "<protocol>",
"serverip": "<serverip>",
(JSON) "srcfile": "<srcfile>",
"imgtype": "<imgtype>",
"username" : "<username>",
"passwd" : "<passwd>",
"vrf_name" :"<ovrf_name>"
3
where:
Element Description
protocol Protocol name; one of "tftp", "sftp".
serverip Server IP address.
srcfile Source file; up to 256 characters long.
imgtype System image type; one of "all", "boot", "onie", "os".
username Username for the server. Not required for TFTP.
passwd Password for the server username. Not required for TFTP.
vrf_name (Optional) VRF name; an alphabetic string up to 64 characters
long.
Response
Response {
Body "status": "<status>",
3
(JSON)
where:
Element Description
status Transfer status; one of “transferring”, “installing”,
“successful”, “failed”.
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Download Configuration to Switch

Downloads a configuration to the switch.

Request

Method Type |POST

Request URI |/nos/api/download/config

Request {

Body "protocol": "<protocol>",
"serverip":"<serverip>",

(JSON) "srcfile":"<srcfile>",

"dstfile": "<dstfile>",
"username" : "<username>",
"passwd" : "<passwd>",
"vrf_name":"<vrf name>"

3

where:

Element Description

protocol Protocol name; one of "t ftp", "sftp".

serverip Server IP address.

srcfile Source file; up to 256 characters long.

dstfile Destination file; one of "running_config",
"startup_config".

username (Optional) Username for the server.

passwd (Optional) Password for the server username.

urf_name (Optional) VRF name; an alphabetic string up to 64 characters
long.
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Response {
Body "statl_Js" : "<status‘>" ,
"details": "<details>",
(JSON) ) "filename": "<filename>"
where:
Element Description
status Transfer status; one of “transferring”, “installing”,
“successful”, “failed”.
details Detailed description of the status; one of:
e Transferring running-config
e Transferring startup-config
e Installing image
e image installation succeeded
e Copy success
® VRF orf_name doesn't exist
e Another image installation is in progress
e Host serverip is unreachable
e ONIE feature in not enabled on this switch
e File not found
e SFTP authentication failure
e image installation failed
e Copy failed
filename Configuration filename.

329




Upload Configuration to Server

Uploads a configuration from the switch to a server.

Request

Method Type |POST

Request URI |/nos/api/upload/config

Request {

Body "protocol": "<protocol>",
"serverip":"<serverip>",

(JSON) "srcfile":"<srcfile>",

"dstfile": "<dstfile>",
"username" : "<username>",
"passwd" : "<passwd>",
"vrf_name":"<vrf name>"

3

where:

Element Description

protocol Protocol name; one of "t ftp", "sftp".

serverip Server IP address.

srcfile Source file; up to 256 characters long.

dstfile Destination file; one of "running_config",
"startup_config".

username (Optional) Username for the server.

passwd (Optional) Password for the server username.

urf_name (Optional) VRF name; an alphabetic string up to 64 characters
long.
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Response {
Body "statl_Js" : "<status‘>" ,
"details": "<details>",
(JSON) ) "filename": "<filename>"
where:
Element Description
status Transfer status; one of “transferring”, “installing”,
“successful”, “failed”.
details Detailed description of the status; one of:
e Transferring running-config
e Transferring startup-config
e Installing image
e image installation succeeded
e Copy success
® VRF orf_name doesn't exist
e Another image installation is in progress
e Host serverip is unreachable
e ONIE feature in not enabled on this switch
e File not found
e SFTP authentication failure
e image installation failed
e Copy failed
filename Configuration filename.
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Upload Tech Support to Server

Uploads technical support information from the switch to the server.

Request
Method Type |POST
Request URI |/nos/api/upload/tech_support
Request {
Body "protocol": "<protocol>",
"serverip":"<serverip>",
(JSON) "dstfile": "<dstfile>",
"username" : "<username>",
"passwd" : "<passwd>",
"vrf_name" :"<vrf_name>"
}
where:
Element Description
protocol Protocol name; one of "tftp", "sftp".
serverip Server IP address.
dstfile Destination file; one of "running_config",
"startup_config".
username (Optional) Username for the server.
passwd (Optional) Password for the server username.
urf_name (Optional) VRF name; an alphabetic string up to 64 characters
long.
Response
Response {
BOdy "status": "<status>",
}
(JSON)
where:
Element Description
status Transfer status; one of “transferring”, “installing”,
“successful”, “failed”.
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Get Download Transfer Status

Get the status of a downloading transfer.

Request
Method Type |GET
Request URI |/nos/api/download/status/<content>
Request
Body
(JSON)
where:
Element Description
content One of "image", "running_config", "startup_config".
Response
Response {
Body "status": "<status>",
"details": "<details>",
(JSON) "filename": "<filename>"
}
where:
Element Description
status Transfer status; one of “transferring”, “installing”,
“successful”, “failed”.
details Detailed description of the status; one of:
e Transferring running-config
e Transferring startup-config
e Installing image
e image installation succeeded
e Copy success
e VRF ourf_name doesn't exist
e Another image installation is in progress
e Host serverip is unreachable
e ONIE feature in not enabled on this switch
e File not found
e SFTP authentication failure
e image installation failed
e Copy failed
filename Name of file being downloaded; up to 256 characters long.
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Get Upload Transfer Status

Get the status of an uploading transfer.

Request
Method Type |GET
Request URI |/nos/api/upload/status/<content>
Request
Body
(JSON)
where:
Element Description
content One of "image", "running_config", "startup_config".
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Response {
Body

(JSON)

"status": "<status>",
"details": "<details>",
"filename": "<filename>"

where:

Element

Description

status

Transfer status; one of “transferring”,
“installing”, “successful”, “failed”.

details

Detailed description of the status; one of:

e Transferring running-config

Transferring startup-config
e Transferring tech-support

e Copy success

® VRF orf name doesn't exist

e Another image installation is in
progress

e Host serverip is unreachable

e ONIE feature in not enabled on this
switch

e File not found
e SFTP authentication failure

e Copy failed

filename

Name of file being saved on the server; up to 256
characters long.

335




336  REST API Programming Guide for Lenovo CNOS 10.6



NPA

© Copyright Lenovo 2017

o The following Network Policy Agent (NPA) URIs are available:

® /nos/api/info/npa/vm/nutanix?if_name="<if name>"

® /nos/api/info/npa/vnetwork/nutanix?uuid="<uuid>"

® /nos/api/info/npa/stats/vnic/nutanix?uuid="<vm_uuid>"
® /nos/api/info/npa/stats/vnic/nutanix?name="<vm_name>"

® /nos/api/info/npa/stats/vnic/nutanix?if_name="<if_name>"

/nos/api/info/npa/vm/nutanix
/nos/api/info/npa/vm/nutanix?uuid="<uuid>"
/nos/api/info/npa/vm/nutanix?name="<name>"

/nos/api/info/npa/vnetwork/nutanix

/nos/api/info/npa/stats/vnic/nutanix

The following NPA commands are available:

Get VM Information

Get VM Information by VM UUID

Get VM Information by VM Name

Get VM Interface Information

Get VM Information for Specific Interface

Get Virtual Network Information

Get Virtual Network Information by UUID

Get VNIC Statistics

Get VNIC Statistics for Specific VM by VM UUID
Get VNIC Statistics for Specific VM by VM Name
Get VNIC Interface Statistics

Get VNIC Statistics for Specific Interface

GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
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Get VM Information

Request

Response

This command returns information about configured virtual machines (VMs).

Method Type |GET
Request URI |/nos/api/info/npa/vm/nutanix
Request
Body (JSON)
Response [
B {
ody (]SON) nic_list:
[
{
mac: <value>,
uuid: <wvalue>
}
1

uuid: <value>,

num_cores_per_vcpu: <value>,

hypervisor_type: <value>,

memory_size_mib: <wvalue>,

num_vcpus: <wvalue>,

power_state: {on|off},

host_uuid: <value>,

name: <ovalue>

}
1

where:
Element Description
nic_list List of dictionary containing VNIC information.
mac The MAC address of the VM.

Valid value:

o MAC address (format XX: XX:XX:XX:XX:XX)
uuid The Universal Unique Identifier (UUID) of the VM.

Valid value:

e UUID (string up to 36 characters)
num_cores_ |The number of cores for each virtual CPU.
per_vcpu Valid value:

e integer
hypervisor |The type of hypervisor.

_type Valid value:
® string
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Element

Description

memory_ The size of the allocated memory in MiBs.
size_mib Valid value:
o integer
num_vcpus |The number of virtual CPUs.
Valid value:
o integer
power_ The power state of the VM.
state Valid value:
® on
° off
host_uuid |The Universal Unique Identifier (UUID) of the host.
Valid value:
e UUID (string up to 36 characters)
name The name of the VM.

Valid value:

o string
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Get VM Information by VM UUID

Request

Response

This command returns information about a specific virtual machine (VM) by its

Universal Unique Identifier (UUID).

Method Type |GET
Request URI |/nos/api/info/npa/vm/nutanix?uuid="<uuid>"
Request
Body (JSON)
where:
Element Description
uuid The Universal Unique Identifier (UUID) of the VM.
Valid value:
o network UUID (string up to 36 characters)
Response [
Body (JSON {
y U ) nic_list:
[
{
mac: <value>,
uuid: <wvalue>
}
1
uuid: <ovalue>,
num_cores_per_vcpu: <ovalue>,
hypervisor_type: <value>,
memory_size_mib: <value>,
num_vcpus: <value>,
power_state: {on|off},
host_uuid: <value>,
name: <value>
}
]
where:
Element Description
nic_list List of dictionary containing VNIC information.

mac

The MAC address of the VM.
Valid value:

o MAC address (format XX:XX:XX:XX:XX:XX)
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Element Description
uuid The Universal Unique Identifier (UUID) of the VM.

Valid value:

e UUID (string up to 36 characters)
num_cores_ |The number of cores for each virtual CPU.
per_vcpu Valid value:

o integer
hypervisor |The type of hypervisor.

_type Valid value:

o string
memory__ The size of the allocated memory in MiBs.
size_mib Valid value:

o integer
num_vcpus |The number of virtual CPUs.

Valid value:

o integer
power_ The power state of the VM.
state Valid value:

® on

° off
host_uuid |The Universal Unique Identifier (UUID) of the host.

Valid value:

e UUID (string up to 36 characters)
name The name of the VM.

Valid value:

o string
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Get VM Information by VM Name

This command returns information about a specific virtual machine (VM) by its

name.
Request
Method Type |GET
Request URI |/nos/api/info/npa/vm/nutanix?name="<name>"
Request
Body (JSON)
where:
Element Description
name The name of the VM.
Valid value:
o string
Response
Response [
{
Body (]SON) nic_list:
[
{

mac: <value>,
uuid: <ovalue>
}
1

uuid: <ovalue>,
num_cores_per_vcpu: <ovalue>,
hypervisor_type: <value>,
memory_size_mib: <wvalue>,
num_vcpus: <value>,
power_state: {on|off},
host_uuid: <wvalue>,
name: <value>

where:

Element Description

nic_list List of dictionary containing VNIC information.

mac The MAC address of the VM.
Valid value:

o MAC address (format XX:XX:XX:XX:XX:XX)
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Element Description
uuid The Universal Unique Identifier (UUID) of the VM.

Valid value:

e UUID (string up to 36 characters)
num_cores_ |The number of cores for each virtual CPU.
per_vcpu Valid value:

o integer
hypervisor |The type of hypervisor.

_type Valid value:

o string
memory__ The size of the allocated memory in MiBs.
size_mib Valid value:

o integer
num_vcpus |The number of virtual CPUs.

Valid value:

o integer
power_ The power state of the VM.
state Valid value:

® on

° off
host_uuid |The Universal Unique Identifier (UUID) of the host.

Valid value:

e UUID (string up to 36 characters)
name The name of the VM.

Valid value:

o string
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Get VM Interface Information

This command returns information about virtual machines (VMs) for all switch

interfaces.
Request
Method Type |GET
Request URI |/nos/api/info/npa/vm/nutanix?if_name=
or

/nos/api/info/npa/vm/nutanix?if_name=all
Request
Body (JSON)

Response
Response {
Body (]SON) if_name: <wvalue>
[
{
nic_list:
[
{
mac: <value>,
uuid: <wvalue>
}
]

uuid: <ovalue>,

num_cores_per_vcpu: <ovalue>,

hypervisor_type: <wvalue>,

memory_size _mib: <value>,

num_vcpus: <value>,

power_state: {on|off},

host_uuid: <value>,

name: <value>

}
]
}

where:
Element Description
if_name The name of the switch interface.

Valid value:

o interface name (for example, Ethernet1/12)
nic_list List of dictionary containing VNIC information.
mac The MAC address of the VM.

Valid value:

o MAC address (format XX: XX:XX:XX:XX:XX)

344 REST API Programming Guide for Lenovo CNOS 10.6



© Copyright Lenovo 2017

Element Description
uuid The Universal Unique Identifier (UUID) of the VM.

Valid value:

e UUID (string up to 36 characters)
num_cores_ |The number of cores for each virtual CPU.
per_vcpu Valid value:

o integer
hypervisor |The type of hypervisor.

_type Valid value:

o string
memory__ The size of the allocated memory in MiBs.
size_mib Valid value:

o integer
num_vcpus |The number of virtual CPUs.

Valid value:

o integer
power_ The power state of the VM.
state Valid value:

® on

° off
host_uuid |The Universal Unique Identifier (UUID) of the host.

Valid value:

e UUID (string up to 36 characters)
name The name of the VM.

Valid value:

o string
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Get VM Information for Specific Interface

This command returns information about virtual machines (VMs) for a specific
switch interface.

Request
Method Type |GET
Request URI |/nos/api/info/npa/vm/nutanix?if_name="<if_name>"
Request
Body (JSON)
where:
Element Description
if_name The name of the switch interface.
Valid value:
o interface name (for example, Ethernet1/12)
Response
Response {
BOdy (]SON) if_name: <wvalue>
[
{
nic_list:
[
{
mac: <value>,
uuid: <value>
}
]
uuid: <value>,
num_cores_per_vcpu: <ovalue>,
hypervisor_type: <value>,
memory_size _mib: <value>,
num_vcpus: <value>,
power_state: {on|off},
host_uuid: <value>,
name: <value>
}
]
}
where:
Element Description
if_name The name of the switch interface.

Valid value:

o interface name (for example, Ethernet1/12)

nic_list

List of dictionary containing VNIC information.
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Element Description
mac The MAC address of the VM.

Valid value:

o MAC address (format XX:XX:XX:XX:XX:XX)
uuid The Universal Unique Identifier (UUID) of the VM.

Valid value:

e UUID (string up to 36 characters)
num_cores_ |The number of cores for each virtual CPU.
per_vcpu Valid value:

o integer
hypervisor |The type of hypervisor.

_type Valid value:

o string
memory_ The size of the allocated memory in MiBs.
size_mib Valid value:

o integer
num_vcpus |The number of virtual CPUs.

Valid value:

o integer
power_ The power state of the VM.
state Valid value:

® on

° off
host_uuid |The Universal Unique Identifier (UUID) of the host.

Valid value:

e UUID (string up to 36 characters)
name The name of the VM.

Valid value:

o string
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Get Virtual Network Information

Request

Response

This command returns information about all virtual networks.

Method Type |GET
Request URI |/nos/api/info/npa/vnetwork/nutanix
Request
Body (JSON)
Response [
B {
Ody (]SON) uuid: <ovalue>,
default_gateway: <wvalue>,
network_address: <wvalue>,
prefix_length: <wvalue>,
vlan_id: <wvalue>,
name: <ovalue>
}
1
where:
Element Description
uuid The Universal Unique Identifier (UUID) of the virtual network.

Valid value:

o network UUID (string up to 36 characters)
default_ The virtual network default gateway.
gateway Valid value:

e [P address
network_ The virtual network IP address.
address Valid value:

e [P address
prefix_ The virtual network prefix length
length Valid value:

e (0-32
vlan_id The VLAN ID for the virtual network.

Valid value:

e (0-3999
name The name of the virtual network.

Valid value:

o string
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Get Virtual Network Information by UUID

Request

Response
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This command returns information about a specific virtual networks by its
network Universal Unique Identifier (UUID).

Method Type |GET

Request URI  |/nos/api/info/npa/vnetwork/nutanix?uuid="<uuid>"

Request

Body (JSON)

where:

Element Description

uuid The Universal Unique Identifier (UUID) of the virtual network.

Valid value:

o network UUID (string up to 36 characters)
Response [

Bod N {
ody (JSO ) uuid: <wvalue>,
default_gateway: <value>,
network_address: <wvalue>,
prefix_length: <value>,
vlan_id: <wvalue>,
name: <value>
}

1

where:
Element Description
uuid The Universal Unique Identifier (UUID) of the virtual network.

Valid value:

o network UUID (string up to 36 characters)
default_  |The virtual network default gateway.
gateway Valid value:

e [P address
network_ The virtual network IP address.
address Valid value:

e [P address
prefix_ The virtual network prefix length
length Valid value:

e (-32
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Element

Description

vlan_id

The VLAN ID for the virtual network.
Valid value:

e (0-3999

name

The name of the virtual network.
Valid value:

o string
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Get VNIC Statistics

This command returns all virtualized Network Interface Card (vNIC) statistics.

Request

Method Type

GET

Request URI

/nos/api/info/npa/stats/vnic/nutanix

Request
Body (JSON)

Response

Response
Body (JSON)

vm_uuid: <value>,
vnic_uuid: <wvalue>,
time_stamp: <value>,
bytes_rx: <value>,
bytes_tx: <value>,
pkts_rx: <value>,
pkts_tx: <value>,
mcast_pkts_rx: <value>,
mcast_pkts_tx: <ovalue>,
bcast_pkts_rx: <value>,
bcast_pkts_tx: <value>,
dropped_pkts_rx: <value>,
dropped_pkts_tx: <value>,
error_pkts_rx: <value>,
error_pkts_tx: <value>,
rate_kbps_rx: <value>,
rate_kbps_tx: <wvalue>,
unsupported_prot_pkts_rx: <value>,
rate_usage_kbps: <value>

where:

Element

Description

vm_uuid

The Universal Unique Identifier (UUID) of the virtual machine
(VM).
Valid value:

e UUID (string up to 36 characters)

vnic_uuid

The UUID of the vNIC.
Valid value:

e uNIC UUID (string up to 36 characters)

time_stamp

The time when the vNIC statistics were collected.
Valid value:

o timestamp (format YYYY/MM/DD HH:MM:SS)
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Element

Description

bytes_rx

The number of received bytes.
Valid value:

o integer

bytes_tx

The number of transmitted bytes.
Valid value:

o integer

pkts_rx

The number of received packets.
Valid value:

o integer

pkts_tx

The number of transmitted packets.
Valid value:

o integer

mcast_pkts_
rx

The number of received multicast packets.
Valid value:

o integer

mcast_pkts_
tx

The number of transmitted multicast packets.
Valid value:

o integer
bcast_pkts_ |The number of received broadcast packets.
rx Valid value:
o integer
bcast_pkts_ |The number of transmitted broadcast packets.
tx Valid value:

o integer

dropped_pkts
_rx

The number of received dropped packets.
Valid value:

o integer

dropped_pkts
_tx

The number of transmitted dropped packets.
Valid value:

o integer

error_pkts_
rx

The number of received error packets.
Valid value:

o integer

error_pkts_
tx

The number of transmitted error packets.
Valid value:

o integer

rate_kbps_rx

The rate of received data, in kbps.
Valid value:

o integer

REST API Programming Guide for Lenovo CNOS 10.6




© Copyright Lenovo 2017

Element

Description

rate_kbps_rx

The rate of transmitted data, in kbps.
Valid value:

o integer

unsupported_
prot_pkts_rx

The number of received unsupported protocol packets.
Valid value:

o integer

rate_usage_
kbps

The usage rate, in kbps.
Valid value:

o integer
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Get VNIC Statistics for Specific VM by VM UUID

This command returns virtualized Network Interface Card (vNIC) statistics for a
specific virtual machine (VM) by its Universal Unique Identifier (UUID).

Request
Method Type |GET
Request URI |/nos/api/info/npa/stats/vnic/nutanix?uuid="<vm_uuid>"
Request
Body (JSON)
where:
Element Description
vm_uuid The Universal Unique Identifier (UUID) of the virtual machine
(VM).
Valid value:
e UUID (string up to 36 characters)
Response
Response [

Body (JSON) | {

vm_uuid: <value>,
vnic_uuid: <wvalue>,
time_stamp: <value>,
bytes_rx: <wvalue>,
bytes_tx: <wvalue>,
pkts_rx: <value>,
pkts_tx: <wvalue>,
mcast_pkts_rx: <ovalue>,
mcast_pkts_tx: <wvalue>,
bcast_pkts_rx: <value>,
bcast_pkts_tx: <value>,
dropped_pkts_rx: <wvalue>,
dropped_pkts_tx: <value>,
error_pkts_rx: <ovalue>,
error_pkts_tx: <wvalue>,
rate_kbps_rx: <value>,
rate_kbps_tx: <wvalue>,
unsupported_prot_pkts_rx: <value>,
rate_usage_kbps: <value>
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where:

Element Description

vm_uuid The Universal Unique Identifier (UUID) of the virtual machine
(VM).
Valid value:
e UUID (string up to 36 characters)

vnic_uuid The UUID of the vNIC.

Valid value:
e uNIC UUID (string up to 36 characters)

time_stamp

The time when the vNIC statistics were collected.

Valid value:
o timestamp (format YYYY/MM/DD HH:MM:SS)

bytes_rx

The number of received bytes.
Valid value:

o integer

bytes_tx

The number of transmitted bytes.
Valid value:

o integer

pkts_rx

The number of received packets.
Valid value:

o integer

pkts_tx

The number of transmitted packets.
Valid value:

o integer

mcast_pkts_
rx

The number of received multicast packets.
Valid value:

o integer

mcast_pkts_
tx

The number of transmitted multicast packets.
Valid value:

o integer
bcast_pkts_ |The number of received broadcast packets.
rx Valid value:

o integer
bcast_pkts_ |The number of transmitted broadcast packets.
tx Valid value:

o integer

dropped_pkts
rx

The number of received dropped packets.
Valid value:

e integer
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Element

Description

dropped_pkts
_tx

The number of transmitted dropped packets.
Valid value:

o integer

error_pkts_
rx

The number of received error packets.
Valid value:

o integer

error_pkts_
tx

The number of transmitted error packets.
Valid value:

o integer

rate_kbps_rx

The rate of received data, in kbps.
Valid value:

o integer

rate_kbps_rx

The rate of transmitted data, in kbps.
Valid value:

o integer

unsupported_
prot_pkts_rx

The number of received unsupported protocol packets.

Valid value:

o integer

rate_usage_
kbps

The usage rate, in kbps.
Valid value:

o integer
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Get VNIC Statistics for Specific VM by VM Name

Request

Response
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This command returns virtualized Network Interface Card (vNIC) statistics for a
specific virtual machine (VM) by its name.

Method Type |GET

Request URI |/nos/api/info/npa/stats/vnic/nutanix?name="<vm_name>"

Request

Body (JSON)

where:

Element Description

name The name of the VM.
Valid value:
o string

Response [

Body (JSON) | {

vm_uuid: <value>,
vhnic_uuid: <wvalue>,
time_stamp: <value>,
bytes_rx: <value>,
bytes_tx: <value>,
pkts_rx: <value>,
pkts_tx: <value>,
mcast_pkts_rx: <ovalue>,
mcast_pkts_tx: <value>,
bcast_pkts_rx: <value>,
bcast_pkts_tx: <value>,
dropped_pkts_rx: <value>,
dropped_pkts_tx: <value>,
error_pkts_rx: <value>,
error_pkts_tx: <value>,
rate_kbps_rx: <value>,
rate_kbps_tx: <value>,

unsupported_prot_pkts_rx:

rate_usage_kbps: <value>

<value>,
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where:

Element

Description

vm_uuid

The Universal Unique Identifier (UUID) of the virtual machine
(VM).
Valid value:

e UUID (string up to 36 characters)

vnic_uuid

The UUID of the vNIC.
Valid value:

e uNIC UUID (string up to 36 characters)

time_stamp

The time when the vNIC statistics were collected.
Valid value:

o timestamp (format YYYY/MM/DD HH:MM:SS)

bytes_rx

The number of received bytes.
Valid value:

o integer

bytes_tx

The number of transmitted bytes.
Valid value:

o integer

pkts_rx

The number of received packets.
Valid value:

o integer

pkts_tx

The number of transmitted packets.
Valid value:

o integer

mcast_pkts_
rx

The number of received multicast packets.
Valid value:

o integer

mcast_pkts_

The number of transmitted multicast packets.

tx Valid value:

o integer
bcast_pkts_ |The number of received broadcast packets.
rx Valid value:

o integer
bcast_pkts_ |The number of transmitted broadcast packets.
tx Valid value:

o integer

dropped_pkts

_rx

The number of received dropped packets.
Valid value:

o integer
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Element

Description

dropped_pkts
_tx

The number of transmitted dropped packets.

Valid value:

o integer

error_pkts_
rx

The number of received error packets.
Valid value:

o integer

error_pkts_
tx

The number of transmitted error packets.
Valid value:

o integer

rate_kbps_rx

The rate of received data, in kbps.
Valid value:

o integer

rate_kbps_rx

The rate of transmitted data, in kbps.
Valid value:

o integer

unsupported_
prot_pkts_rx

The number of received unsupported protocol packets.

Valid value:

o integer

rate_usage_
kbps

The usage rate, in kbps.
Valid value:

o integer
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Get VNIC Interface Statistics

This command returns virtualized Network Interface Card (vINIC) statistics for all
switch interfaces.

Request

Method Type |GET

Request URI |/nos/api/info/npa/stats/vnic/nutanix?if_name=
or
/nos/api/info/npa/stats/vnic/nutanix?if_name=all

Request
Body (JSON)

Response

Response {
Body (]SON) iffname: <value>,
{

vm_uuid: <value>,
vnic_uuid: <wvalue>,
time_stamp: <value>,
bytes_rx: <value>,
bytes_tx: <wvalue>,
pkts_rx: <value>,
pkts_tx: <wvalue>,
mcast_pkts_rx: <ovalue>,
mcast_pkts_tx: <value>,
bcast_pkts_rx: <value>,
bcast_pkts_tx: <value>,
dropped_pkts_rx: <value>,
dropped_pkts_tx: <value>,
error_pkts_rx: <ovalue>,
error_pkts_tx: <value>,
rate_kbps_rx: <wvalue>,
rate_kbps_tx: <wvalue>,
unsupported_prot_pkts_rx: <value>,
rate_usage_kbps: <value>
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where:

Element

Description

if_name

The name of the switch interface.
Valid value:

o interface name (for example, Ethernet1/12)

vm_uuid

The Universal Unique Identifier (UUID) of the virtual machine
(VM).
Valid value:

e UUID (string up to 36 characters)

vnic_uuid

The UUID of the vNIC.
Valid value:

e uNIC UUID (string up to 36 characters)

time_stamp

The time when the vNIC statistics were collected.
Valid value:

o timestamp (format YYYY/MM/DD HH:MM:SS)

bytes_rx

The number of received bytes.
Valid value:

o integer

bytes_tx

The number of transmitted bytes.
Valid value:

o integer

pkts_rx

The number of received packets.
Valid value:

o integer

pkts_tx

The number of transmitted packets.
Valid value:

o integer

mcast_pkts_
rx

The number of received multicast packets.
Valid value:

o integer

mcast_pkts_

The number of transmitted multicast packets.

tx Valid value:
o integer
bcast_pkts_ |The number of received broadcast packets.
rx Valid value:
o integer
bcast_pkts_ |The number of transmitted broadcast packets.
tx Valid value:
o integer
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Element

Description

dropped_pkts
_rx

The number of received dropped packets.
Valid value:

o integer

dropped_pkts
_tx

The number of transmitted dropped packets.
Valid value:

o integer

error_pkts_
rx

The number of received error packets.
Valid value:

o integer

error_pkts_
tx

The number of transmitted error packets.
Valid value:

o integer

rate_kbps_rx

The rate of received data, in kbps.
Valid value:

o integer

rate_kbps_rx

The rate of transmitted data, in kbps.
Valid value:

o integer

unsupported_
prot_pkts_rx

The number of received unsupported protocol packets.
Valid value:

o integer

rate_usage_
kbps

The usage rate, in kbps.
Valid value:

o integer

REST API Programming Guide for Lenovo CNOS 10.6




Get VNIC Statistics for Specific Interface

Request

Response
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This command returns virtualized Network Interface Card (vNIC) statistics for a
specific switch interfaces.

Method Type

GET

Request URI

/nos/api/info/npa/stats/vnic/nutanix?if_name="<if_name>"

Request
Body (JSON)

where:

Element

Description

if_name

The name of the switch interface.
Valid value:

o interface name (for example, Ethernet1/12)

Response
Body (JSON)

{
if_name: <wvalue>,
[
{
vm_uuid: <wvalue>,
vnic_uuid: <wvalue>,
time_stamp: <wvalue>,
bytes_rx: <wvalue>,
bytes_tx: <value>,
pkts_rx: <value>,
pkts_tx: <value>,
mcast_pkts_rx: <value>,
mcast_pkts_tx: <value>,
bcast_pkts_rx: <value>,
bcast_pkts_tx: <value>,
dropped_pkts_rx: <ovalue>,
dropped_pkts_tx: <wvalue>,
error_pkts_rx: <value>,
error_pkts_tx: <value>,
rate_kbps_rx: <value>,
rate_kbps_tx: <value>,
unsupported_prot_pkts_rx: <value>,
rate_usage_kbps: <value>
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where:

Element Description
if_name The name of the switch interface.
Valid value:

e interface name (for example, Ethernet1/12)

vm_uuid The Universal Unique Identifier (UUID) of the virtual machine
(VM).
Valid value:

e UUID (string up to 36 characters)

vnic_uuid The UUID of the vNIC.
Valid value:

e oNIC UUID (string up to 36 characters)

time_stamp The time when the vNIC statistics were collected.
Valid value:

o timestamp (format YYYY/MM/DD HH:MM:SS)

bytes_rx The number of received bytes.
Valid value:

o integer

bytes_tx The number of transmitted bytes.
Valid value:

o integer

pkts_rx The number of received packets.
Valid value:

o integer

pkts_tx The number of transmitted packets.
Valid value:

o integer

mcast_pkts_ |The number of received multicast packets.
rx Valid value:

o integer

mcast_pkts_ |The number of transmitted multicast packets.
tx Valid value:

o integer

bcast_pkts_ |The number of received broadcast packets.
rx Valid value:

o integer

bcast_pkts_ |The number of transmitted broadcast packets.
tx Valid value:

o integer
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Element

Description

dropped_pkts
rx

The number of received dropped packets.
Valid value:

o integer

dropped_pkts
_tx

The number of transmitted dropped packets.
Valid value:

o integer

error_pkts_
rx

The number of received error packets.
Valid value:

o integer

error_pkts_
tx

The number of transmitted error packets.
Valid value:

o integer

rate_kbps_rx

The rate of received data, in kbps.
Valid value:

o integer

rate_kbps_rx

The rate of transmitted data, in kbps.
Valid value:

o integer

unsupported_
prot_pkts_rx

The number of received unsupported protocol packets.

Valid value:

o integer

rate_usage_
kbps

The usage rate, in kbps.
Valid value:

o integer
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The following NTP URIs are available:
® /nos/api/cfg/ntp/peers

The following NTP commands are available:

e Get NTP Properties
e Update NTP Servers and Peers

e Delete NTP Servers and Peers

GET, POST, DELETE
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Get NTP Properties

Get the configured NTP servers and peers.

Note: This is required for XClarity support.

Request
Method Type |GET
Request URI |/nos/api/cfg/ntp/peers
Request
Body
(JSON)
Response
Response [
Body {
"type" : "<server/peer>"
(]SON) "name": "<ip_address>",
"server_type": "<static/dynamic>",
3
]
where:
Element Description
type Configured server or peer.
name IP address of peer/server.
server_ Static or dynamic (server or peer).
type

368 REST API Programming Guide for Lenovo CNOS 10.6




Update NTP Servers and Peers

Update the configured NTP servers and peers.
Note: This is required for XClarity support.

Request
Method Type |POST
Request URI |/nos/api/cfg/ntp/peers
Request {"type" : "<server | peer>", "name" : "<ip>",
Body ["prefer" : "<yes/no>","minpoll" : "<value">,
"maxpoll" : "<value>" ] }
(JSON)
where:
Element Description
type Configured server or peer.
name IP address of peer/server.
prefer (Optional) One of: Yes, No.
minpoll (Optional) Minimum poll value.
maxpoll (Optional) Maximum poll value.
Response
Response [
Body {
"type" : "<server/peer>"
(JSON) "name": "<ip_address>",
"prefer" : "<yes/no>",
"minpoll" : “"<value”>,
"maxpoll" : "<value>" ]
}
1
where:
Element Description
type Configured server or peer.
name IP address of peer/server.
prefer (Optional) One of: Yes, No.
minpoll (Optional) Minimum poll value.
maxpoll (Optional) Maximum poll value.
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Delete NTP Servers and Peers

Delete the configured NTP servers and peers.

Note: This is required for XClarity support.

Request

Method Type

DELETE

Request URI

/nos/api/cfg/ntp/peers/<ip>/<server or peer>

Request
Body

(JSON)

where:

Element

Description

<ip>/<server
or peer>

IP address of peer/server.

Response

Response
Body

(JSON)
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The following OSPF URIs are available:

® /nos/api/info/ospf/stats

® /nos/api/info/ospf/traffic-stats
® /nos/api/info/ospf/neighbor
® /nos/api/info/ospf/route

® /nos/api/info/ospf/database

The following OSPF interface property commands are available:

Get OSPF Global Statistics
Get OSPF Traffic Statistics
Get OSPF Neighbors

Get OSPF Routes

Get OSPF Database

GET
GET
GET
GET
GET
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Get OSPF Global Statistics

Get the global OSPF statistics.

Request

372

Method Type

GET

Request URI

/nos/api/info/ospf/stats/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

urf_name

(Optional) Default VRF name.

Default value: default.
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Response
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Response
Body

(JSON)

[

"stats":

"ospf_id": "<ospf_id>"

"clr_timer_str": "{ <clr_timer_str>",
"router_id_changes": "<router_id_changes>",
"dr_election_counter": "<dr_election_counter>",
"older_lsas_counter": "<older_lsas_counter>",
"nbr_state_change_counter": "<nbr_state_change_counter>",
"nbr_bad_lsreqs_counter": "<nbr_bad_lsreqs_counter>",
"nbr_interval_expired_counter": "<nbr_interval_expired_counter>",
"nbr_seq_number_mismatch": "<ubr_seq_number_mismatch>",
"spf_full": "<spf full>",

"spf_summary": "<spf summary>",

"spf_external": "<spf external>",

"recv_buf": "<recv_buf>",

"send_buf": "<send_buf>",

"lsa_buf": "<Isa_buf>",

"packet_unuse": "<packet_unuse>",

"packet_max": "<packet_max>",

"lsa_unuse": "<Isa_unuse>",

"lsa_max": "<Isa_max>",

"routerLsa_generated": "<routerLsa_generated>",
"routerLsa_refreshed":"<routerLsa_refreshed>",
"routerLsa_flushed": "<routerLsa_flushed>",
"routerLsa_agedOut": "<routerLsa_agedOut>",
"networkLsa_generated": "<networkLsa_generated>",
"networkLsa_refreshed": "<networkLsa_refreshed>",
"networkLsa_flushed": "<networkLsa_flushed>",
"networkLsa_agedOut": "<networkLsa_agedOut>",
"summarylLsa_generated": "<summaryLsa_generated>",
"summarylLsa_refreshed": "<summaryLsa_refreshed>",
"summarylLsa_flushed": "<summaryLsa_flushed>",
"summarylLsa_agedOut": "<summaryLsa_agedOut>",
"asbrSummarylLsa_generated": "<asbrSummaryLsa_generated>",
"asbrSummarylLsa_refreshed": "<asbrSummaryLsa_refreshed>",
"asbrSummarylLsa_flushed": "<asbrSummaryLsa_flushed>",
"asbrSummarylLsa_agedOut": "<asbrSummaryLsa_agedOut>",
"asExternallsa_generated": "<asExternalLsa_generated>",
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Response "asExternallLsa_refreshed": "<asExternalLsa_refreshed>",
Body "asExternallLsa_flushed": "<asExternalLsa_flushed>",
"asExternallsa_agedOut": "<asExternalLsa_agedOut>",
(JSON) "asNssalsa_generated": "<asNssalLsa_generated>",
"asNssalsa_refreshed": "<asNssaLsa_refreshed>",
"asNssalsa_flushed": "<asNssaLsa_flushed>",
"asNssalsa_agedOut": "<asNssalLsa_agedOut>",
"type8Lsa_generated": "<type8Lsa_generated>",
"type8Lsa_refreshed": "<typeS8Lsa_refreshed>",
"type8Lsa_flushed": "<typeSLsa_flushed>",
"type8Lsa_agedOut": "<typeS8Lsa_agedOut>",
"linkOpaquelLsa_generated": "<linkOpaqueLsa_generated>",
"linkOpaquelLsa_refreshed": "<linkOpaqueLsa_refreshed>",
"linkOpaquelLsa_flushed": "<linkOpaqueLsa_flushed>",
"linkOpaquelLsa_agedOut": "<linkOpaqueLsa_agedOut>",
"areaOpaquelLsa_generated": "<areaOpaqueLsa_generated>",
"areaOpaquelLsa_refreshed": "<areaOpaqueLsa_refreshed>",
"areaOpaquelLsa_flushed": "<areaOpaqueLsa_flushed>",
"areaOpaquelLsa_agedOut": "<areaOpaqueLsa_agedOut>",
"asOpaquelLsa_generated": "<asOpaqueLsa_generated>",
"asOpaquelLsa_refreshed": "<asOpaqueLsa_refreshed>",
"asOpaquelLsa_flushed": "<asOpaqueLsa_flushed>",
"asOpaquelLsa_agedOut": "<asOpaqueLsa_agedOut>"
iy
"vrf_name": "<uvrf_name>"
}
]
where:
Element Description
ospf_id OSPF identifier. Default value: 0.

clr_timer_str

Time since last OSPF process clear in HH:MM.:SS format.

router_id_
changes

Router-id changes counter; a positive integer.

dr_election_
counter

DR elections counter; a positive integer.

older_lsas_
counter

Older received LSAs counter; a positive integer.

nbr_state_
change_
counter

Neighbor state changes counter; a positive integer.

nbr_bad_
Isreqs_counter

Neighbor bad LS received requests counter; a positive integer.

nbr_interval _
expired_
counter

Neighbor dead-interval expirations counter; a positive integer.
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Element Description

nbr_seq_ Neighbor sequence number mismatches counter; a positive
number_ integer.

mismatch

spf_full Full SPF Computations counter; a positive integer.

spf_summary

Summary SPF Computations counter; a positive integer.

spf_external

External SPF Computations counter; a positive integer.

recv_buf Received packet buffer; a positive integer.
send_buf Sent packet buffer; a positive integer.
Isa_buf LSA bulffer; a positive integer.

packet_unuse

Unused packets number; a positive integer.

packet_max Maximum packets number; a positive integer.
Isa_unuse Unused LSAs number; a positive integer.

Isa_max Maximum LSAs number; a positive integer.

router_lsa_ Router LSA type name; a positive integer.

type

routerLsa_ Number of generated router LSAs; a positive integer.
generated

routerLsa_ Number of refreshed router LSAs; a positive integer.
refreshed

routerLsa_ Number of flushed router LSAs; a positive integer.
flushed

routerLsa_ Number of aged out router LSAs; a positive integer.
agedOut

networkLsa_  |Number of generated network LSAs; a positive integer.
generated

networkLsa_  |Number of refreshed network LSAs; a positive integer.
refreshed

networkLsa_  |Number of flushed network LSAs; a positive integer.
flushed

networkLsa_  |Number of aged out network LSAs; a positive integer.
agedOut

summaryLsa_ |Number of generated summary LSAs; a positive integer.
generated

summaryLsa_ |Number of refreshed summary LSAs; a positive integer.
refreshed
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Element Description

summaryLsa_ |Number of flushed summary LSAs; a positive integer.

flushed

summaryLsa_ |Number of aged out summary LSAs; a positive integer.
agedOut

asbrSummary |Number of generated ASBR summary LSAs; a positive integer.
Lsa_generated

asbrSummary |Number of refreshed ASBR summary LSAs; a positive integer.

Lsa_refreshed

asbrSummary |Number of flushed ASBR summary LSAs; a positive integer.
Lsa_flushed
asbrSummary |Number of aged out ASBR summary LSAs; a positive integer.

Lsa_agedOut

asExternalLsa |Number of generated AS-External LSAs; a positive integer.
_generated

asExternalLsa |Number of refreshed AS-External LSAs; a positive integer.
_refreshed

asExternalLsa |Number of flushed AS-External LSAs; a positive integer.
_flushed

asExternalLsa |Number of aged out AS-External LSAs; a positive integer.
_agedOut

asNssaLsa_ Number of generated AS-NSSA LSAs; a positive integer.
generated

asNssaLsa_ Number of refreshed AS-NSSA LSAs; a positive integer.
refreshed

asNssaLsa_ Number of flushed AS-NSSA LSAs; a positive integer.
flushed

asNssaLsa_ Number of aged out AS-NSSA LSAs; a positive integer.
agedOut

type8Lsa_ Number of generated type-8 LSAs; a positive integer.
generated

type8Lsa_ Number of refreshed type-8 LSAs; a positive integer.
refreshed

typeSLsa_ Number of flushed type-8 LSAs; a positive integer.

flushed

type8Lsa_ Number of aged out type-8 LSAs; a positive integer.
agedOut

linkOpaqueLs |Number of generated Link Opaque LSAs; a positive integer.
a_generated
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Element

Description

linkOpaqueLs
a_refreshed

Number of refreshed Link Opaque LSAs; a positive integer.

linkOpaqueLs |Number of flushed Link Opaque LSAs; a positive integer.
a_flushed

linkOpaqueLs |Number of aged out Link Opaque LSAs; a positive integer.
a_agedOut

areaOpaque_ | Area Opaque LSA type name; a positive integer.

Isa_type

areaOpaqueLs |Number of generated Area Opaque LSAs; a positive integer.
a_generated

areaOpaqueLs |Number of refreshed Area Opaque LSAs; a positive integer.
a_refreshed

areaOpaqueLs |Number of flushed Area Opaque LSAs; a positive integer.
a_flushed

areaOpaqueLs |Number of aged out Area Opaque LSAs; a positive integer.
a_agedOut

asOpaque_lsa
_type

AS Opaque LSA type name; a positive integer.

asOpaqueLsa_ |Number of generated AS External Opaque LSAs; a positive
generated integer.

asOpaqueLsa_ |Number of refreshed AS External Opaque LSAs; a positive
refreshed integer.

asOpaqueLsa_ |Number of flushed AS External Opaque LSAs; a positive integer.
flushed

asOpaqueLsa_ |Number of aged out AS External Opaque LSAs; a positive
agedOut integer.

urf_name Default VRF name. Default value: default.
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Get OSPF Traffic Statistics

Get the OSPF traffic statistics.

Request

378

Method Type

GET

Request URI

/nos/api/info/ospf/traffic-stats/<vrf_name>

Request
Body

(JSON)

where:

Element

Description

urf_name

(Optional) Default VRF name.

Default value: default.
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Response
Body

(JSON)

"traffic-stats":

"ospf_id": "<ospf id>",

"timer_str":

"total_pkt_in": "<total_pkt_in>",
"total_pkt_out":"<total_pkt_out>",

"<timer_str>",

"hello_in": "<hello_in>",

"hello_out":
"db_desc_in":

"db_desc_out":

"ls_req_in":
"ls_reqg_out":
"ls_upd_in":

"<hello_out>",
"<db_desc_in>"",

""<Is_req_in>",
""<Is_req_out>",
"<Is_upd_in>",

"<db_desc_out>",

"1s_upd_out": "<Is_upd_out>",
"ls_ack_in": "<Is_ack_in>",
"1s_ack_out": "<Is_ack_out>",
"error_drops_in": "<error_drops_in>",
"error_drops_out": "<error_drops_out>",
"error_hellosin": "<error_hellosin>",
"error_dbsin": "<error_dbsin>",
"error_lsreqin": "<error_Isreqin>",
"error_lsuin": "<error_lsuin>",
"error_lsackin": "<error_lsackin>",
"error_unknown_in": "<error_unknown_in>"",
"error_unknown_out": "<error_unknown_out>",
"error_badcrc": "<error_badcrc>",
"error_wrong_area'": "<error_wrong area>",
"error_bad_version": "<error_bad_version>",
"error_bad_auth": "<error_bad_auth>",
"error_passive": "<error_passive>",
"error_nonbr": "<error_nonbr>",
"error_invalid_src": "<error_invalid_src>",
"error_invalid_dst": "<error_invalid_dst>",
"error_pktlength": "<error_pktlength>"

i

"vrf_name": "<uvrf name>"

where:

Element

Description

ospf_id

OSPF identifier. Default value: O.

timer_str

Time since last OSPF process clear in HH:MM:SS format.

total_pkt_in

Number of total packets in; a positive integer.

total_pkt_out

Number of total packets out; a positive integer.

hello_in Number of hello packets in; a positive integer.

hello_out Number of hello packets out; a positive integer.
db_desc_in Number of DB descriptor packets in; a positive integer.
db_desc_out  |Number of DB descriptor packets out; a positive integer.
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Element Description

Is_req_in Number of LS Request packets in; a positive integer.
Is_req_out Number of LS Request packets out; a positive integer.
Is_upd_in Number of LS Update packets in; a positive integer.
Is_upd_out Number of LS Update packets out; a positive integer.
Is_ack_in Number of LS ACK packets in; a positive integer.
Is_ack_out Number of LS ACK packets out; a positive integer.

error_drops_
in

Number of errors related to drops in; a positive integer.

error_drops_
out

Number of errors related to drops out; a positive integer.

error_hellosin

Number of errors related to hellos in; a positive integer.

error_dbsin

Number of errors related to DB Descriptors; a positive integer.

error_Isreqin

Number of errors related to LS Requests; a positive integer.

error_lsuin

Number of errors related to LS Updates; a positive integer.

error_lsackin

Number of errors related to LS ACKSs; a positive integer.

error_
unknown_in

Number of errors related to unknown in; a positive integer.

error_
unknown_out

Number of errors related to unknown out; a positive integer.

error_badcrc

Number of errors related to Bad CRC; a positive integer.

error_wrong_
area

Number of errors related to Wrong Area; a positive integer.

error_bad_ Number of errors related to Bad Version; a positive integer.
version

error_bad_ Number of errors related to Bad Authentication; a positive
auth integer.

error_passive

Number of errors related to Passive; a positive integer.

error_nonbr

Number of errors related to No Neighbor; a positive integer.

error_invalid_
src

Number of errors related to Invalid Source; a positive integer.

error_invalid_
dst

Number of errors related to Invalid Destination; a positive
integer.

error_ Number of errors related to Packet Length; a positive integer.
pktlength
urf_name Default VRF name. Default value: default.
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Get OSPF Neighbors

Get the OSPF neighbors list.

Request

Response
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Method Type |GET
Request URI |/nos/api/info/ospf/neighbor
Request
Body
(JSON)
Response [
Body {
"vrf_name": "<uvrf_name>",
(]SON) "nbr_router_id": "<ubr_router_id>",
"priority": "<priority>",
"nbr_state": "<nbr_state>",
"dead_timer": "<dead_timer>",
"nbr_addr": "<nbr_addr>",
"ifp_name": "<ifp_name>"
3
1
where:
Element Description
vrf_name Default VRF name. Default value: default.

nbr_router_id

Neighbor router ID identifier; a valid IPv4 or IPv6 address.

priority The neighbor priority; an integer from 0-255.

dead_timer The time left for dead interval expiry in HH:MM:SS format.
nbr_addr Neighbor IP address; a valid IPv4 or IPv6 address.
ifp_name Ethernet interface name.
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Get OSPF Routes

Request

Response

Get the OSPF routes list.
Method Type |GET
Request URI |/nos/api/info/ospf/route/<vrf_name>
Request
Body
(JSON)
where:
Element Description
urf_name (Optional) Default VRF name.
Default value: default.
Response [
Body {
"Network": "<Network>",
(JSON) "pathcode": "<pathcode>",
"pathCount": "<pathCount>",
"route_path_cost": "<route_path_cost>",
"route_type2path_cost": "<route_type2path_cost>",
"next_hop_info":
[
{
"interface": "<interface>",
"area_id": "<area_id>",
"neighbor_addr": "<neighbor_addr>"
}
1
}
1
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where:

Element Description
Network Network name; a string in the format "AA:BB:CC:DD/MM".
pathcode Path type; one of:

e connected

e Discard

e OSPF

e OSPF inter area

e OSPF NSSA external type 1

® OSPF NSSA external type 2

e OSPF external type 1

e OSPF external type 2
pathCount Number of ecmp paths; a positive integer.
route_path_  |Route-path cost; a positive integer.
cost
route_ Route-type 2 path cost; a positive integer.
type2path_
cost

next_hop_info |Next-hop information; a list of dictionaries. Depending on the
configuration, each dictionary may contain the following values:

e interface: Neighbor IP address; a valid IPv4 or IPv6 address.
e area_id: Neighbor area-id; a valid IPv4 or IPv6 address.

o neighbor_addr: Neighbor IP address; a valid IPv4 or IPv6
address.
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Get OSPF Database

Get the OSPF database.

Request

Response

Method Type |GET

Request URI  |/nos/api/info/ospf/database/<vrf_name>

Request

Body

(JSON)

where:

Element Description

urf_name (Optional) Default VRF name.

Default value: default.

Response [

Body { , . , .
"link_state_id": "<link_state_id>",

(]SON) "adv_router": "<adv_router>",
"lsa_type": "<Isa_type>",
"lsa_age": "<Isa_age>",
"1s_seqnum_str": "<Is_seqnum_str>",
"checksum": "<checksum>",
"link count": "<link count>",
"area_id": "<area_id>"

}
]
where:
Element Description

link_state_id

VRF name; a valid IPv4 or IPv6 address.

adv_router

Advertising router ID; a valid IPv4 or IPv6 address.

Isa_type

LSA type; one of:

Router-LSA
Network-LSA
Summary-LSA
ASBR-summary-LSA
AS-external-LSA
AS-NSSA-LSA

Isa_age

LSA age; a positive integer.
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Element Description

Is_seqnum_str |LS sequence number in hexadecimal format.

checksum LSA checksum in hexadecimal format.
link count Links number; a positive integer.
area_id The area-id of the LSDB; a valid IPv4 or IPv6 address.
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PKI
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The following Private Key Infrastructure (PKI) URIs are available:

The following PKI commands are available:

/nos/api/cfg/pki
/nos/api/cfg/pki/ca
/nos/api/cfg/pki/hostcert
/nos/api/cfg/pki/csr

Get PKI Profile Summary Information

Delete PKI Profile

Get CA Certificate
Import CA Certificate
Delete CA Certificate
Get Host Certificate
Import Host Certificate
Generate Host Certificate
Delete Host Certificate
Generate CSR

Get CSR

Export CSR and Import Signed CSR

GET, DELETE

GET, PUT, DELETE

GET, PUT, POST, DELETE
GET, PUT, POST
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Get PKI Profile Summary Information

Request

Response

This command returns summary information about a specific PKI profile or about
all configured PKI profiles.

Method Type |GET
Request URI |/nos/api/cfg/pki/{pki_name}
Request
Body (JSON)
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
Note: If no PKI profile name is provided, then the command
returns summary information about all configured PKI profiles.
Response [
Body (JSON) { _ ‘
"PKI_Profile_Name":"<pki_name>",
"In_use":"{yes|no}",
"CA" :"<ca_number>",
"Host_certificate":"{existed|non-existed}",
"CSR":"{existed|non-existed}"
}
1
where:
Element Description

PKI_Profile
_Name

The name of the PKI profile.
Valid value:

e string (up to 16 characters)

In_use Whether the PKI profile is used by the switch.
Valid values:
® yes
® 1o
CA The number of Certificate Authority (CA) stored in the PKI

profile.
Valid value:

e (0-5
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Element Description
Host_ Whether host certificates are present in the PKI profile.
certificate |Valid value:
o existed
® non-existed
CSR Whether Certificate Signing Requests (CSR) are present in the

PKI profile.
Valid value:

e existed
e non-existed
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Delete PKI Profile

This command removes a configured PKI profile.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/pki/{pki_name}

Request

Body (JSON)

where:

Element Description

pki_name The name of the PKI profile.

Valid value:

e string (up to 16 characters)
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Get CA Certificate

This command returns the Certificate Authority (CA) stored in the PKI profile.

Request
Method Type |GET
Request URI  |/mos/api/cfg/pki/ca/{pki_name}/{format}
Request
Body (JSON)
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
format The format for displaying the CA.
Valid values:
o fext
o base64
Default value: text
Response

Example when chosen format is text:

Response [

BOdy (]SON) "Ceg;i?}cate:

Version: 3 (0x2)
Serial Number: 89:0f:dl:1e:d7:79:37:cb
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=Maryland, L=Baltimore, 0=Test CA,
Limited, OU=Server Research Department, CN=Test CA,
emailAddress=test@example.com
Validity
Not Before: Dec 28 08:26:50 2016 GMT
Not After : Sep 24 08:26:50 2019 GMT
Subject: C=US, ST=Maryland, L=Baltimore, O=Test CA,
Limited, OU=Server Research Department, CN=Test
CA/emailAddress=test@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (4096 bit)

Modulus:
00:a8:cc:51:e8:18:¢7:50:68:12:3c:7d:c4:9f:9a:
d3:a3:4e:8d:0a:e3:b6:25:88:f6:07:0e:de:09:b3:
96:59:d7:e€3:38:2c:2f:1d:50:e5:40:91:4f:29:9d:
b6:45:4f:d6:f3:19:27:09:04:85:13:50:91:6b:e8:
4e:6b:c0:f7:¢c5:b9:f0:9b:45:9a:90:80:49:5f:3b:
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Example when chosen format is base64:

Response
Body
(JSON)

[

MIIGMzCCBBUgAWIBAgIJAIKPOR7XeTfLMAOGCSqGSIb3DQEBCWUAMIGNMQSWCQYD
VQQGEwJVUZERMASGA1UECAWI TWFyeWxhbmQxEjAQBgNVBACMCUJIhbHRpbWOYZTEZ
MBCGA1UECgwQVGVzdCBDQSwgTGltaXR1ZDEjMCEGALUECwWwaU2VydmVyIFJ1lc2Vh
cmNOIER1cGFydG11bnQxEDAOBgNVBAMMB1R1c3QgQOEXHzAdBgkghkiGOwOBCQEW
EHR1c3RAZXhhbXBsZS5jb20wHhcNMTYXM]jI4MDgyNjUwWhcNMTkwOTIOMDgyNjUw
WjCBpzELMAKGALUEBhMCVVMXETAPBgNVBAgMCE1hcn1sYW5kMRIWEAYDVQQHDALC
YWx0aW1lvcmUxGTAXBgNVBAOMEFR1c3QgQOESIEXpbW10ZWQxIzAhBgNVBASMGINL
cnZ1lciBSZXN1YXJjaCBEZXBhcnRtZW50MRAWDgYDVQQDDAJUZXNOIENBMR8WHQYJ
KoZIhvcNAQkBFhBOZXNOQGV4YW1wbGUUY29tMIICIjANBgkghkiGOwWOBAQEFAAOC
Ag8AMIICCgKCAgEAgMXR6BjHUGGSPH3EN5rTOO6NCU02JY j2Bw7eChOwwdf jOCwvAy83jXxzXX93uIKa0a3K+0B25iFT6xwK50i0VSLfaGqwfw71lsf/k2vFVighBTnoLux
20SiHOEHGGSAMWOPQz9DTdVFYeFieE+BaIlfsOyEgmXoJC4sxUrDrcpzJlydSfjien
5PCc2cZRVkJIZoSWXR40NTICsvpxTDJIrN8A+3UqyIW/539shRBqUyxounE2500YN49
a0RIjMDXm25bzf7V7Xm+uHUw7gQeWACLIohJiqc7QS+0wlb9zBau5pU670NH+W7R
LjE17rXskA==

----- END CERTIFICATE-----"
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Import CA Certificate

Request
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This command imports a CA certificate from a remote server to a specific PKI
profile on the switch.

Method Type |PUT
Request URI |/nos/api/cfg/pki/ca/{pki_name}
Request {
Body (JSON) "server_ip": " {server_ip}",
"src_file":"{src_file}",
"username": " {username}",
"passwd" : " {password}",
"vrf_name":"{management |default}"
3
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
o string (up to 16 characters)
Note: If the specified PKI profile does not exist, then the switch
creates a new PKI profile with that name.
server_ip |TheIP address of the remote server from where the CA certificate
is imported.
Valid value:
o [P address
src_file The source filepath of the CA certificate on the server.
Valid value:
o string representing the filepath of the CA certificate
username The username used to log onto the remote server.
Valid value:
o string
passwd The password used to log onto the remote server.
Valid value:
o string
vrf_name The VRF instance used to connect to the remote server.

Valid value:

o default
o management

Default value: default
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Response

Response {
Body (JSON) "status":"{successful|failed}",
"details":"{details}",
"filename" :" {filename}"
}
where:
Element Description
status The status of the CA certificate import.
Valid values:
® successful
o failed
details The detailed description of the import status.
Valid value:
o string
filename The filename of the CA certificate.

Valid value:

o string
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Delete CA Certificate

This command deletes a CA certificate from a specific PKI profile.

Request

Method Type |DELETE

Request URI |/nos/api/ctg/pki/ca/{pki_name} ?subject={subject}

Request

Body (JSON)

where:

Element Description

pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)

subject The subject of the CA certificate.

Valid value:

o string (up to 255 characters), for example: "C=US, ST=Maryland,
L=Baltimore, O=Test CA, Limited, OU=Server Research
Department, CN=Test CA, emailAddress=test@example.com"
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Get Host Certificate

This command returns the host certificate stored in a specific PKI profile.

Request

Method Type

GET

Request URI

/nos/api/ctg/pki/hostcert/{pki_name}/{format}

Request
Body (JSON)

where:

Element

Description

pki_name

The name of the PKI profile.
Valid value:

e string (up to 16 characters)

format

The format for displaying the host certificate.
Valid values:

o text
® base64

Default value: text

Response
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Example when chosen format is text:

Response
Body (JSON)

[
"Certificate:
Data:
Version: 3 (0x2)
Serial Number: 89:0f:dl:1e:d7:79:37:ch
Signature Algorithm: sha256wWithRSAEncryption
Issuer: C=US, ST=Maryland, L=Baltimore, O=Test CA,
Limited, OU=Server Research Department, CN=Test CA,
emailAddress=test@example.com
Validity
Not Before: Dec 28 08:26:50 2016 GMT
Not After : Sep 24 08:26:50 2019 GMT
Subject: C=US, ST=Maryland, L=Baltimore, O=Test CA,
Limited, OU=Server Research Department, CN=Test
CA/emailAddress=test@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (4096 bit)

Modulus:
00:a8:cc:51:e8:18:¢7:50:68:12:3c:7d:c4:9f:9a:
d3:a3:4e:8d:0a:e3:b6:25:88:16:07:0e:de:09:b3:
96:59:d7:€3:38:2c:2f:1d:50:e5:40:91:4f:29:9d:
b6:45:4f:d6:f3:f9:27:09:04:85:13:50:91:6b:e8:
4e:6b:c0:f7:¢c5:b9:f0:9b:45:9a:90:80:49:5F:3b:
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Example when chosen format is base64:

Response |[
Body Moo BEGIN CERTIFICATE-----
(JSON) MIIGMzCCBBUGAWIBAGIJAIKPOR7XeTFLMAOGCSQGSIb3DQEBCWUAMIGNMQSWCQYD

VQQGEWJVUZERMASGA1UECAWI TWFyeWxhbmQxE jAQBgNVBACMCUJhbHRpbWOYZTEZ jOCwv
HVD1QJFPKZ22RU/W8/knCQSFE1CRa+h0a8D3xbnwmOWakIBJIXzuLscAIIV78nDuq
NzI6xbuHdTOP601dZilLUgyqZypb0ScNTfGkQnCMoSIdJIBUpAgkqGOhGYD/ATpn3/R
Bzdr0OGCPJZ3Zm/90i5qUBKHoQmXdk5/R29kf4bM2HLKW2tgh4+Ba/PJOWZ2wASVT
AzU39JTKLU+HtKg8F2hEs4CtZ/sE1A+0KSGUzfTIPf50mM28xIb4a0OHlecgTY921
/6rbcdxZS10RNH3Z1VEN1HgQCeYf4XXBLI20KL1Bknm5IqqojK1BNP7Z61vEiLhx
LgX8XdXyrjzgXK7PO+yc+7jXmwGOmhPXWDWO5yvFFM1IhwMNhO8UNE+dCo+REmtp
jGkmi4gJdzUEDZwYTUXbIRZpdAtCYuIygZOCX7kzvSoGn2IxG43svKhxZYVRO38M
Xt jjBNW23jMcpMy+48bs04dVMBNYJd9LUbI1+tMKgZZmTT8dcRP6wWoXLO5DCVN79
JCAQCVYOVFE1mVSUggF5CVGON9/dylTmXIpaiap0dAqJ3DNjnPbxpCnUYXN3NFIL

Ay8jxzXX93uIKa0a3K+0B25iFT6xwK50ioVSLfaGqwfw71lsf/k2vFVighBTnoLux
20S1iHOEHGGSAMWOPQz9DTAVFYeFieE+BaIlfsOyEgmXoJC4sxUrDrcpzJydSfjien
5Pc2cZRVkJIZoSWXR40NTJICsvpxTDIrN8A+3UqyIW/539shRBqUyxounE2500YN49
a0RIjMDXm25bzf7V7Xm+uHUw7gQeWACLIohJiqc7QS+0w1lb9zBau5pU670NH+W7R
LJE17rXskA==

----- END CERTIFICATE-----"
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Import Host Certificate

Request

This command imports a host certificate from a remote server to a specific PKI
profile on the switch.

Method Type |PUT
Request URI |/nos/api/cfg/pki/hostcert/{pki_name}
Request {
Body (JSON) "server_ip": " {server_ip}",
"src_file":" {src_file}",
"dst_file":"{certificate|private-key}",
"username" : " {username}",
"passwd" : " {password}",
"vrf_name":"{management|default}"
}
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
Note: If the specified PKI profile does not exist, then the switch
creates a new PKI profile with that name.
server_ip |The IP address of the remote server from where the host

certificate is imported.
Valid value:

e ]P address

src_file

The source filepath of the host certificate on the server.
Valid value:

o string representing the filepath of the CA certificate

dst_file

The destination filepath of the host certificate on the switch.
Valid value:

o certificate

e private-key

Note: The host certificate is imported only when both the
certificate and the private key are successfully imported.

username

The username used to log onto the remote server.
Valid value:

o string
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Element

Description

passwd

The password used to log onto the remote server.
Valid value:

o string

vrf_name

The VRF instance used to connect to the remote server.
Valid value:

o default
® management

Default value: default

Response

Response
Body (JSON)

"status":"{successful|failed}",
"details":" {details}",
"filename" :" {filename}"

where:

Element

Description

status

The status of the host certificate import.
Valid values:

® successful
o failed

details

The detailed description of the import status.
Valid value:

o string

Note: If only the certificate has been imported, then this variable
is “still needs private-key” . If only the private key has been
imported, the this variable is “still needs certificate”.

filename

The filename of the host certificate.
Valid value:

o string

where:

Element

Description

Valid value:
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Generate Host Certificate

Request

This command generates a host certificate for a specific PKI profile.

Method Type |POST
Request URI |/nos/api/cfg/pki/hostcert/{pki_name}
Request {
Body (JSON) "CountryName" : " {CountryName}"
"StateName" : " {StateName}",
"LocalityName":" {LocalityName}",
"OrganizationName": " {OrganizationName}",
"OrganizationalUnitName" :" {OrganizationalUnitName}",
"CommonName" : " {CommonName}",
"Email": " {Email}"
3
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
Note: If the specified PKI profile does not exist, then the switch
creates a new PKI profile with that name.
CountryNam |The code of the country.
e Valid value:
e string (up to 2 characters), for example: US
StateName |The name of the state or province.
Valid value:
® string (up to 16 characters), for example: California
LocalityNa |The name of the locality (for example, a city).
me Valid value:
e string (up to 32 characters), for example: Santa Clara
Organizati |The name of the organization (for example, a company).
onName Valid value:
e string (up to 64 characters), for example: Lenovo
Organizati |The name of the organizational unit (for example, a department).
onalUnitNa |Valid value:
me

e string (up to 32 characters), for example: Network Engineering
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Element Description

CommonName |The common name.
Valid value:

e string (up to 32 characters), for example: TestHostCert

Email The e-mail address.
Valid value:

o string (up to 32 characters), for example: test@example.com

Response

-~

Response
Body (JSON) "status":"{generation succeeded|generation failed}",
3

where:
Element Description
status The status of the host certificate generation.

Valid value:

o generation succeeded
o generation failed
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Delete Host Certificate

This command deletes the host certificate from a specific PKI profile.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/pki/hostcert/{pki_name}

Request

Body (JSON)

where:

Element Description

pki_name The name of the PKI profile.

Valid value:

e string (up to 16 characters)
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Generate CSR

Request
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This command generate the Certificate Signing Request (CSR) for a specific PKI

profile.
Method Type |POST
Request URI |/mos/api/cfg/pki/csr/{pki_name}
Request {
Body (JSON) "CountryName" : " {CountryName}",
"StateName": " {StateName}",
"LocalityName" : " {LocalityName}",
"OrganizationName" : " {OrganizationName}",
"OrganizationalUnitName": " {OrganizationalUnitName}",
"CommonName" : " {CommonName}",
"Email":" {Email}"
b
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
Note: If the specified PKI profile does not exist, then the switch
creates a new PKI profile with that name.
CountryNam |The code of the country.
e Valid value:
o string (up to 2 characters), for example: US
StateName |The name of the state or province.
Valid value:
e string (up to 16 characters), for example: California
LocalityNa |The name of the locality (for example, a city).
me Valid value:
e string (up to 32 characters), for example: Santa Clara
Organizati |The name of the organization (for example, a company).
onName Valid value:
e string (up to 64 characters), for example: Lenovo
Organizati |The name of the organizational unit (for example, a department).
onalUnitNa |Valid value:
me

e string (up to 32 characters), for example: Network Engineering
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Element Description
CommonName |The common name.
Valid value:
e string (up to 32 characters), for example: TestCSR
Email The e-mail address.
Valid value:
e string (up to 32 characters), for example: test@example.com
Response
Response {
Body (]SON) "status":"{generation succeeded|generation failed}",
where:
Element Description
status The status of the host certificate generation.
Valid value:
o generation succeeded
o generation failed
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Get CSR

Request

Response
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This command returns the CSR stored in a specific PKI profile.

Method Type |GET
Request URI |/nos/api/ctg/pki/csr/{pki_name}/{format}
Request
Body (JSON)
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
format The format for displaying the CSR.

Valid values:

o fext
e base64

Default value: text

Example when chosen format is text:

Response
Body (JSON)

[
"Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=US, ST=California,

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)
Modulus:

00:¢c3:78:73:d2:6b:e6:64:3c:10:8a:63:3d:
bf:95:56:0b:al:1c:12:39:6d:d8:5a:45:20:
b4:a9:2f:a6:87:5c:bc:fd:d3:1f:08:e6:31:
94:aa:50:20:14:5a:63:19:1e:26:52:b0:35:
8c:b6:aa:el:6e:1c:1b:32:79:08:bd:02:a6:
59:cc:f1:44:12:36:e3:7d:2b:73:7e:5e:70:
b9:94:3c:38:5b:fd:30:10:2b:b7:7b:5d:d0:

L=Santa Clara,
O=Lenovo Networking Operating System, OU=Network
Engineering, CN=cccc/emailAddress=cccc@lenovo.com

11

06:
7c:
56:
1b:
9e:
do:

:do:
90:
82:
b2:
5d:
e2:
08:
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406

Example when chosen format is base64:

Response
Body
(JSON)

—

R BEGIN CERTIFICATE REQUEST-----
MIIC+DCCAeACAQAWgbIXCzAJBGNVBAYTALVTMRMWEQYDVQQIDAPDYWxpZm9ybmlh
MRQWEQYDVQQHDAtTYW50YSBDbGFYYTErMCKkGAL1UECgwiTGVub3ZvIE51dHdvemtp
bmcgT3B1lcmFOawWs5nIFNS5Cc3R1bTECMBOGALIUECWWTTmVOd29yayBFbmdpbmVlcmlu
ZZENMASGA1UEAWWEY2NjYzEeMBWGCSqGSIb3DQEJARYPY2N]jYOBsZW5vdm8uY29t
MIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAW3hzOmvmZDwWQimM9OEdC/
1VYLORwWSOW3YWkUgBpCOgS+mh1y8/dMfCOYXFIKUqlAgFFpjGR4mUrA1VrKMtgrh
bhwbMnkIvQKmG11ZzPFEE]jbjfStzf1l5wnuK51Dw4W/0wECU3e13Q2QhK1CCu2gGx
EQKXOMrC1cnnSEWp20koYSWMYAEGQK jYOUVNAEWX1iMDb1EXT5yG2fwnGNMSZ+0f/
qFQ+2cWIOWY/7GnyIrNWlWpZoD+0GAZBjnlqrMTRO9bZTWAQMVgI99RYy9ILeSXxaK6
KH5xe14cSHM1KgNrv9aht3w+GalEQLEKUEgTWS40wmMhYfSTf81ZexRQNiDWVd2j
SQIDAQABOAAWDQY JKoZIhvcNAQELBQADGYEBALTGF7fkt JgKc1LA6Zy8tVj0s2wu
kwDGphm/cLV/bBovCTV/nFsmNP40o6qvyffd08t3wWAz9PIcfceg7bkIMOUSW8Ii7c
5cKg59smpuNGNA9rnReB+M90cv3+Ah9SJQGYArbHIMP8ApWYPMADREKWKGW8YSAG
KgiGXsSs9xJ20NAPCr/18+6pvVcAn5L71yCyNb69X73S8FThXks+3VRzQv5VWuMz
IWHIZjI6YnizZVJIjAZqpigR9OEK4KrV4wzeUL21JL/RLRRARNRK3QfpJ09GXP+Hpe
1U4B2xvMIk1LXIzUwHlaHqli34RscYW12moWh8/G125QqfsORELIYWXGPw24=
----- END CERTIFICATE REQUEST-----"
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Export CSR and Import Signed CSR

This command exports a CSR or imports a signed CSR.

Request
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Method Type |PUT
Request URI |/nos/api/ctg/pki/csr/{pki_name}/{action}
Request {
Body (JSON) "server_ip": " {server_ip}",
"src_file":"{src_file}",
"username": " {username}",
"passwd" : " {password}",
"vrf_name":"{management |default}"
3
where:
Element Description
pki_name The name of the PKI profile.
Valid value:
e string (up to 16 characters)
Note: If the specified PKI profile does not exist, then the switch
creates a new PKI profile with that name.
action Whether to export a CSR or import a signed CSR.
Valid values:
® export
o import
server_ip |The IP address of the remote server from where the CA certificate
is imported.
Valid value:
o [P address
src_file The source filepath of the CA certificate on the server.
Valid value:
o string representing the filepath of the CA certificate
username The username used to log onto the remote server.

Valid value:

o string
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Element Description

passwd The password used to log onto the remote server.
Valid value:
o string

vrf_name The VRF instance used to connect to the remote server.
Valid value:
o default
® management
Default value: default

Response
Response {
Body (JSON) "status":"{successful|failed}",
"details":"{details}",
"filename":" {filename}"

}

where:

Element Description

status The status of the CA certificate import.
Valid values:
® successful
o failed

details The detailed description of the import status.
Valid value:
o string

filename The filename of the CA certificate.
Valid value:
o string
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RADIUS
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The following Remote Authentication Dial-In User Service (RADIUS) URIs are
available:

The following RADIUS commands are available:

/nos/api/cfg/radius
/nos/api/cfg/radius/hosts
/nos/api/cfg/radius/groups

Get RADIUS Configuration

Update RADIUS Configuration

Get RADIUS Server Configuration

Add RADIUS Server

Delete RADIUS Server

Get RADIUS Server Group Configuration
Add RADIUS Server Group

Delete RADIUS Server Group

GET, POST, DELETE
GET, POST, DELETE
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Get RADIUS Configuration

This command returns the RADIUS configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/radius
Request {
Body (JSON) "source_interface": " {source interface name|not configured}",
"retransmit" : {restransmit},
"timeout": {timeout},
"global_key":"{configured|not configured}"
}
where:
Element Description
source_ The name of the global RADIUS source interface.
interface |Valid values:
o interface name
® not configured
retransmit |The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:
e (0-5
timeout The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:
e 1-60
global_key |The status of the RADIUS global authentication key.
Valid values:
e confiqured
® not configured
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Response

Response {
BOdy (JSON) "source_interface": " {source interface name|not configured}",
"retransmit" : {restransmit},
"timeout": {timeout},
"global_key":"{configured|not configured}"
}
where:
Element Description
source_ The name of the global RADIUS source interface.

interface |Valid value:

o interface name
o not configured

retransmit |The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:

e (0-5

timeout The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:

e 1-60

global_key |The status of the RADIUS global authentication key.
Valid value:

o configured
o not configured
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Update RADIUS Configuration

This command updates the RADIUS configuration.

Request

Method Type |PUT
Request URI |/nos/api/cfg/radius
Request {
BOdy (]SON) "retransmit": {restransmit},
"timeout": {timeout},
"global key":"{global_key}",
"global_key form":{0]|7},
"source_interface": " {source interface name|default}"
}
where:
Element Description
retransmit |The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:
° 0-5
timeout The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:
e 1-60
global_key |The status of the RADIUS global authentication key.
Valid value:
o configured
® not configured
global_key |The encryption method of the RADIUS global authentication key.
_form Valid values:
o ( (clear text)
e 7 (encrypted)
source_ The name of the global RADIUS source interface.
interface |Valid value:

o interface name
o default

Note: If the variable is set to default, then it will reset to not
configured.
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Response

Response {
BOdy (JSON) "source_interface": " {source interface name|not configured}",
"retransmit" : {restransmit},
"timeout": {timeout},
"global_key":"{configured|not configured}"
}
where:
Element Description
source_ The name of the global RADIUS source interface.

interface |Valid values:

o interface name
o not configured

retransmit |The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:

e (0-5

timeout The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:

e 1-60

global_key |The status of the RADIUS global authentication key.
Valid values:

o configured
o not configured
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Get RADIUS Server Configuration

Request

Response

This command returns the configuration of a specific configured RADIUS server or
of all configured RADIUS servers.

Method Type |GET
Request URI |/nos/api/cfg/radius/hosts/{IP_addr}
Request
Body (JSON)
where:
Element Description
IP_addr The IP address of the RADIUS server.
Valid value:
e P address
Note: If no IP address is provided, then the command returns the
configuration of all configured RADIUS servers.
Response [
B {
ody (JSON) "IP_addr": " {IP_addr}",
"retransmit" : {retransmit},
"timeout": {timeout},
"key":"{configured|not configured}",
"auth-port": {auth-port},
"acct-port": {acct-port}
}
1
where:
Element Description
IP_addr The IP address of the RADIUS server.
Valid value:
e [P address
retransmit |The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:
e 0-5
timeout The amount of time, in seconds, before a RADIUS server

connection attempt is considered to have failed.
Valid value:

e 1-60
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Element

Description

key

The status of the RADIUS server authentication key.
Valid value:

o configured

o not configured

auth-port

The TCP port used for RADIUS server authentication.
Valid value:

e (0-65535

acct-port

The TCP port used for RADIUS server accounting.
Valid value:

e (0-65535
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Add RADIUS Server

This command configures a RADIUS server.

Request

Method Type |POST
Request URI |/nos/api/cfg/radius/hosts
Request {
BOdy (]SON) "IP_addr":"{IP_addr}",
"retransmit" : {retransmit},
"timeout": {timeout},
n keyll : n {key} n ,
"key_form":{0]|7},
"auth-port": {auth-port},
"acct-port": {acct-port}
}
where:
Element Description
IP_addr The IP address of the RADIUS server.
Valid value:
e [P address
retransmit |The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:
e 0-5
timeout The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:
e 1-60
key The RADIUS server authentication key.
Valid value:
o string
key_form The encryption method of the RADIUS server authentication key.
Valid values:
o 0 (clear text)
e 7 (encrypted)
auth-port |The TCP port used for RADIUS server authentication.
Valid value:
e 0-65535
acct-port |The TCP port used for RADIUS server accounting.

Valid value:
e 0-65535
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Response
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Response
Body (JSON)

"IP_addr":"{IP_addr}",

"retransmit" : {retransmit},

"timeout": {timeout},
"key":"{configured|not configured}",
"auth-port": {auth-port},

"acct-port": {acct-port}

where:

Element

Description

IP_addr

The IP address of the RADIUS server.
Valid value:

e [P address

retransmit

The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:

e (0-5

timeout

The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:

e 1-60

key

The status of the RADIUS server authentication key.
Valid value:

o configured

® not configured

auth-port

The TCP port used for RADIUS server authentication.
Valid value:

e (0-65535

acct-port

The TCP port used for RADIUS server accounting.
Valid value:

e (0-65535
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Delete RADIUS Server

This command removes a configured RADIUS server.

Request

Method Type |DELETE

Request URI  |/nos/api/cfg/radius/hosts/{IP_addr}

Request

Body (JSON)

where:

Element Description

IP_addr The IP address of the RADIUS server.

Valid value:
e P address
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Get RADIUS Server Group Configuration

This command returns the configuration of a specific configured RADIUS server
group or of all configured RADIUS server groups.

Request
Method Type |GET
Request URI |/nos/api/ctg/radius/groups/{group_name}
Request
Body (JSON)
where:
Element Description
group_name  |The name of the RADIUS server group.
Valid value:
e string (up to 127 characters)
Note: If no group name is provided, then the command returns
the configuration of all configured RADIUS server groups.
Response

Response [

Body (JSON) {
"group_name" : " {group_name}"

"vrf_name":" {vrf_name}",

"source_interface" : " {source interface name| not configured}",

"hosts":
[
{
"IP_addr":"{IP_addr}",
"retransmit" : {retransmit},
"timeout": {timeout},
"key":"{configured|not configured}",
"auth-port": {auth-port},
"acct-port": {acct-port}
}
1
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where:

Element

Description

group_name

The name of the RADIUS server group.
Valid value:

e string (up to 127 characters)

vrf_name

The VRF instance for the RADIUS server group.
Valid value:

e VREF instance name

source_
interface

The name of the RADIUS group source interface.
Valid values:

o interface name
® not configured

hosts

The list of servers members of the RADIUS server group.

IP_addr

The IP address of the RADIUS server.
Valid value:

e ]P address

retransmit

The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:

e (0-5

timeout

The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:

e 1-60

key

The status of the RADIUS server authentication key.
Valid value:

o configured

® ot configured

auth-port

The TCP port used for RADIUS server authentication.
Valid value:

e 0-65535

acct-port

The TCP port used for RADIUS server accounting.
Valid value:

e 0-65535
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Add RADIUS Server Group

This command configures a RADIUS server group.

Request
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Method Type |POST
Request URI |/nos/api/cfg/radius/groups
Request {
Body (JSON) "group_name" :"{group_name}",
"vrf_name":"{vrf_name}",
"source_interface" : " {source interface name|default}",
"hosts":
[
"{IP_addr}"
1
}
where:
Element Description

group_name

The name of the RADIUS server group.
Valid value:

e string (up to 127 characters)

vrf_name The VRF instance for the RADIUS server group.
Valid value:
e VRF instance name
source_ The name of the RADIUS group source interface.
interface |Valid value:
o interface name
o default
Note: If the variable is set to default, then it will reset to not
configured.
hosts The list of servers members of the RADIUS server group.
IP_addr The IP address of the RADIUS server to be added to the group.

Valid value:
e [P address
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Response

Response [
Body (JSON) {
"group_name": " {group_name}"
"vrf_name":" {vrf_name}",
"source_interface" : " {source interface name|not configured}",
"hosts":
[
{
"IP_addr":"{IP_addr}",
"retransmit" : {retransmit},
"timeout": {timeout},
"key":"{configured|not configured}",
"auth-port": {auth-port},
"acct-port": {acct-port}
}
]
}
1
where:
Element Description

group_name

The name of the RADIUS server group.
Valid value:

e string (up to 127 characters)

vrf_name

The VRF instance for the RADIUS server group.
Valid value:

o VRF instance name

source_
interface

The name of the RADIUS group source interface.
Valid values:

o interface name
® ot configured

hosts

The list of servers members of the RADIUS server group.

IP_addr

The IP address of the RADIUS server.
Valid value:

e P address

retransmit

The number of retries the switch will make to establish a
connection with a RADIUS server after the initial attempt failed.
Valid value:

e 0-5

timeout

The amount of time, in seconds, before a RADIUS server
connection attempt is considered to have failed.
Valid value:

e 1-60
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Element

Description

key

The status of the RADIUS server authentication key.
Valid value:

o configured

o not configured

auth-port

The TCP port used for RADIUS server authentication.
Valid value:

e (0-65535

acct-port

The TCP port used for RADIUS server accounting.
Valid value:

e (0-65535
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Delete RADIUS Server Group

This command removes a configured RADIUS server group.

Request

Method Type |DELETE

Request URI |/nos/api/cfg/radius/groups/{group_name}

Request
Body (JSON)

where:

Element Description

group_name | The name of the RADIUS server group.
Valid value:

o string (up to 127characters)
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Security Mode
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The following security mode URI is available:

® /nos/api/cfg/secmode GET, PUT

The following security mode commands are available:
e Get Security Mode Configuration
e Update Security Mode Configuration
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Get Security Mode Configuration

This command returns the current security mode configuration.

Request
Method Type |GET
Request URI |/nos/api/cfg/secmode
Request
Body (JSON)
Response
Response {
Body (JSON) "current":"{legacy_mode|secure_mode}",
"setting":"{legacy_mode|secure_mode}"
}
where:
Element Description
current The currently configured security mode.
Valid values:
® legacy_mode
® secure_mode
setting The security mode that takes effect after switch reload.
Valid values:
® legacy_mode
® secure_mode
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Update Security Mode Configuration

This command updates the security mode configuration.

Request

Method Type |PUT

Request URI |/nos/api/cfg/secmode

Request {

Body (JSON) "setting":"{legacy_mode|secure_mode}"

where:

Element Description

setting The security mode that takes effect after switch reload.
Valid values:
o legacy_mode
® secure_mode

Response
Response {
Body (JSON) "current":"{legacy_mode|secure_mode}",
"setting":"{legacy_mode|secure_mode}"

}

where:

Element Description

current The currently configured security mode.
Valid values:
o legacy_mode
® secure_mode

setting The security mode that takes effect after switch reload.
Valid values:
o legacy_mode
® secure_mode
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sFlow
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The following sFlow URIs are available:
® /nos/api/cfg/stlow
® /nos/api/cfg/sflow/interface/<if_name>

e /nos/api/info/sflow/stats

The following sFlow commands are available:

® Get sFlow Configuration

Update sFlow Global Configuration

Update sFlow Interface Configuration

Get sFlow Statistics

Clear sFlow Statistics

GET, PUT
PUT
GET, DELETE
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Get sFlow Configuration

This command returns the current sFlow configuration.

Request

Method Type |GET

Request URI |/nos/api/cfg/stlow

Request

Body (JSON)

Response

Response {

Body (JSON) enabled: [enabled|disabled],
sampling-rate: <sampling_rate>,
max-sampled-size: <sampled_size>,
polling-interval: <polling_interval>,
max-datagram-size: <datagram_size>,
collector:

{
ip: <ip_addr>,
port: <port>,
vrf: <orf>

}

interfaces:

[
<if_name>,

1

}

where:

Element Description

enabled The status of sFlow on the switch.

Valid value:
e enabled
e disabled

sampling- |The sFlow sampling rate, in packets per sample.
rate Valid value:

e 4096-1000000000
Default value: 4096

max - The maximum sFlow sampling size of packets.
sampled- Valid value:
siz€ * 64-256

Default value: 128
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Element Description
polling- The sFlow polling interval, in seconds.
interval Valid value:
e 0-86400
Note: Setting this variable to 0 disables sFlow polling.
max- The maximum sFlow datagram size.
datagram- |Valid value:
size ® 200-9000
Default value: 1500
collector |The sFlow collector configuration.
ip The IP address of the sFlow server.
Valid value:
o [P address
port The UDP port of the sFlow server.
Valid value:
e 1-65535
Default value: 6343
vrf The VRF instance used by the sFlow server.
Valid value:
e VRF instance name
interfaces |The interfaces on which sFlow sampling is enabled.

Valid value:

o interface name (for example, Ethernet1/12)
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Update sFlow Global Configuration

Request

This command updates the global sFlow configuration on the switch.

Method Type |PUT

Request URI |/nos/api/cfg/stlow

Request {

Body (JSON) enabled: [enabled|disabled],
sampling-rate: <sampling rate>,
max-sampled-size: <sampled_size>,
polling-interval: <polling_interval>,
max-datagram-size: <datagram_size>,
collector:

{
ip: <ip_addr>,
port: <port>,
vrf: <ourf>
H
}

where:

Element Description

enabled The status of sFlow on the switch.

Valid value:

o enabled

® disabled
sampling- |The sFlow sampling rate, in packets per sample.
rate Valid value:

® 4096-1000000000

Default value: 4096

max - The maximum sFlow sampling size of packets.

sampled- Valid value:

Size o 64-256

Default value: 128
polling- The sFlow polling interval, in seconds.
interval Valid value:

e 0-86400

Note: Setting this variable to 0 disables sFlow polling.
max - The maximum sFlow datagram size.

datagram- |Valid value:

size

e 200-9000
Default value: 1500
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Element Description
collector |The sFlow collector configuration.
ip The IP address of the sFlow server.
Valid value:
e [P address
port The UDP port of the sFlow server.
Valid value:
e 1-65535
Default value: 6343
vrf The VRF instance used by the sFlow server.

Valid value:

e VRF instance name
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Update sFlow Interface Configuration

This command updates the sFlow configuration for a specific switch interface.

Request

Method Type |GET

Request URI |/nos/api/cfg/stlow/interface/<if_name>

Request {
Body (JSON) enabled: [enabled|disabled]
}

where:
Element Description
if_name The name of the switch interface.
Valid value:
o interface name (for example, Ethernet1/12)
enabled The status of sFlow on the switch.
Valid value:
o enabled
o disabled
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Get sFlow Statistics

Request

Response
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This command returns sFlow statistics.

Method Type |GET

Request URI |/nos/api/info/sflow/stats

Request

Body (JSON)

Response {

Body (JSON) processed_samples: <processed_samples>,
dropped_samples: <dropped_samples>,
sent_datagrams: <sent_datagrams>,
dropped_datagrams: <dropped_datagrams>

}
where:
Element Description

processed_ |The number of processed sFlow samples.
samples Valid value:

o integer

dropped_  |The number of dropped sFlow samples.
samples Valid value:

o integer

sent_ The number of sent sFlow datagrams.
datagrams |Valid value:

o integer

dropped_  |The number of dropped sFlow datagrams.
datagrams |Valid value:

o integer
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Clear sFlow Statistics

This command resets sFlow statistics.

DELETE

/nos/api/info/sflow/stats/clear

Request
Method Type
Request URI
Request
Body (JSON)
436
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SNMP

The following SNMP-related URIs are available:

® /nos/api/cfg/snmp/hosuser GET, PUT, DELETE
® /nos/api/hostraphost GET, PUT, DELETE
Note: These URIs and commands are necessary for XClarity support.
The following SNMP commands are available:

e Get the SNMPv3 Account for XClarity

Set the SNMPv3 Account for XClarity

Delete the SNMPv3 Account for XClarity

Get the SNMPv3 Trap Host IP Address for XClarity

Set the SNMPv3 Trap Host IP Address for XClarity

Delete the SNMPv3 Trap Host IP Address for XClarity
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Get the SNMPv3 Account for XClarity

Get the special SNMPv3 user account for XClarity.

Request

Response

Method Type |GET

Request URI |/nos/api/cfg/snmp/hosuser

Request

Body

(JSON)

Response {

Body "user_name": '"<user_name>",
"group_name" : "<group_name>",

(JSON) "auth_type": "<auth_type>",
"auth_passwd" : "<password>",
"priv_type":" "<priv_type>",
"priv_passwd": "<password>"
"xclarity_id": "<identifier>"

}

where:

Element Description

user_name User name; a text string from 5-32 characters long.

group_name

nn "

Group name; one of "network_operator," "network_admin".

Default value: network-operator.

auth_type

"

Authentication type; one of "invalid", "'md5", "sha".

auth_passwd

Authentication password; a string from 8-32 characters long.

priv_type

non

Privilege type; one of "invalid", "des", "aes

"

priv_passwd

Privilege password; a string from 8-32 characters long.

xclarity_id

XClarity instance identifier; a string.

Note: If the user account does not exist, the request will return the error message
“404 Resource not available: Snmp Hos User instance not
present in DUT".
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Set the SNMPv3 Account for XClarity

Request
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Set the special SNMPv3 user account for XClarity.

Note: This account is only for XClarity support and differs from SNMPv3 user
accounts in the following ways:

e It cannot be set from the command line interface.
e It does not appear in any command.
e This information must be included in any tech support dump.

Method Type |PUT

Request URI |/nos/api/cfg/snmp/hosuser

Request {

Body "user_name": "<user_name>",
"group_name" : "<group_name>",

(JSON) "auth_type": "<auth_type>",
"auth_passwd" : "<password>",
"priv_type":" "<priv_type>",
"priv_passwd" :"<password>"
"xclarity_id": "<identifier>"

}

where:

Element Description

user_name User name; a text string from 5-32 characters long.

group_name

"o

Group name; one of "network_operator,” "network_admin".

Default value: network-operator.

auth_type Authentication type; one of "invalid", "'md5", "sha".
auth_passwd | Authentication password; a string from 8-32 characters long.
priv_type Privilege type; one of "invalid", "des", "aes".

priv_passwd  |Privilege password; a string from 8-32 characters long.

xclarity_id

XClarity instance identifier; a text string from 4-32 characters
long.
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Response

Response {

Body "username": "<username>",
"group_name" : "<group_name>",

(JSON) "auth_type": "<auth_type>",
"auth_passwd" : "<password>",
"priv_type":" "<priv_type>",
"priv_passwd" : "<password>"
"xclarity_id": "<identifier>"

}

where:

Element Description

username User name; a text string from 5-32 characters long.

group_name

"nn "

Group name; one of "network_operator,” "network_admin".

Default value: network-operator.

auth_type

"

Authentication type; one of "invalid", "'md5", "sha".

auth_passwd

Encrypted text string of authentication password; a string from
8-32 characters long.

priv_type

non "

Privilege type; one of "invalid", "des", "aes".

priv_passwd

Encrypted text string of privilege password; a string from 8-32
characters long.

xclarity_id

XClarity instance identifier; a text string from 4-32 characters
long.
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Delete the SNMPv3 Account for XClarity

Delete the special SNMPv3 user account for XClarity.

DELETE

/nos/api/cfg/snmp/hosuser

Request
Method Type
Request URI
Request
Body
(JSON)
Response

True if the operation succeeded; otherwise False.
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Get the SNMPv3 Trap Host IP Address for XClarity

Request

Response

Get the IP address of the special SNMPv3 trap host for XClarity.

Method Type |GET
Request URI |/nos/api/cfg/snmp/hostraphost
Request
Body
(JSON)
Response {
Body "host_name": '"<host_name>",
"security_level":"<security_level>",
(JSON) "username" : "<username>",
"message_type":" "<priv_type>",
n port n : ||<po,’,t>||
}
where:
Element Description
host_name Trap host name; a valid IPv4 or IPv6 address.

security_level

Security level; one of "auth", "authpriv"”, "noauth".

username

Username; a text string 5-32 characters long.

message_type

Message type; one of "trap", "inform". Default value: trap.

port

Host UDP port; an integer from 1-65535. Default value: 162.

Note: If the user name does not exist, the request will return the error message
“404 Resource not available: Snmp Hos User instance not
present in DUT".
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Set the SNMPv3 Trap Host IP Address for XClarity

Set the IP address of the special SNMPv3 trap host for XClarity.

Request

Response
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Note: The trap destination IP address is only for XClarity and differs from a

standard SNMPv3 trap host in the following ways:

e It cannot be set from the command line interface.
e It does not appear in any command.
e This information must be included in any tech support dump.

Method Type |PUT
Request URI |/nos/api/cfg/snmp/hostraphost
Request {
Body "host_name": "<host_name>",
"security_level":"<security_level>",
(]SON) "username" : "<username>",
"message_type":" "<priv_type>",
n po rt n : Il<p0rt>ll
}
where:
Element Description
host_name Trap host name; a valid IPv4 or IPv6 address.

security_level

non

Security level; one of "auth", "authpriv", "noauth".

username

Username; a text string 5-32 characters long.

message_type

non

(Optional) Message type; one of "trap", "inform". Default value:

trap.
port (Optional) Host UDP port; an integer from 1-65535. Default
value: 162.
Response {
Body "host_name": "<host_name>",
"security_level":"<security_level>",
(]SON) "username" : "<username>",
"message_type":" "<priv_type>",
llport n : Il<p0rt>ll
}
where:
Element Description
host_name Trap host name; a valid IPv4 or IPv6 address.

security_level

non

Security level; one of "auth", "authpriv", "noauth".
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Element

Description

username

Username; a text string 5-32 characters long.

message_type

Message type; one of "trap", "inform". Default value: trap.

port

Host UDP port; an integer from 1-65535. Default value: 162.
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Delete the SNMPv3 Trap Host IP Address for XClarity

Delete the special SNMPv3 trap host IP address for XClarity.

Request
Method Type |DELETE
Request URI |/nos/api/cfg/snmp/hostraphost
Request
Body
(JSON)
Response

True if the operation succeeded; otherwise False.
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Startup Information
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The following startup information URIs are available:

® /nos/api/startup GET, PUT
® /nos/api/startup/ztp GET, PUT
® /nos/api/startup/software GET, PUT

The following interface commands are available:

e Get System Startup Information

Put System ZTP Interface

Get System ZTP Setting

Put System Startup Image

Get System Startup Image
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Get System Startup Information

Get system boot information.

Note: This is required for XClarity support.

Request
Method Type |GET
Request URI |/nos/api/startup
Request
Body
(JSON)
Response
Response {
Body “ztp” : “Forcedly Enabled”,
“active image” : “version 0.0.0.0, downloaded 19:20:29
(]SON) UTC Tue Feb 16 2016”7,
“standby image” : “version 0.0.0.0, downloaded 13:20:02
UTC Sun Feb 28 2016”,
“Uboot” : “version 0.0.0.0, downloaded 13:20:04
UTC Sun Feb 28 2016”,
“ONIE” : “empty”,
“boot software” : “active”,
“scheduled reboot”: “none”,
“port mode” : “default”
}
where:
Element Description
ztp Current zero touch provisioning setting.
active image Active image information.
standby image Standby image information.
Uboot Uboot image information.
ONIE ONIE image information.
boot software Next boot image setting.
scheduled reboot Scheduled reboot setting.
port mode Current port mode.
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Put System ZTP Interface

Update the system Zero Touch Provisioning setting.

Request
Method Type |PUT
Request URI |/nos/api/startup/ztp/<enable>
Request {
Body “ztp” i “<setting>"
}
(JSON)
where:
Element Description
setting The ZTP provisioning setting; one of “Enable”, “Forcedly
Enabled “, “Forcedly Disabled”.
Response
Response {
Body “ztp” i “<setting>"
}
(JSON)
where:
Element Description
setting Current ZTP provisioning setting.
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Get System ZTP Setting

Get the current system Zero Touch Provisioning setting.

Request
Method Type |GET
Request URI |/nos/api/startup/ztp
Request
Body
(JSON)
Response
Response {
Body “ztp” i “<setting>"
}
(JSON)
where:
Element Description
setting Current ZTP provisioning setting.
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Put System Startup Image

Update the system startup image.

Note: This request is required for XClarity support.

Request
Method Type |PUT
Request URI |/nos/api/startup/software
Request
Body “boot software” : “<setting>"
3
(JSON)
where:
Element Description
setting Next startup image setting; one of “active” or “standby”.
Response
Response {
Body “boot software” : “<setting>"
3
(JSON)
where:
Element Description
setting Next startup image setting; one of “active” or “standby”.
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Get System Startup Image

Request

Response

Get the system boot image.

Note: This request is required for XClarity support.

Method Type |GET

Request URI |/nos/api/startup/software

Request

Body

(JSON)

Response {

Body “boot software” : “<setting>"
3

(JSON)

where:

Element Description

setting Next startup image setting; one of “active” or “standby”.
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STP
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The following STP URIs are available:

® /nos/api/cfg/stp/interface/<if_name>/vlan/<vian_id>

The following STP interface property commands are available:

/nos/api/cfg/stp_interface
/nos/api/cfg/stp_interface/<if_name>
/nos/api/ctg/stp/vlan/<vid>

/nos/api/cfg/stp/interface/<if_name>

Get STP Properties for All Interfaces
Get STP Interface Properties

Update STP Interface Properties

Get STP Properties Per VLAN

Set STP Properties Per VLAN

Get STP Interface Properties

Update STP Interface Properties

Get STP Interface VLAN Properties
Update STP Interface VLAN Properties

GET

GET, PUT
GET, PUT
GET, PUT
GET, PUT
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Get STP Properties for All Interfaces

Request

Response

Get STP properties of all interfaces. These properties are supported by all STP

modes.
Method Type |GET
Request URI |/nos/api/cfg/stp/interface
Request
Body
(JSON)
Response {
Body "if_name": "<if name>",
"edge_port": ‘'"<edge_port>",
(JSON) "bpdu_guard": "<bpdu_guard>",
"loop_guard": "<loop_guard>",
"root_guard": "<root_guard>"
3
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.
bpdu_guard (Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
loop_guard (Optional) Whether look guard is enabled on a port for additional
checks for preventing STP looping; one of enable, disable.
Default value: disable.
root_guard (Optional) Whether guard mode is set to root guard on interface.
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Get STP Interface Properties

Request

Response
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Get STP properties of one interface. These properties are supported by all STP

modes.
Method Type |GET
Request URI |/nos/api/ctg/stp/interface/<if_name>
Request
Body
(JSON)
Response {
Body "if_name": "<if name>",
"edge_port": '<edge_port>",
(JSON) "bpdu_guard": "<bpdu_guard>",
"loop_guard": ‘"<loop_guard>",
"root_guard": '"<root_guard>"
3
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.
bpdu_guard (Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
loop_guard (Optional) Whether look guard is enabled on a port for additional
checks for preventing STP looping; one of enable, disable.
Default value: disable.
root_guard (Optional) Whether guard mode is set to root guard on interface.
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Update STP Interface Properties

Request

Update STP properties of one interface. These properties are supported by all STP

modes.

Note: If an element is not specified in a PUT request, no update for that element
will be performed.

Method Type [PUT
Request URI |/nos/api/cfg/stp/interface/<if_name>
Request {
Body "if_name": "<if_name>",
"edge_port": '<edge_port>",
(JSON) "bpdu_guard": "<bpdu_guard>",
"loop_guard": ‘"<loop_guard>",
"root_guard": "<root_guard>"
3
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.
bpdu_guard  |(Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
loop_guard (Optional) Whether look guard is enabled on a port for additional
checks for preventing STP looping; one of enable, disable.
Default value: disable.
root_guard (Optional) Whether guard mode is set to root guard on interface.
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Response
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Response {
Body "if_name": "<if name>",
"edge_port": '<edge_port>",
(JSON) "bpdu_guard": "<bpdu_guard>",
"loop_guard": "<loop_guard>",
"root_guard": '"<root_guard>"
b
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.
bpdu_guard  |(Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
loop_guard (Optional) Whether look guard is enabled on a port for additional
checks for preventing STP looping; one of enable, disable.
Default value: disable.
root_guard (Optional) Whether guard mode is set to root guard on interface.
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Get STP Properties Per VLAN

Get STP parameters for each VLAN.
Note: This is designed only for rapid Per VLAN Spanning Tree (PVST) mode.

Request

Response

Method Type |GET
Request URI |/nos/api/cfg/stp/vlan/<vian_ID>
Request
Body
(JSON)
where:
Element Description
vlan_ID VLAN ID; an integer from 2-3999.
Response {
Body "forward-time": "<forward-time>",
"hello-time": "<hello-time>",
(JSON) "max-age" : '"<max-age>",
"priority" : "<priority>"
}
where:
Element Description

forward-time

The forward delay for the spanning tree; an integer from 4-30.

hello-time The hello interval for the spanning tree; an integer from 1-10.

max-age The maximum age interval for the spanning tree; an integer from
6-40.

priority The bridge priority for the spanning tree; an integer from 0-61440.

458 REST API Programming Guide for Lenovo CNOS 10.6




Set STP Properties Per VLAN

Set STP parameters for each VLAN.
Note: This is designed only for rapid Per VLAN Spanning Tree (PVST) mode.

Request

Response
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Method Type |PUT
Request URI |/nos/api/ctg/stp/vlan/<vian_ID>
Request {
Body "forward-time": "<forward-time>",
"hello-time": '"<hello-time>",
(JSON) "max-age" : '<max-age>",
"priority" : "<priority>"
}
where:
Element Description
vlan_ID VLAN number.; an integer from 2-3999.

forward-time

The forward delay for the spanning tree; an integer from 4-30.

hello-time The hello interval for the spanning tree; an integer from 1-10.
max-age The maximum age interval for the spanning tree; an integer from
6-40.
priority The bridge priority for the spanning tree; an integer from 0-61440.
Response {
Body "forward-time": "<forward-time>",
"hello-time": ‘'<hello-time>",
(JSON) "max-age" : '"<max-age>",
"priority" : "<priority>"
b
where:
Element Description

forward-time

(Optional) The forward delay for the spanning tree; an integer
from 4-30.

hello-time (Optional) The hello interval for the spanning tree; an integer
from 1-10.

max-age (Optional) The maximum age interval for the spanning tree; an
integer from 6-40.

priority (Optional) The bridge priority for the spanning tree; an integer

from 0-61440.
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Get STP Interface Properties

Request

Response

Get the STP properties of the specified interface.

Note: These properties are supported by all STP modes.

Method Type |GET
Request URI |/nos/api/cfg/stp/interface/<if_name>
Request
Body
(JSON)
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
Response {
Body "if_name": "<if name>",
"edge_port": ‘'"<edge_port>",
(JSON) "bpdu_guard": "<bpdu_guard>",
"loop_guard": "<loop_guard>",
"root_guard": "<root_guard>"
3
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.
bpdu_guard (Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
loop_guard (Optional) Whether look guard is enabled on a port for additional
checks for preventing STP looping; one of enable, disable.
Default value: disable.
root_guard (Optional) Whether guard mode is set to root guard on interface.
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Update STP Interface Properties

Request
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Update the STP properties of the specified interface.

Note: These properties are supported by all STP modes.

Method Type |PUT
Request URI |/nos/api/cfg/stp/interface/<if_name>
Request {
Body "if_name": "<if name>",
"edge_port": '<edge_port>",
(JSON) "bpdu_guard": "<bpdu_guard>",
"loop_guard": "<loop_guard>",
"root_guard": '"<root_guard>"
b
where:
Element Description
if_name The IP interface name; a string.
Note: The interface must exist.
edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.
bpdu_guard  |(Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
loop_guard (Optional) Whether look guard is enabled on a port for additional
checks for preventing STP looping; one of enable, disable.
Default value: disable.
root_guard (Optional) Whether guard mode is set to root guard on interface.
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Get STP Interface VLAN Properties

Get the STP interface VLAN properties of the specified interface and VLAN.
Note: This is designed only for rapid Per VLAN Spanning Tree (PVST) mode.

Request

Method Type |GET

Request URI |/nos/api/cfg/stp/interface/<if_name>/vlan/<vlan_id>

Request

Body

(JSON)

where:

Element Description

if_name The IP interface name; a string.
Note: The interface must exist.

vlan_ID VLAN ID; an integer from 2-3999.

Response
Response {
Body "cost": '"<cost>",
"priority": '<priority>",

(JSON) ’

where:

Element Description

cost The interface’s spanning-tree port path cost; one of auto (based
on port speed), an integer from 1-200000000.

priority The interface’s spanning-tree port path priority, in increments of
32; an integer from 0-224 that is a multiple of 32. Default value:
128.
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Update STP Interface VLAN Properties

Update the STP interface VLAN properties of the specified interface and VLAN.
Note: This is designed only for rapid Per VLAN Spanning Tree (PVST) mode.

Request

Method Type |PUT

Request URI |/nos/api/ctg/stp/interface/<if_name>/vlan/<vlan_id>

Request {

Body "cost": ‘"<cost>",

"priority": '<priority>",

(JSON) ¥

where:

Element Description

if_name The IP interface name; a string.
Note: The interface must exist.

vlan_ID VLAN ID; an integer from 2-3999.

cost The interface’s spanning-tree port path cost; one of auto (based
on port speed), an integer from 1-200000000.

priority The interface’s spanning-tree port path priority, in increments of
32; an integer from 0-224 that is a multiple of 32. Default value:
128.

Response
Response {
Body "if_name": "<if name>",
"edge_port": '<edge_port>",

(JSON) "bpdu_guard": "<bpdu_guard>",
b

where:

Element Description

if_name The IP interface name; a string.

Note: The interface must exist.

edge_port Whether the interface is configured as an edge port, which allows
the port to automatically transition to the STP forwarding state;
one of yes, no. Default value: yes.

bpdu_guard  |(Optional) Whether BPDU guard is enabled on a port, which
automatically shuts down the interface upon receipt of a BPDU;
one of enable, disable. Default value: disable.
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System

The following system URI is available:
® /nos/api/system GET

Get System Properties

Gets basic properties of the system. All properties are version-independent.

Request
Request URI /nos/api/system
Request Body (JSON)
Response
{
"switch_type": "{switch_type}",
"fw_version": "{version}"
1
where:
Element Description
switch_type Switch platform type.
fw_version The version number of the firmware running on the
switch.
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System Configuration

The following system configuration-related URIs are available:

® /nos/api/cfg/hostname GET, PUT
® /nos/api/cfg/clock GET, PUT
® /nos/api/cfg/clock/format PUT
® /nos/api/cfg/clock/protocol PUT
® /nos/api/cfg/clock/timezone PUT
e /nos/api/cfg/clock/summertime PUT
e /nos/api/cfg/syscontact GET, PUT
® /nos/api/cfg/sysdescr GET, PUT
® /nos/api/cfg/rack_prop GET, PUT

Note: These requests are required for XClarity support.
The following system configuration commands are available:
e Get Hostname

e Set Hostname

e Get Clock Date

e Set Clock Format

e Set Clock Protocol

e Set Clock Timezone

e Set Clock Summer Time

e Get Device Contact

e Update Device Contact

e Get Device Description

e Update Device Description

o Get Rack Properties

e Update Rack Properties
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Get Hosthame

Get the hostname of the system.

Request
Method Type |GET
Request URI |/nos/api/cfg/hostname
Request
Body
(JSON)
Response
Response {
Body "hostname": "<hostname>",
}
(JSON)
where:
Element Description
hostname The hostname of the system; a string from 1-64 characters long.
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Set Hosthame

Set the hostname of the system.

Request
Method Type |PUT
Request URI  |/nos/api/cfg/hostname
Request
Body
(JSON)
Response
Response {
Body "hostname": "<hostname>",
(JSON)
where:
Element Description
hostname The hostname of the system; a string from 1-64 characters long.
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Get Clock Date

Gets the system date.

Request
Method Type |GET
Request URI |/nos/api/cfg/clock
Request
Body
(JSON)
Response
Response {
Body "date": "<date>",
}
(JSON)
where:
Element Description
date System date in the format:

HH:MM:SS xM ZZZ Wkd Mon Dy YEAR

where:

e HH - hour

e MM - minutes

SS - seconds

XM - one of “AM”, “PM”

Z77 - name of the time zone

Wkd - three-letter weekday abbreviation
Mon - three-letter month abbreviation
Dy - one or two-digit day

YEAR - four-digit year

For example:

10:55:58 AM UTC Mon Jul 4 2016
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Set Clock Date

Request
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Sets the system date and time.

Method Type |PUT
Request URI |/nos/api/cfg/clock
Request {
Body "time": "<HH:MM:SS>"
"day": <day>,
(]SON) ::mont?" : <month> ,
year": <year>
b
where:
Element Description
time System time in the format "HH:MM:SS".
day The day of the month; an integer from 1-31.
month The month; one of the following case-insensitive strings:
e January
e February
e March
e April
e May
e June
e July
e August
e September
e October
e November
e December
year The year; an integer from 2000-2030.
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Response

472

Response {
Body "date": "<date>",
}
(JSON)
where:
Element Description
date System date in the format:

HH:MM:SS xM ZZZ Wkd Mon Dy YEAR

where:

HH - hour

MM - minutes

SS - seconds

XM - one of “AM”, “PM”

ZZ77 - name of the time zone

WKkd - three-letter weekday abbreviation
Mon - three-letter month abbreviation
Dy - one or two-digit day

YEAR - four-digit year

For example:

10:55:58 AM UTC Mon Jul 4 2016
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Set Clock Format

Request

Response
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Sets the system clock format to 12 hour or 24 hour format.

Method Type |PUT
Request URI |/nos/api/cfg/clock/format/
Request
Body "format": <format>,
}
(JSON)
where:
Element Description
format System clock format; one of:
® 12 (12 hour format)
® 24 (24 hour format)
Response
Body "format": <format>,
}
(JSON)
where:
Element Description
format System clock format; one of:

® 12 (12 hour format)
® 24 (24 hour format)
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Set Clock Protocol

Sets the clock protocol to either manual or Network Time Protocol (NTP).

Request

Method Type |PUT

Request URI  |/nos/api/cfg/clock/protocol/

Request {

Body "protocol": "<protocol>",
3

(JSON)

where:

Element Description

protocol System clock protocol; one of:
® none - the clock is manually configured
e ntp - the clock is configured through NTP
Default value: “ntp”.

Response

Response {

Body "protocol": "<protocol>",
}

(JSON)

where:

Element Description

protocol System clock protocol; one of:
® none - the clock is manually configured

® ntp - the clock is configured through NTP

Default value: “ntp”.
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Set Clock Timezone

Request

Response
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Set the clock time zone for the switch.

Method Type |PUT
Request URI |/nos/api/ctg/clock/timezone
Request {
Body "timezone": "<timezone>",
"offsethour": "<offsethour>",

(]SON) "offsetmin": "<lag_mode>",

3
where:
Element Description
timezone One to five letter string denoting the local system time zone.
offsethour Hours offset from UTC; an integer from -23 through 23.
offsetmin Minutes offset from UTC; an integer from 0-59.
Response {
Body "date": "<date>",

H
(JSON)
where:
Element Description
date System date in the format:

HH:MM:SS xM ZZZ Wkd Mon Dy YEAR

where:

HH - hour

MM - minutes

SS - seconds

xM - one of “AM”, “PM”

777 - name of the time zone

WKkd - three-letter weekday abbreviation
Mon - three-letter month abbreviation
Dy - one or two-digit day

YEAR - four-digit year

For example:

10:55:58 AM UTC Mon Jul 4 2016
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Set Clock Summer Time

Set the transition to and from a summer time zone adjustment.

Request
Method Type |PUT
Request URI |/nos/api/cfg/clock/summertime
Request {
Body "timezone": <time_zone>,
"startweek": <start_week>,
(]SON) "startweekday": <start_weekday>,
"startmonth": <start_month>,
"starttime" : "<HH:MM>",
"endweek" 1 <end_week>,
"endweekday": <end_weekday>,
"endmonth" : <end_month>,
"endtime" 1 “<HH:MM>",
"offsetmin" : <minutes>
}
where:
Element Description
timezone Local time zone of the system; a three to five character
string such as "PST", "MST", "CST", or "EST".
startweek Week number in the month in which to start Daylight
Saving time; an integer from 1-5 (first week=1, last
week=5).
startweekday Weekday on which to start DST; one of the following
case-insensitive strings:
e monday
e tuesday
e wednesday
e thursday
e friday
e saturday
e sunday
476 REST API Programming Guide for Lenovo CNOS 10.6




Element

Description

startmonth

Month to start DST; one of the following
case-insensitive strings:

january
february
march
april
may

june
july
august
september
october
november
december

starttime

Time to start DST; a string in the format "HH:MM".

endweek

Week number in which to end DST; an integer from
1-5 (first week=1, last week=5).

endweekday

Weekday on which to end DST; one of the following
case-insensitive strings:

monday
tuesday
wednesday
thursday
friday
saturday
sunday)

endmonth

Month in which DST ends; one of the following
case-insensitive strings:

january
february
march
april
may

june
july
august
september
october
november
december

endtime

Time to end DST; a string in the format "HH:MM"

offsetmin

Offset to add, in minutes; an integer from 1-1440.
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Response
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Response {
Body "date": "<date>",
}
(JSON)
where:
Element Description
date System date in the format:

HH:MM:SS xM ZZZ Wkd Mon Dy YEAR

where:

HH - hour

MM - minutes

SS - seconds

XM - one of “AM”, “PM”

ZZ77 - name of the time zone

WKkd - three-letter weekday abbreviation
Mon - three-letter month abbreviation
Dy - one or two-digit day

YEAR - four-digit year

For example:

10:55:58 AM UTC Mon Jul 4 2016
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Get Device Contact

Request

Response
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Get the device contact.

Method Type |GET
Request URI |/nos/api/cfg/contact
Request {
Body "contact": <contact>,
H
(JSON)
where:
Element Description
contact Device contact; a string up to 256 characters long.
Response {
Body "contact": <contact>,
(JSON)
where:
Element Description
contact Device contact; a string up to 256 characters long.
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Update Device Contact

Request
Method Type |PUT
Request URI |/nos/api/cfg/contact
Request {
Body "contact": <contact>,
}
(JSON)
where:
Element Description
contact Device contact; a string up to 256 characters long.
Response
Response {
Body "contact": <contact>,
}
(JSON)
where:
Element Description
contact Device contact; a string up to 256 characters long.
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Get Device Description

Request

Response
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Get the device description.

Method Type |GET
Request URI |/nos/api/cfg/descr
Request
Body "descr": <descr>,
}
(JSON)
where:
Element Description
descr Device description; a string up to 256 characters long.
Response
Body "descr": <descr>,
}
(JSON)
where:
Element Description
descr Device description; a string up to 256 characters long.
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Update Device Description

Update the device description.

Request
Method Type |PUT
Request URI |/nos/api/cfg/descr
Request
Body "descr": <descr>,
3
(JSON)
where:
Element Description
descr Device description; a string up to 256 characters long.
Response
Response {
Body "descr": <descr>,
}
(JSON)
where:
Element Description
descr Device description; a string up to 256 characters long.
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Get Rack Properties

Request

Response
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Get the rack properties for the switch.

Method Type |GET
Request URI |/nos/api/ctg/rack_prop
Request
Body
(JSON)
Response {
Body "location": "<location>",

"room": "<room>",
(]SON) llrack": Il<rack>"’

lllru" : Il<lru>"

3

where:
Element Description
location Device location; a string up to 256 characters long.
room Device room ID; a string up to 256 characters long.
rack Device Rack; a string up to 256 characters long.
Iru Device lowest rack unit; a string up to 256 characters long.
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Update Rack Properties

Update the rack properties for the switch.

Request
Method Type |PUT
Request URI |/nos/api/cfg/rack_prop
Request {
Body "location": "<location>",
"room": "<room>",
(JSON) "rack":"<rack>",
Illrull : Il<lru>ll
3
where:
Element Description
location (Optional) Device location; a string up to 256 characters long.
room (Optional) Device room ID; a string up to 256 characters long.
rack (Optional) Device Rack; a string up to 256 characters long.
Iru (Optional) Device lowest rack unit; a string up to 256 characters
long.
Response
Response {
Body "location": "<location>",
"room" : "<room>",
(]SON) "rack":"<rack>",
lllru n . ||<l,’,u>ll
3
where:
Element Description
location Device location; a string up to 256 characters long.
room Device room ID; a string up to 256 characters long.
rack Device Rack; a string up to 256 characters long.
Iru Device lowest rack unit; a string up to 256 characters long.
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System Information
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The following system information URIs are available:

The following system information commands are available:

/nos/api/sysinfo GET
/nos/api/sysinfo/<fans> GET
/nos/api/sysinfo/<power> GET
/nos/api/sysinfo/<temperature> GET
/nos/api/sysinfo/<inventory> GET
/nos/api/sysinfo/<globalhealthstatus> GET
/nos/api/sysinfo/resources GET

Get All System Information

Get System Fan Information

Get System Power Information

Get System Temperature Information
Get System Inventory

Get System Serial Number

Get Panic Dump Information

Get Global Health Status

Get System Resource Statistics
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Get All System Information

Gets information about the system hardware.

Request
Request URI |/nos/api/sysinfo
Request
Body (JSON)
Response
Response {
Bod "Fans":
Y {
(JSON) {Fan 1”:
“Module” : “1”
“Air-flow” : ” Front-to-Back”,
“Speed-percent” : “0”,
“Speed-rpm” : “4205"
}
“Fan 2":
{
“Module” : “1”
“Air-flow” : " Front-to-Back”,
“Speed-percent” : “24",
“Speed-rpm” : “4402"
}
H
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“Power” :

{
“powerl”:
{
“Name” : “Power Supply 1”
“Manufacturer” : " DELTA”,
“Model” : “XXXXXXXXXX",
“State” : “Normal ON”
+
“power2”:
{
“Name” : “Power Supply 2"
“Manufacturer” : ” DELTA”,
“Model” : “XXXXXXXXXX",
“State” : “12V Output Fault”
}
i
“Temperature”
{
“cpu”:
{
“Temp” : “31"
“State” : "0K”
+
“Ambient”:
{
“Temp” : “30”,
“State” : "OK"”
i
“Hot Spot”
{
“Temp” : “46",
“State”: “0OK”
}
“Temperature threshold”
{
“System Warning” : 85,
“System Shutdown” : 95,
“System Set Point” : 70
}
i
“Inventory”
{
“Name” . “8272",
“Description” : “G8272 (48x10GE + 6x40GE)”,
“Model” : “LENOVO G8272”,
“Manufacture Date”: “1452"”,
“Serial Number” : “Y052MV4CT00J”,
“PCB Assembly” : “00cJjoe7”,
“Electronic Serial Number”: “MM01267”,
“Firmware Revision” : “0.0.0.0",
“Software Revision” : “0.0.0.0",
“Uuid” : “A48CDB33B600Y052MV4CT00J”,
“Last reset Reason” : “Reset by CLI reload
command”,
"Service Led" : "enabled"
+
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“Panic Dump”:
{
“File 3" {
llNameH . llnsm.gle’
“Date” ”2016-05-31 22:38:03”
i
“File 2" {
“Name” : “hsl.gz”,
“Date” : “2016-05-31 22:38:10”
iy
“File 1" : {
“Name” : "imish.gz”,
“Date” 2016-05-31 22:38:34"
}
}
}
where:
Element Description
Fans System fan information.
Powers System power information.
Temperature|System temperature information.
Inventory |System inventory.
Panic Dump |Panic dump information.
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Get System Fan Information

Request

Response
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Gets information about the system fans.

Request URI |/nos/api/sysinfo/fans

Request
Body (JSON)
Response {
Body “Fan 1":
{
(]SON)y “Module” : “1”
“Air-flow” : ” Front-to-Back”,
“Speed-percent” : “0”,
“Speed-rpm” : “4205”
i
“Fan 2":
{
“Module” : “1”
“Air-flow” : " Front-to-Back”,
“Speed-percent” : “24",
“Speed-rpm” : “4402"
}
}
where:
Element Description
Module Module number.

Air-flow Air flow type.

Speed- Speed percentage.
percent

Speed-rpm |Speed in RPM.
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Get System Power Information

Gets information about the system power supplies.

Request
Request URI |/nos/api/sysinfo/power
Request
Body (JSON)
Response
Response {
Body “powerl”:
{
(]S()PJ) “Name” : “Power Supply 1”
“Manufacturer” : ” DELTA”,
“Model” : “XXXXXXXXXX",
“State” : “Normal ON”
iy
“power2"”:
{
“Name” : “Power Supply 2”
“Manufacturer” : " DELTA",
“Model” i “XXXXXXXXXX",
“State” : “12V Output Fault”
3
iy
where:
Element Description
name Power supply name.
manufact- |Power supply manufacturer.
urer
model Power supply model.
state Power supply state.
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Get System Temperature Information

Request

Response
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Gets information about the system temperature.

Request URI |/nos/api/sysinfo/temperatures
Request
Body (JSON)
Response {
Body' “Cpu Local”:
{
(]SON) Temp” : “31
“State” : "OK”
3
“Ambient”:
{
IlTempII : II3OII’
“State” : "OK”
3
“Hot Spot” :
{
llTemle : 114611,
“State”: “OK”
3
“Temperature threshold” :
{
“System Warning” : 85,
“System Shutdown” : 95,
“System Set Point” : 70
3
+
where:
Element Description
temp The temperature.
state The state.
System Temperature at which a system warning is issued.
warning
System The temperature at which the system shuts down
shutdown
System set |The system set point temperature.
point
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Get System Inventory

Gets information about the system inventory.

Request
Request URI |/nos/api/sysinfo/inventory
Request
Body (JSON)
Response
Response {
Body “Name” . “8272",
“Description” : “G8272 (48x10GE + 6x40GE)”,
(JSON) “Model” : “LENOVO G8272",
“Manufacture Date”: “1452",
“Serial Number” : “Y052Mv4CT00J”,
“PCB Assembly” : “00cJoe7”,
“Electronic Serial Number” : “MM01267",
“Firmware Revision” : “0.0.0.0",
“Software Revision” : “0.0.0.0",
“Yuid” : “A48CDB33B600Y052MV4CT00J”,
“Last reset Reason” : “Reset by CLI reload command”,
"Service Led" "enabled"
}
where:
Element Description
name System name.
description System description.
model System model.
Manufacture Date System Manufacture Date.
Serial Number System Serial Number.
PCB Assembly System PCB Assembly.
Electronic Serial |System Electronic Serial Number.
Number
Firmware Revision |System Firmware Revision.
Software Revision |System Software Revision.
Uuid System UUID.
Last reset Reason |System last reset reason.
Service Led Whether or not the Service LED is enabled.
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Get System Serial Number

Gets the system serial number.

Request
Request URI |/nos/api/sysinfo/serial_ number
Request
Body (JSON)
Response
Response {
Body “Serial Number” : *“Y052MV4CT00J”,
b
(JSON)
where:
Element Description
Serial System Serial Number.
Number
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Get Panic Dump Information

Gets information about system panic dumps.

Request
Request URI |/nos/api/sysinfo/panic_dump
Request
Body (JSON)
Response
Response {
Body {
“File 3" : {
(]S()PJ) “Name” : “nsm.gz”,
“Date” : "2016-05-31 22:38:03"
}
“File 2" : {
“Name” : “hsl.gz”,
“Date” : “2016-05-31 22:38:10"
i
“File 1”7 : {
“Name” : "imish.gz”,
“Date” : "2016-05-31 22:38:34"
}
}
where:
Element Description
Name File name.
Date Date and time when the file was created.
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Get Global Health Status

Gets information about system global health.

Request
Request URI |/nos/api/sysinfo/globalhealthstatus
Request
Body (JSON)
Response
Response {
Body "status": "<status>",
"description": "<description>"
(JSON) ’
where:
Element Description
status System global health status; one of:
e OK
e Noncritical
e Critical
description Detailed description of the status; one of:

e OK:

o All temperature sensors are below the
warning threshold;

o All fans are running at >= 100 RPMs;
o All power s